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Agenda

1. RBIA & Cybersecurity – Skeptical Approach 

2. Cybersecurity – Definition, Type, Target and 

Counter Measures

2. Cybersecurity – Best Practices

3. Data Protection vs Data Privacy

4. What is a Data Breach?

5. Personal Identified Information (PII)

6. COVID-19: Medical Data Breach

7. Sample of Global Data Breach

8. Key Challenges in this pandemic.

9. What’s Next?

10. Top Cyber Safety Tips



RBIA – Skeptical Approach

- Kualitas dari Laporan Profil Risiko: “Save As”

- Siapa yang mengisi atau update profil risiko? Sekretaris atau Risk Champions?

- Mekanisme update atas Laporan Profil Risiko: No Update

- Cross Check dengan hasil assurance dari internal dan external.

- Alignment: Mapping dari RBIA ke Rencana Strategic Perusahaan.



RBIA – Skeptical Approach

- Validasi dengan AC, Risk, Compliance dan BoD

- Benchmark dengan peers CAE

- Pemahaman atas Risiko pada level BoD, AC, dan BoC: Annual Refreshment oleh 

Line 2 terait top risk dan top issues.



Cybersecurity – Skeptical 
Approach

- Pemahaman atas definition, type dan 

countermeasures dari Cybersecurity

- Best Practices dari Cybersecurity

- Data Protection, Data Security dan Data 

Privacy

- Key Challenges in this Pandemic



Cybersecurity: - Definition, Type, 
Target and The Counter Measures



Cybersecurity – Best Practices
▪ Network security is the practice of securing a computer network from intruders, whether targeted

attackers or opportunistic malware.

▪ Application security focuses on keeping software and devices free of threats. A compromised application
could provi de access to the data its designed to protect. Successful security begins in the design stage, well
before a program or device is deployed.

▪ Information security protects the integrity andprivacy of data, both in storage and in transit.

▪ Operational security includes the processes and decisions for handling and protecting data assets. The
permissions users have when accessing a network and the proce dures that determine how and where data
may be stored or shared all fall under this umbrella.

▪ Disaster recovery and business continuity define how an organization responds to a cyber-security
incident or any other event that causes the loss of operations or data. Disaster recovery policies dictate how
the organization restores its operations and information to return to the same operating capacity as before
the event. Business continuity is the plan the organization falls back on while trying to operate without
certain resources.

▪ End-user education addresses the most unpredictable cyber-security factor: people. Anyone can
accidentally introduce a virus to an otherwise secure system by failing to follow good security practices.
Teaching users to delete suspicious email attachments, not plug-in unidentified USB drives, and various
other important lessons is vital for the security of any organization.



Cybersecurity - Sample





Data Protection vs Data Privacy



What is a Data Breach?

Data Privacy is PII and subject of Data Protection. Data
security is about protecting any type of data from
unauthorized access. Data protection is about protecting
personal data from both access and misuse. Data protection
can only be achieved with good data security. However, it
also needs organizational measures, like privacy policies and
consent management.



Personal Identified Information 
(PII)



COVID 19 – Medical Data Breach



Sample of Global Data Breach





Key Challenges in this pandemic



What’s 
Next?

➢Establish a Cyber Incident Response Team: Role,
Committee, 24/7 Contact List of Personnel, and
Technical Response.

➢Critical System Classification: Network scheme,
system, account permission list, and
configuration.

➢Incident Handling: Detection, Containment,
Eradication and Recovery

➢Classify Severity of Incidents

➢Strategic Communication: Socialization and “need
to know” basis.

➢Exercise, Train, Test and Update the Plan

➢Mystery Shopping



Top Cyber Safety Tips

❑ Update your software and operating system: This means you benefit from the latest security patches.

❑ Use anti-virus software: Security solutions will detect and removes threats. Keep your software
updated for the best level of protection.

❑ Use strong passwords: Ensure your passwords are not easily guessable.

❑ Do not open email attachments from unknown senders: These could be infected with malware.

❑ Do not click on links in emails from unknown senders or unfamiliar websites: This is a common
way that malware is spread.

❑ Avoid using unsecure WiFi networks in public places: Unsecure networks leave you vulnerable to
man-in-the-middle attacks.

❑ Beware of “un-pacthed vulnerabilities in systems and applications”, “weak and compromised
credentials”, “lack of multi-factor authentication”, and “inadequate network segmentation”.



Terima kasih Q U E S T I O N S ?


