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A Indonesia

Our Mission:

To advance the profession
and practice of internal
auditing in Indonesia

Our Vision:

Internal audit professionals
are universally recognized as
indispensable to effective
governance, risk
management, and control

] " GERTIFIED
Active Member <" INTERNAL AUDITOR

World’s IlA highest increase 49% since Jul
2018 —Jul 2019

GERTIFICATION IN
CONTROL SELF-ASSESSMENT

282 CGAF/ g

CIA Ho | d er CERTIFIED GOVERNMENT

AUDITING PROFESSIONAL
Or 0,0001064%
of national population
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International Professional Practice Framework

INTERNATIONAL

PRACTICES FRAMEWORK (IPPF)"’

2017 EDITION
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Internal audit sebelum ‘'modern’ - l1A (1941)

N

- 4500 — 1940s
Sejak 4500 SM Great Depression — crash
Babilonia — Hamurabi Verification of financial records
] . Aids to Accounting/External
Kalifah Omar bin Khatab auditor
2nd oldest profession Fokus pada error,
Chinese emperors fraud, theft, repetition




Milestones profesi sampai 1999

Definisi baru

1999
CIA

1974

’

Standards

Code of Ethics

1968
1978

1941
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Objective Assurance, Consulting Activity,
Operational Auditing Orientation Internal Control Added Value, Improve an Organization
Operation and the Filectiveness of RM,

Control and Govewrn:e Processes

Principles for
Responsible
Investment

1900 1950 1960 1970s 1990 20005 10 present
Clerical Work & Finuncial Reporting and Compliance Business oriented
Theft Fraud
KEY MILESTONES
IA Set to Emerge as o Profession IA Begun as o Profession Advances & Strengthening of 1A Profession
1941 -Formation of the 1A 1968 lssued the Code of Frhics 1999 1ssued Current Definition of 1A
1947 1ssued the Suntement of the 197 2-Published the CROK 2000 Revised the Code of Fihics
Responsibilities  of the 1A 1974-Created  the  Professional  2002-Issued a New TA Sundards
(Revised in 1957, 1971, 1976, Certification tor 1A 2006-The Standards has been Recognized Globally
1981, and 1990) 1976-Formation of  the 1A 2007 0ssued a New |A Framework- the 1IPPI*
Rescarch Foundation 200 S<lssued o New Fnhancement of the 1IPPT
1977-Created a  Professional  *The IPPF is subject 1o update once in cvery 2
Magazine for |A Yoy

1978« 1ssucd the Stundards



Source of Risks

Liquidity Credit
Market
Brand Globalization
Crisis
STRATEGY & _ -Cempetition s FINANCIAL
REPUTATION ., zx
Organization model o \ -
Transformation - v Y
‘ A 2\{ : A Capital
SUDPIIETS- ey OPERATIONS - Cash flow
Adsurance .
Compliance Crime
7 B /’Cug\’tomef‘s ~ Internet of Things
Geopolitics Sustainabllity \ i
Qutsourcing D :
CYBER
REGULATION - €
Social media
Security
Ethics Safety Artificial intelligence  Data ™ 4
Technology Automation

Environment

The Institute of

A%

Internal Auditors
Indonesia

Organisasi
menghadapi
meningkatnya
ketidakpastian dari
berbagai sumber

Source: Internal Audit 3.0 (2018) Deloitte



Likelihood of occurrence

65% —

60% —

55% —

50% —

45% —

40% —

35% —

30% —

25% —

© New regulation

Technology
advances

@

Cybersecurity/
privacy

Digital © Changes in
innovation business
model/
strategy
Changes in
customer
preference
Financial
challenges

Human capital
changes

Culture and
compensation change

Operational
changes

20% —

40%

| | | I I I | I
45% 50% 55% 60% 65% 70% 75% 80%

Significant or very significant impact

Figure 2: Top five disruptions

) O© @ ©

58% 44% 37% 36% 34%

New Changesin  Cybersecurity Financial Technology
regulation  business model and privacy challenges advancements
or strategy threats

March 2017

Staying the course
toward True North:

Navigating disruption




CYBERSECURITY: The growing scphistication and variety of cyberattacks continue to wreak havoc on organiza-
tions’ brands and reputations, often resulting in disastrous financial impacts. This risk examines whether organi-
zations are sufficiently prepared to manage cyber threats that could cause disruption and reputational harm.

DATA PROTECTION: Beyond regulatory compliance, data privacy concems are growing as investors and
the general public demand greater control and increased security over personal data. This risk examines how
crganizations protect sensitive data in their care.

REGULATORY CHANGE: A variety of regulatory issues, from tariffs to new data privacy laws, drive
interast in this risk. This risk examines the challenges organizations face in a dynamic and sometimes
volatile regulatory ervironment.

BUSINESS CONTINUITY/CRISIS RESPONSE: Organizations face significant existential challenges, from
cyber breaches and natural disasters to reputational scandals and succession planning. This risk examines
organizations’ abilities to prepare, react, respond, and recover.

DATA AND NEW TECHNOLOGY: Organizations face significant disruption driven by the accelerating pace
of technology and the growing ease of mass data collection. Consider traditional versus bom-digital business
moedels. This risk examines organizations’ abilities to leverage data and new technology to thrive in the fourth
industrial revolution.

THIRD PARTY: Increasing reliance on third parties for services, espedially around IT, demands greater oversight
and improved processes. This risk examines organizations' abilities to select and monitor thind-party contracts.

TALENT MANAGEMENT: Historically low unemgployment, a growing gig economy, and the continuing
impact of digitalization are redefining how work gets done. This risk examines challenges organizations face
in identifying, acquiring, and retaining the right talent to achieve their objectives.

CULTURE: "The way things get done around here” has been at the core of a number of corporate scandals.
This risk examines whether organizations understand, monitor, and manage the tone, incentives, and actions
that drive behavior.

BOARD INFORMATION: As regulators, investors, and the public demand stronger board oversight, boards
place greater reliance on the information they are provided for decision-making. This risk examines whether
boards are receiving complete, timely, transparent, accurate, and relevant information.

DATA ETHICS: Sophistication of the collection, analysis, and use of data is expanding exponentially, complicat-
ed by artificial intelligence. This risk examines organizational conduct and the potential associated reputational
and financial damages for failure to establish proper data governance.

SUSTAINABILITY: The growth of enwironmental, social, and governance [ESG) awareness increasingly influenc-
es organizational decision-making. This risk examines onganizations abilities to establish strategies to address
long-term sustainability issues.



RISKIN FOCUS 2020
Hot topics for internal auditors

2020

1. Cybersecurity & data privacy: rising
expectations of internal audit

2. Theincreasing regulatory burden

3. Digitalisation & business model
disruption

4. Looking beyond third parties

%, Business resilience, brand value &
reputation

6. Financial risks: from low returns to
rising debt

7. Geopolitical instability & the
macroeconomy

4. Human capital: the organisation of
the future

9. Governance, ethics & culture: the
exemplary organisation
10. Climate change: risk vs opportunity

i RISK

{ CYBERSECURITY

{ DATA PROTECTION

! REGULATORY CHANGE
! BUSINESS CONTINUITY
! DATA AND NEW TECHNOLOGY |
{ THIRD PARTY

! TALENT MANAGEMENT
! CULTURE

{ BOARD INFORMATION
{ DATA ETHICS

i SUSTAINABILITY (ESG)

Figure 10: Risk Relevance for 11 Risks
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100 201SKS before U2

Cloud computing
Non-standard or exceptional
Cyber security

Business continuity and crisis response
Net working capital management
Non-GAAP financial measures

Data analytics and mass data usage

Treasury management

0000000000

Organization-wide initiatives/projects
Established

key risk Emerging

To be considered on a recurring basis

Digitalization, Industry 4.0 & the Internet of Things

EU General Data Protection Regulation (EU-GDPR)

00060006 OO0 OO

Effective talent management
Trade environment and customs

Alignment of operations to organization's strategy and objectives

Compliance Management Systems (CMS), auditing organization
culture and ethics

Effectiveness and efficiency of operational processes
Mergers, acquisitions, and divestitures

Integrated enterprise risk management and monitoring
IT governance

Outsourcing and managing third-party relationships

Tax compliance

Sumber: ‘20 Key Risks’ (KPMG, 2018)



Figure 1: The essential eight emerging technologies

Internet of Things

e

Robotics

~

2018 State of the Internal Andir Profession Sendy

Moving at the speed

of innovation

The foundational tools and talents
of technology-enabled Internal Audit

Virtual
Reality

Drones

Artificial
Intelligence

Source: PwC, “How can boards tackle the Essential Eight and other emerging technologies?”, June 2017



Smart Roads

Warning messages and diversions
according to climate conditions and
unexpected events like accidents or
traffic jams.

Libelium Smart World

Smartphones Detection Electromagnetic Levels

Detect iPhone and Android devices and in Measurement of the energy radiated
general any device which works with Wifi or by cell stations and and WiFi routers.

Air Pollution

Smart Lighting

Control of CO, emissions of factories, pollution Bluetooth interfaces. Intelligent and h ptive lighting
emitted by cars and toxic gases generated in " . > in street lights.
farms. Perimeter Access Control Traffic Congestion

Intelligent Shopping

Getting advices in the point of sale
according to customer habits, preferences,
presence of allergic components for them
or expining dates.

Access control to restricted areas and detection Monitoring of vehicles and pedestrian
of people in non-authorized areas. affluence to optimize driving and walking

Radiation Levels e

Distributed measurement of radiation levels : -
in nuclear power stations surroundings to Noise Urban Maps
generate leakage alerts.

Forest Fire Detection

Monitoring of combustion gases and preemptive
fire conditions to define alert zones.

Wine Quality Enhancing

Monitoring scil moisture and trunk diameter
in vineyards to control the amount of sugar in
grapes and grapevine health.

Sound monitoring in bar areas and
centric zones in real time.

Offspring Care
Control of growing conditions of the offspring in

animal farms to ensure its survival and health.

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Monitoring of vibrations and material conditions
in buildings, bridges and historical monuments.

Water Leakages

Detection of liquid presence outside tanks
and pressure variations along pipes.

Vehicle Auto-diagnosis

Information collection from CanBus to
send real time alarms to emergencies
or provide advice to drivers.

Waste Management

Detection of rubbish levels in containers
to optimize the trash collection routes.

Smart Parking Item Location
Monitoring of parking spaces availability Search of indvidual items in big surfaces

in the city. like warehouses or harbours.
Quality of Shipment Conditions Water Quality Golf Courses ,&\
Monitoring of vibrations, strokes, container openings Study of water suitability in rivers and the Selective irrigation in dry zones to . N
or cold chain maintenance for insurance purposes. sea for fauna and eligibility for drinkable reduce the water resources required in ll bell
use. the green. www.libelium.com









What are the top five risks to your organisation?

Cybersecurity and data security

Regulatory change and compliance

Digitalisation, disruptive technology and other innovation
Outsourcing, supply chains, and third-party risk

Business continuity/resilience

Financial risks

Macroeconomic and political uncertainty

Human resources

Corporate governance and reporting (financial & non-financial)
Communications and reputation

Corporate culture

Anti-bribery and anti-corruption

Financial controls

Environment and climate change

Health and safety

Mergers and acquisitions

Other

L Y
B 5%

I 58%
B 3%

B 31%
B 30%
B 29%
B 27%
B 26%
E 22%
E 2%
E_ 21%

B 15%
B 1%

B 13%
B 10%
B 10%

0%

10%

20%

30% 40%

50%

70%

80%  90%

100%



What is the single biggest risk to your organisation?

Cybersecurity and data security

Digitalisation, disruptive technology and other innovation
Regulatory change and compliance

Macroeconomic and political uncertainty

Financial risks

Business continuity/resilience

Corporate governance and reporting (financial & non-financial)
Human resources

Other

Corporate culture

Qutsourcing, supply chains, and third-party risk
Anti-bribery and anti-corruption

Environment and climate change

Communications and reputation

Health and safety

Financial controls

Mergers and acquisitions

B 2%
B 1%

15%

18%

21%

24%

27%



The top five risks that your organisation currently faces vs the top five
risk areas on which internal audit currently spends most time and effort:

Cybersecurity and data security

Regulatory change and compliance

Digitalisation, disruptive technology and other innovation
Outsourcing, supply chains, and third-party risk

Business continuity/resilience

Financial risks

Macroeconomic and political uncertainty

Human resources

Corporate governance and reporting (financial & non-financial)
Communications and reputation

Corporate culture

Anti-bribery and anti-corruption

Financial controls

Environment and climate change

Health and safety

Mergers and acquisitions
Other

B e top five risks that
your crganisation
currently faces

I Thetop five risk areas
on which internal audit
currently spends most
time and effort.

T70% 80% 90%  100%






Review 3LoD - 2019

LEVERAGING COSO

2004 RO inae

COSO ERM LINES OF DEFENSE

1992 2017

COSO ICIF COSO ERM 2017

COSO 2013 rd y ‘9‘9

Control Environment

<-> Information & Communication

Monitoring Activities



Signatory of:

Oversight, Komisaris, Direksi, Tujuan, Kerangka, o Principles for
] PRl Responsible
dan 3LoD MOdEI EEN Investment

. g | Sets Organization’s

Contvol Srvivemment 1ﬂ Framework

used to manage
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to accomplish
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structure to
execute nisk
and control
duties
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Responsible
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3 LoD Model Governing Body / Board / Audit Committee

Senior Management

t t t

1st Line of Defense 2nd Line of Defense 3rd Line of Defense

Management eial Risk Management Internal
Controls L : Audit
Measures

- Internal Audit
Operating Management e Greater Independence

Jipne |eulsix3
loje|ngay

Reports Primarily to Management Reports to Governing Body

Own & Manage Risks Monitor Risk & Controls Independent Assurance
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Tanggungjawab Komisaris dan Direksi terhadap
Lingkungan Pengendalian

Governing Body / Board / Audit Committee

Senior Management
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COSO & The First Line of Defense B
N PR
EEE |

6. Specifies suitable objectives ___lstLineof Defense

1. |dentifies and analyzes risk
B. Assesses fraud risk
9. Identifies and ana ignificant chan
Iyzes sig ol Management Internal Control
Control Activities Controle Bawns
10. Selects and develops control activities

11. Selects and develops general controls
over IT

12 Deploys through policies and procedures

Principles for
Responsible
Investment

Manajemen Operational

Iinformation & Communication

13. Uses relevant information
14. Communicates internally
15. Communicates externally

Memiliki dan Mengelola

i B Risiko dan Pengendalian

16. Conducts ongoing and/or separate (Risks & Control Owners)
evaluations

17. Evaluates and communicates deficiencies
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Figure 5. COSO and the 2nd Line of Defense

» Ongoing Monitoring .

& a4

Control Environment

Monitoring Activities

16. Conducts ongoing and/or separate

17. Evaluates and communicates deficiencies )

Compliance

Memonitor Risiko dan Pengendalian
untuk mendukung manajemen



Figure 6. COSO and the 3rd Line of Defense Signatory of.

___ Assessment of Design O
and Implementation - = =
Control Environment COSO dan

g Chical valueg et to Intagrity Third Line of

2. Exercise oversight responsibility Defe nse
3. Establishes structure, authority and
responsibility
4. Demonstrates commitment to competence
5. Enforces accountability ASSUrance on

Effectiveness

Principles for
Responsible
Investment

6. Specifies suitable objectives

7. Identifies and analyzes risk

8. Assesses fraud risk

9. Identifies and analyzes significant change

Information & Communication

10. Selects and develops control activities

11. Selects and develops general controls Monitoring Activities
over IT

12. Deploys through policies and procedures

information & Communication

13. Uses relevant information

S Memberikan independent assurance atas
14. Communicates internally .. . ..
15. Communicates extemnally efektivitas Governance, Manajemen Risiko,

dan Pengendalian

16. Conducts ongoing and/or separate

evaluations
17. Evaluates and communicates deficiencies
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Review 2019 - 3LoD model

Tidak dinamis, Fokus pada defense,
sebagaimana mengabaikan value
kompleksitas creation,

organisasi modern preservation

Statis, tidak
mencerminkan
realitas saat ini

Limit the roles of
Silo — blurring of the internal auditor
MES (trusted advisor,
strategic partners)
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— — — —




. . Signatory of:
Enabler of organizational success and »
]
2:PRI

value creation
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Governing Body

Leadership &
Oversight

Objective S—_— Executive

assurance 8y Management
: Execution

and advice

Internal Audit

Support, guidance,
and control

Risk, quality, control, and compliance functions
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Regular communication
Strategy aligned
Common understanding
Common vocabulary
Common rating/measures

Leverage data/technology

Blurring the lines (w/ safeguard)




GRC - Disruption challenges

Demand for
increased

performance

Change in value
creation &
valuation

Strategic risk -
game changers

Demand for
increased visibility

Increasing the
pace of changes

Connected -
disintermediation
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Growing,
conflicting,
overlapping
regulations

Finding the 'true
north' - turbulence
forces

Digitalization, Al,
big data, robotics,
loT



Respons kita terhadap tantangan ini =» membuat
berbagai program dan fungsi, tetapi fragmented dan
silo:

Objectives yang counter productive

Strategi yang suboptimal

Kinerja tidak optimal

Lack of information quality

Flows informasi yang tidak memadai

Wrong decisions: ineffective actions and controls

Tend to add more actions and controls

Fail to grasp opportunities

Lack of foundation of a well-run business

CURRENT STATE

ORGANIZATIONAL
& FUNCTIONAL
SILOS

f

1

T

F

PG

SLIPPING THROUGH
THE CRACKS

Signatory of:

| Principles for
] Responsible
L] ] Investment
LACK OF EFFECTIVE
OVERSIGHT
\.!/
e 4
N —
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Solusinya adalah membuat pendekatan yang

memastikan bahwa:

* theright people get the right information at the
right times;

* theright objectives are established;

* and that the right actions and controls are put in
place to address uncertainty and act with integrity.

* Mengurangi biaya

* Mengurangi duplikasi kegiatan

* Mengurangi dampak terhadap operasi

* Mendapatkan information quality yang lebih baik

* Mampu mengumpulkan informasi secara cepat dan
efisien

*  Memiliki kkmampuan untuk mengulangi proses secara
konsisten dengan lebih cepat

FUTURE STATE

ETHICS
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EFFECTIVE OVERSIGHT
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INTEGRATED NTEG
REPORTING : BT
& ANALYTICS

INTEGRATED

COMMON METHODS ~ COMMON VOCABULARY

©2012 OCEG, Permission by OCEG is required for reproduction and/or use of material
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PRINCIPLED
PERFORMANCE

Principled Performance

o L

reliable 'achievemenqt of objectives
while ’addressin%uncertainty

and ‘acting with integrity
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| MANDATORY BOUNDARY e S
I T boundary established by external forces | O TTTEEeea - '
including laws, government regulationand | TEeal

other mandates.

OPPORTUNITIES
OBIJECTIVES

strategic, operational,
customer, process,
compliance objectives

BUSINESS MODEL

strategy, people, process, technology and
infrastructure in place to drive toward objec

OBSTACLES

OPPORTUNITIES

-
-=-"
-

VOLUNTARY BOUNDARY

boundary defined by management including
organizational values, contractual obligations,
voluntary policies and other promises.




Pathway to Principled Performance

A

‘What are cur mision,
wdon and vdueg?

VIR Luasiness model & raquired
l

while addressing usceranty aad
acing with integriy?

| Here i eur business model
and openting glan to
achieve hese objaciees

VOLUNTARY BOUNCARIES are
defieed by managemest and
in I.dr'.-.z\m oniractusl

obligations ard other promises

6w drive Lowerd
Ob{eCines, e MLl

sty within boundares.
[

v

Pathway

By orchestrating integrated

governance, audit and management
systems, an organization can reliably
achieve objectives, while addressing
uncertainty and acting with integrity.

Systems

Core gavernance, audit and
management systems are the
backbene of an erganization
They leverage common
capabilities for multiple purposes

Capabilities

Think of capabilities as *tools" to
use for many different purposes
Develop capabilities that can be
leveraged by all of your
gavernance, management and
audit systems. This way, when you
improve the capability, all
systems benefit

- /{ MANDATORY BOUNDWRIES |
e defined by edemy

feces indudieg
and raguidizn

Ard a3dress uncerany.
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Governance

LEVERAGE
COMMON CAPABILITIES

LEARN

Learn about the organizational
context, culture and key

stakeholders to inform cbjectives,

strategy and actions.

ALIGN

Align strategy with objectives, and
actions with strategy, by using an

effective decision-making approach
that addresses values, oppertunities,

threats, and requirements.

Contact Info@oceg.org for comments, repants or koenung requests ©2014-2015 OCEG for addnonal GRC Iustrations and resources Vst WwWw.oceg.orgiresources

Compliance

LEVERAGE
COMMON CAPABILITIES

PERFORM

Perform actions that promote and
reward things that are desirable,
prevent and remediate things that are
undesirable, and detect when
something happens as soon as
possible.

LEVERAGE
COMMON CAPABILITIES

REVIEW

- &

Review the design and operating
effectiveness of the strategy and
actions, as well as the ongoing
appropriateness of objectives to
improve the arganization

Now il w2 are usieg cur
reseurces more effeciely,
WE're Mofe cempetiie and
OUF OUECOMES are bedter

~rinciples for
Responsible
nvestment



GRC CAPABILITY
MODEL ELEMENT VIEW

L1 External Context
L2 Internal Context
L3 Culture

L4 Stakeholders

R1 Monitoring A1 Direction

R2 Assurance A2 Objectives

R3 Improvement A3 Identification
A4 Assessment
AS Design

“1 Controls

72 Policies

72 Communication

74 Education

rinciples for
‘'esponsible
westment
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What defines a modern business? ERIC RIES

THE

KEY AREA OF FOCUS UNTIL NOW NEW AREAS OF FOCUS STARTUP

Steady growth,
Structure & controls

Big initiatives that take time

Lots of multi-tasking

Managers and “subordinates”

o Compete with barriers to entry ‘

Source: adapted from The Start-up Way website: http://thestartupway.com
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Figure 5.1: Risk Management Components

ENTERPRISE RISK MANAGEMENT

MISSION, VISION STRATEGY BUSINESS IMPLEMENTATION ENHANCED

& CORE VALUES DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE
FORMULATION

] Governance Strategy & Performance Review Information,
o & Culture Objective-Setting & Revision Communication,

& Reporting

1. Exercises Board Risk 6. Analyzes Business 10. Identifies Risk 15. Assesses Substantial 18. Leverages Information
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Lingkungan bisnis, disrupsi, dan risiko baru berkembang sangat

cepat, dari berbagai sumber

s Respon kita terhadap perubahan lingkungan tidak memadai

e Reaktif, Silo, dan terfragmentasi

e Merespon dengan menambah pengendalian

e Strategy dan objective yang tidak tepat

e Kualitas dan flows informasi yang tidak baik

e Tidak memberi fondasi untuk mengelola business yang well run

Revisi 3LoD, GRC, dan COSO ERM memberikan kerangka untuk

mengatasi kelemahan fundamental tersebut

e Integration, communication, culture, & technology,

e Establish process before technology

e Beware of building another silo

e Seek out overlaps and build efficiencies

e Create a common language and vocabularies: skeleton, calibration

* |[ntegration means optimal allocation of resources and achieving objectives
confidently
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Agile - audit at the GRC

speed of risks (enterprise wide view
of risks)

Auditing Strategy Auditing Culture

ESG
Cybersecurity Artificial Intelligent (Climate and Data Analytics
Sustainability)

Managing

Talent management : .
g Millennials
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