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#METOO
The movement is shining 
a spotlight on harassment 
in the workplace, forcing 

organizations to recognize 
the risk and more thoroughly 

address the issue.



TeamMate+
Internal Audit Management

Visibility Consistency Efficiency

Learn more at TeamMateSolutions.com/Plus
Copyright © 2018 Wolters Kluwer Financial Services, Inc. 10285

Every second of every day our customers 
around the world face decisive moments that 
impact the lives of millions of people and 
shape society for the future. In these crucial 
moments we put sound knowledge, deep 
expertise, and usable insight into their hands 
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deep impact when it matters most.
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Improving Your Professional Brand 
In today’s internal audit environment, it’s all about adding value, and to add value, you 

must possess knowledge. Learn why Chief Audit Executive Raoul Ménès obtained his 

Certified Internal Auditor® (CIA®), and why he expects his team to be certified as well.

About the CIA 
As the only globally recognized certification for internal auditors and The IIA’s flagship credential for more than 40 years, the 
CIA sets the standard for excellence in the internal audit profession.

 
What prompted you to become certified?

I pursued certification because I wanted to deepen 
the knowledge, tools, and techniques necessary to be 
successful in my day-to-day responsibilities. I was also 
aware of its power to demonstrate skill, knowledge, 
proficiency, dedication, and discipline. It validates what I 
“bring to the table.”

How does being IIA-certified set you apart from 
your non-certified peers?
For an employer, at least on paper, I think it reassures 
them by validating my qualifications, skillset, and 
knowledge. It speaks on my behalf. As any recruiter will 
tell you, if two candidates have similar experience and 
backgrounds, their preference will always lean towards the 
certified candidate. As a CAE, I have recently drafted job 
descriptions for our newly created internal audit activity 
(based on The IIA’s Global Internal Audit Competency 
Framework) and certification is expected. For team 
members who are not yet certified, they have one year 
from their hire date to show progress towards certification.

How has your IIA certification helped 
your career? 

It has provided additional credibility and demonstrated 
my knowledge in the field of internal auditing. It has 
also pushed me to deepen my skills and obtain new 
knowledge due to its continuing professional education 
requirements. This seems to beg the question: why not 
pursue certification?

Has earning an IIA certification enhanced 
your skill level? 

Absolutely! The CIA preparation material was not only 
current and pertinent, it also allowed me to sharpen 
my “new found” skills and refresh my knowledge of 
some concepts learned a long time ago! Once certified, 
I became a stronger, more confident professional that 
could add more value as one of my organization’s trusted 
and credible audit professionals.

What advice do you have for others who are 
considering obtaining an IIA certification?

Set an exam date to hold yourself accountable and tell 
friends and family you are sitting for the exam so that 
they can motivate and encourage you. Prepare a study 
calendar that establishes clear deadlines for the various 
sub-sections, but still allows for the 3Fs: friends, family, 
and fun! Finally, don’t hesitate to reach out to colleagues 
for assistance.

Raoul Ménès, CIA
Chief Audit Executive, AV Homes, Inc.
Scottsdale, Arizona, USA
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leaders featured in this publication.
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34 Find Your Voice KAREN BRADY, 2018–2019 
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value to ensure their ongoing relevance in a 
rapidly changing world. 

41 Leading Toward Improvement Audit 
managers can point the way to enhanced,  
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cost-effective professional development for the 
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requires practitioners to delve deep into the 
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Health-care Fraud Is No 
Accident Insurers, providers, 
and regulators all have much 
at stake in fighting false medi-
cal billing claims. 

Audit Objectivity Watch 
seasoned audit director Scott 
Page review a hypothetical  
scenario and determine 
whether actions taken violate 
The IIA’s Code of Ethics. 

Audits From Afar Remote 
audits can leverage technol-
ogy advances to streamline 
walkthroughs and free up 
audit resources.

A Boost for Cyber Resil-
ience NIST updates its 
cybersecurity framework as 
organizations report mixed 
results in stopping threats.
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INSIGHTS

56 Governance Perspectives 
Model governance provides 
oversight to minimize risk.

59 The Mind of Jacka Trust 
comes from actions, not words.

60 Eye on Business Internal 
audit needs to keep pace with 
the changes transforming  
business. 

64 In My Opinion Are you  
and your client speaking the 
same language?

7 Editor’s Note

8 Reader Forum

63 Calendar 

PRACTICES

10 Update Companies face 
economic and political risks 
head-on; poor culture costs 
businesses; and fewer organi-
zations report fraud. 

14 Back to Basics CAEs 
need to determine the best 
structure for internal audit. 

16 ITAudit Audit must col-
laborate with information 
security on cybersecurity.

18 Fraud Findings A 
CFO goes to jail following 
a $1 million check scam.

JUNE   2018   VOLUME LXXV: III

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=http%3A%2F%2FInternalAuditor.org
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=http%3A%2F%2FISTOCK.COM
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=http%3A%2F%2FISTOCK.COM
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=http%3A%2F%2FSHUTTERSTOCK.COM
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fwww.facebook.com%2FTheInstituteofInternalAuditors%2F
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Ftwitter.com%2FTheIIA
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fitunes.apple.com%2Fus%2Fapp%2Finternal-auditor-magazine%2Fid484211355%3Fmt%3D8%26ign-mpt%3Duo%253D4
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fiaonline.theiia.org%2F2018%2FPages%2FAudits-From-Afar.aspx
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fiaonline.theiia.org%2F2018%2FPages%2FA-Boost-for-Cyber-Resilience.aspx
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fiaonline.theiia.org%2F2018%2FPages%2FA-Boost-for-Cyber-Resilience.aspx
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fiaonline.theiia.org%2F2018%2FPages%2FHealth-care-Fraud-Is-No-Accident.aspx
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fiaonline.theiia.org%2F2018%2FPages%2FHealth-care-Fraud-Is-No-Accident.aspx
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=5&exitLink=https%3A%2F%2Fiaonline.theiia.org%2FPages%2Fvideo.aspx%3Fv%3D5iODRyZTE6myKk8D6DM9bwafS3jOChMk


  No Gimmicks

  No Metaphors

  No Ridiculous Claims

  No Clichés

Trusted by Companies, Governments and Individuals Worldwide.

Find out more at www.mkinsight.com

Just Brilliant Software.

Audit Management Software 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=6&exitLink=http%3A%2F%2Fwww.mkinsight.com


Editor’s Note

JUNE 2018 7INTERNAL AUDITOR

@AMillage on Twitter

WHERE HAVE ALL 
OUR HEROES GONE? 

My day ended yesterday with the news that Bill Cosby was found guilty in 
his sexual assault retrial. Not surprising, but discouraging, as I grew up 
watching America’s dad, Cliff Huxtable. I woke up this morning to the 
news that yet another iconic television news anchor has been accused 

of sexual harassment. I used to watch Tom Brokaw every night and have always 
admired him. 

Many of my beliefs from adolescence have been shattered lately, probably 
because I was taught to respect those in authority. But perhaps the biggest blow 
to my beliefs was the recent accusations leveled at my alma mater, Michigan State 
University (MSU). This university has been a huge part of my life. I learned so 
much from the incredible professors in the School of Journalism. Beyond that, 
I have two nephews who currently attend the university and numerous family 
members who went there. My family cheers for MSU and considers its teams our 
teams, even though we’ve lived in Florida for nearly 20 years. I have an MSU flag 
flying outside my house. (You get the picture.)

The Larry Nassar story is beyond horrifying, and it breaks my heart that it 
happened at MSU. It would be bad enough if the story ended with Nassar, but 
it doesn’t. MSU’s former dean of the College of Osteopathic Medicine William 
Strampel reportedly failed to ensure restrictions were put on Nassar’s practice 
following a 2014 abuse complaint and now faces charges of sexual misconduct, 
himself. After this and more came to light, I had hope that MSU’s interim presi-
dent, John Engler, would enact the changes necessary to make MSU whole again. 
However, he’s now being criticized for his response to survivors and there are calls 
for him to step down. 

As this Editor’s Note was going into production, the Detroit Free Press 
reported that MSU had settled lawsuits with all 332 victims of Nassar’s assaults at 
a cost of nearly $500 million. Finally, some good news. The Free Press published a 
statement from the MSU Board: “We recognize the need for change on our cam-
pus and in our community around sexual assault awareness and prevention.” 

It’s satisfying to see the women who have suffered sexual assault and harass-
ment finally coming forward and getting restitution. The #MeToo movement (read 
“Into the Light,” page 20) is forcing organizations, and internal audit, to take a 
closer look at sexual abuse and misconduct and how it is investigated and addressed. 

Where have all our heroes gone? They’re still here. They are the women who 
are stepping forward and fighting back. And, they are the men and women in our 
organizations who are listening and addressing these issues.
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hides the important parts of your written 
message. Keep it short, simple, and to the 
point, or risk being ignored.

FREDRICK W. LEE comments on Anne 
Millage’s “Words Matter” (“Editor’s Note,” 
April 2018).

Worker Safety
Only after reading Tom O’Reilly’s article 
did it dawn on me that companies/
agencies should evaluate, as he put it, 
“enterprise risks to worker safety and well-
being.” Especially working for an agency 
whose primary mission is to serve and 
protect, I firmly believe that the internal 
audit function should look at ways to 
reduce risks for the sake of the very lives of 
the officers who are often in harm’s way.

JAMES KIM comments on Tom O’Reilly’s 
“Protecting Employees” (“Risk Watch,”  
April 2018).

The Future of Internal Auditing
We need to expand our recruiting 
beyond the traditional accounting and 
finance professionals. If you are recruiting 
at universities for interns or entry level 
auditors, there are many other business 
and IT-related majors that would also 
add value such as international business, 

data analytics, business information 
systems, and supply chain management. 
Depending on your industry, there are 
many more that can bring a different, but 
important, perspective to the department. 

FRANK HOLLOMAN comments on the 
Chambers on the Profession blog post, “What 
Will Internal Audit’s Future Leaders Look 
Like?” (InternalAuditor.org).

Capacity for Creativity
I don’t think it’s too late, nor do I believe 
internal audit lacks creativity. Some indi-
viduals surely do, but as people, we have 
a full spectrum of ability and capacity for 
creativity and innovation. The distribu-
tion curve is probably shaped like a bell. 
One of the things I love about auditing is 
the need to continuously research, learn, 
and share — whether it’s about fraud 
schemes, new analytics techniques, new 
processes our organizations are imple-
menting, new technologies ... we cannot 
provide the assurance we need if we don’t 
understand the threats and opportunities 
to the business. We learn or perish.

RICK FOWLER comments on the From the 
Mind of Jacka blog post, “It May Be Too Late 
for Innovation” (InternalAuditor.org).

To the Point
I agree that internal audit reports 
should be sharp enough to pinpoint the 
actual problem with root causes. Our 
risk-based audit reports take note of the 
above and give all the findings on one 
sheet in an executive summary.

RAVI PRAKASH comments on Norman 
Marks’ “Information Distillation” (April 2018).

 
The Written Message
Anne Millage provides great points for 
auditors to use in written communication 
to stakeholders. It amazes me how audi-
tors forget that their audience is someone 
not familiar with their work. In my expe-
rience, auditors sound like they are writing 
to a college professor or act like an elitist 
with fancy words. However, this mentality 

WE WANT TO HEAR FROM YOU! Let us know what you think of this issue.
Reach us via email at editor@theiia.org. Letters may be edited for clarity and length.
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Culture’s impact on performance… Fraud isn’t reported to the police…  
Setting the tone against harassment… Engaging auditors in transformation.

DOING THE  
RIGHT THING
Last year, nearly 70 percent 
of employees who observed 
misconduct in the workplace 
reported it.

Misuse of  
confidential information

Bribes or 
kickbacks

Failed  
specifications

Sexual  
harassment70%

73%

76%

79%

Source: Ethics & Compliance 
Initiative, 2018 Global Business 
Ethics Survey

Corporate concern 
drops for economic 
and political surprises. 

FACING RISK 
HEAD-ON

Companies are adapting to new eco-
nomic realities and appear more 
comfortable with uncertainty, 
according to the 2018 Global Busi-

ness & Spending Outlook. The survey, 
conducted by American Express and Institu-
tional Investor Thought Leadership Studio, 
finds that companies have substituted a 
fear-based, reactionary response to risk with 
“a more tempered managerial approach.” 
The proportion of respondents who agree 
that widely unanticipated events are a rap-
idly growing concern at their companies 
dropped from more than 90 percent in 
2017 to 64 percent this year.

Increasingly, companies are facing risks 
from economic and political uncertainty 
head-on. Far fewer (59 percent) of the 870 
financial executives surveyed say they antici-
pate withdrawing business from high-risk geo-
graphic areas. In 2017, 87 percent said they 
planned to move business from such regions. 

Rather than retreating from risk, almost 
70 percent of companies indicate growing 
interest in expanding enterprise risk manage-
ment programs, compared to 43 percent 
in 2017. More than half express interest in 
asset-protection initiatives. 

“For large and global companies, uncer-
tainty has become the new normal,” says 

Theft74%
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Brendan Walsh, executive vice president, 
American Express Global Commercial 
Services. “As they pursue sustained gradual 
growth, the leaders of these fi rms are taking a 
back-to-basics approach and focusing on the 
fundamentals — better serving customers, 
developing new products, entering new mar-
kets, and prioritizing business transformation 
and innovation.” 

Although anxiety over economic, pol-
itical, and environmental disruption has 
diminished, organizations remain vigilant, 

and their spending plans indicate greater 
risk mitigation, according to the survey. This 
year, uncertainty over economic and politi-
cal issues is affecting organizations’ spending 
almost equally inside and outside the respon-
dents’ countries. 

In 2017, economic and political uncer-
tainty outside respondents’ countries was 
twice as likely (nearly 75 percent) as domes-
tic ambiguity (36 percent) to prompt greater 
caution over spending and investment. 
— D. SALIERNO

FAILURE TO 
PROSECUTE

More organizations 
don’t report fraud 
incidents to authorities.

Organizations con-
tinue to suffer losses 
from occupational 
fraud, but fewer are 

reporting it to law enforce-
ment, according to the 2018 
Report to the Nations on 
Occupational Fraud and 
Abuse. The biennial report 
from the Association of 
Certifi ed Fraud Examin-
ers (ACFE) notes that the 
median loss from a fraud 

incident investigated by cer-
tifi ed fraud examiners in the 
past two years is $130,000. 
Twenty-two percent of losses 
exceeded $1 million.

THE HIGH COST OF POOR CULTURE

Poor company culture costs U.K. 
businesses $32 billion (£23.6 billion) 
per year, according to The Culture 
Economy, a report from U.K.-

based human resources software company 
breatheHR. Moreover, dissatisfaction with 
workplace culture leads one-third of sur-
veyed British employees to quit their jobs.

Despite this, 60 percent of small and 
medium-sized enterprise (SMEs) leaders 

Bad workplace culture is 
affecting business performance. 

surveyed consider company culture as a 
“nice to have.” Culture has a clear impact 
not just on business success, but on the 
economy and our society,” says breatheHR 
CEO Jonathan Richards. 

One area affecting workplace culture: 
employee distrust in senior management. 
This is because employees don’t feel sup-
ported by management (59 percent), 
don’t think management knows what it is 
doing (53 percent), and say management 
is not transparent (45 percent).  
— S. STEFFEE

Yet, organizations 
reported just 58 percent of 
cases to law enforcement dur-
ing this period, continuing a 
decline since the 2008 report 
when the rate was 69 percent. 
Organizations cite fear of bad 
publicity (38 percent), inter-
nal discipline being suffi cient 

70%
 

OF ENERGY SECTOR
IT SECURITY 

PROFESSIONALS 
are concerned that a suc-
cessful cyberattack at an 

oil and gas company could 
result in catastrophic failure.

56%
AT COMPANIES THAT 
HAVEN’T INVESTED 

IN INDUSTRIAL 
CONTROL SYSTEMS 

SECURITY 
say it would take a signifi cant 
attack to get their company 

to do so.

“It’s concerning that more 
than half would wait for an 

attack to happen before 
investing properly, given 

what’s at stake with critical 
infrastructure,” says Tim 
Erlin, vice president of 

product management and 
strategy at Tripwire.

Source: Tripwire and Dimensional 
Research, ICS Security in the Energy 
Industry
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Technology specialists 
need to engage with 
transformation projects.

DIGITIZATION  
CHALLENGES IT 
AUDITORS 

SET A GOOD EXAMPLE
When it comes to harassment, employees are watching, says  
Wendy Sellers, chief operating officer of business consulting firm 
BlackRain Partners.

How can organizations demonstrate to their employ-
ees that sexual harassment is a top priority? Harass-
ment is a form of discrimination. Educating your entire team 
on how to be inclusive is vital. The company’s written policy 
should clearly outline how and to whom an employee can 
report harassment. It should be clear that the company is 
willing to end relationships with vendors, contractors, and 
customers who commit harassment against its employees. 
Finally, all supervisors should be trained yearly on inclusivity, 
harassment, and discrimination. It is fundamental that execu-
tive leadership is engaged in this training. Employees are 

watching and will follow by example.
When faced with a sexual harassment accusation, an investigation must be started within 

one business day of the report. Have a professional, respectful investigation plan — and pos-
sibly a media plan — ready to go. Remember to stick to the facts while using empathy. Be 
transparent to those involved while remaining confidential. Termination is the only solution for 
severe harassers or supervisors who are guilty of harassment. 

IT audit specialists must step up their games 
to deal with the new risks posed by trans-
formation efforts, according to the latest IT 
Audit Benchmarking Survey from ISACA 

and Protiviti. IT auditors need to collaborate 
more with IT and other business functions 
and engage more in technology projects, the 
report states. Indeed, technology specialists 
should be involved throughout the project 
life cycle “to ensure policies and processes are 
put in place to mitigate risk,” says ISACA 
Chairman Theresa Grafenstine.

Cybersecurity and privacy are the top 
concerns of the more than 1,300 chief audit 

executives, internal auditors, and IT audit 
vice presidents and directors who responded. 
Those concerns are shaping audit plans, as 
well, as organizations seek to protect data 
from new threats and address regulations 
such as the European Union’s General Data 
Protection Regulation. 

Digitization creates new opportunities 
to mine data for business insights, but “it 
also adds significant risk and therefore data 
protection needs to be prioritized,” says 
Andrew Struthers-Kennedy, global leader 
of Protiviti’s IT Audit practice.  
— T. MCCOLLUM

(33 percent), and cost  
(24 percent) as reasons for 
not reporting incidents to  
law enforcement. 

Opting not to pros-
ecute cases can have negative 
consequences, says John 
Warren, vice president and 
general counsel for Austin, 
Texas-based ACFE. “This 
enables [fraudsters] in many 
cases to move on to other 
employers and repeat their 
crimes,” he explains.

Small businesses have 
it worse than large organiza-
tions, with median losses of 
$200,000, the report says. 
Small organizations face diff-
erent risks than large counter-
parts — billing (29 percent), 
check and payment tamper-
ing (22 percent), expense 
reimbursement (21 percent), 
and skimming (20 percent). 
Moreover, they have fewer 
anti-fraud controls.

Conversely, large organi-
zations have “a greater ability 
to separate duties among staff 
members to prevent fraud,” 
the study notes. Size has a 
downside, though. “The large 
staff size can also mean more 
potentially dishonest employ-
ees who might attempt 
schemes and more complex 
processes and transactions, 
which can increase the risk of 
fraud,” the report points out.

As with past studies, 
tips are the most common 
fraud detection method  
(40 percent), followed by 
internal audit (15 percent) 
and management reviews 
(13 percent). Having a 
hotline greatly increases the 
percentage of cases detected 
by tips. — T. MCCOLLUM PH
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CAEs should weigh 
the advantages and 
disadvantages of 
each structure when 
considering the best 
organizational fit.

CENTRALIZED VS. DECENTRALIZED 
AUDIT FUNCTIONS

Internal audit departments 
typically are structured 
as centralized or decen-
tralized. Department 

structure plays an influential 
role within the department, 
as well as in the business 
operations that are audited. 
Therefore, it is crucial for 
internal audit management 
to evaluate which structure 
is the best fit for its team and 
the business. 

Per The IIA’s Interna-
tional Professional Practices 
Framework, an organiza-
tion’s internal audit activity 
is required to be in confor-
mance with the Standards. 
However, the Standards 
do not specifically address 
departmental structure, so 
the chief audit executive 
(CAE) can determine how 
the internal audit activity 
is set up by examining the 
advantages and disadvan-
tages of both centralized  
and decentralized. 

Centralized Structure
In a centralized audit 
department, management 

and staff work in the same 
location and either travel 
to other office locations 
or work remotely to con-
duct audits. The central-
ized structure offers many 
advantages. First, internal 
audit leadership works in 
the same office. Members 
of management — ranging 
from supervising seniors 
to the CAE — not only 
meet in-person, but, more 
importantly, demonstrate a 
consistent “tone at the top.” 
Also, with the entire team in 
the same location, any team 
member has access to man-
agement, which can encour-
age informal, in-person 
coaching and mentorship.

Having the team 
together also promotes consis-
tency in training, both at the 
entry level and experienced 
practitioner level. Internal 
audit policies and procedures, 
such as workpaper expecta-
tions, can be communicated 
and compliance monitored 
with greater uniformity. As 
it relates to uniformity, a 
centralized department can 

promote more equal oppor-
tunities, such as audit project 
assignment. In addition, 
when all staff work out of the 
same office, more collabora-
tion among team members 
can occur.

There also are disad-
vantages with a centralized 
departmental structure, such 
as the inevitable travel com-
ponent to the job — espe-
cially at the staff and senior 
staff levels. For some, the 
opportunity to travel the 
world may be appealing; 
however, because the time 
spent on the road can be 
extensive, it may be difficult 
to attract and retain top tal-
ent. Although conducting 
audits remotely can decrease 
the travel commitment, there 
are some audits that still 
require on-site walkthroughs; 
detailed test work; and 
meetings that cannot be per-
formed via email, phone, or 
teleconference. On-site audit 
fieldwork activities are valu-
able, as there is much to gain 
when working with the audit 
client in person. This can be 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=14&exitLink=mailto%3Ajamesroth%40audittrends.com
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It is critical to assess how internal audit’s 
structure aligns with the organization.

TO COMMENT on this article,  
EMAIL the author at christine.hayes@theiia.org

a benefit not only in the current audit, but through observa-
tion and informal meetings, candid conversation about the 
site’s operations can highlight what’s really going on. Addi-
tionally, there is value gained when internal audit is geograph-
ically closer to the operations it audits, as continual dialogue 
about regional policies and practices can assist internal audit 
during its risk assessment and audit planning processes. 

Decentralized Structure
A decentralized department assigns internal audit teams in 
more than one location, and each team is responsible for 
auditing that office’s (or region’s) operations. The decentral-
ized internal audit department also offers many advantages. 
First, when audits are performed at a more local level, there 
is increased opportunity for internal audit staff members and 
management to collaborate throughout the actual audits. 
Internal audit managers can coach employees and provide 
advice in a variety of areas, such as walkthrough and inter-
view techniques and workpaper and documentation execu-
tion. Unlike the centralized structure, where managers might 
supervise the team remotely, staff members benefit from the 
in-person guidance when managers are available on-site. 

Additionally, with a decentralized model, audit staff 
members and management are close to the business operations 
under review, which can help forge relationships that result 
in candid dialogue about risk and controls. This can prompt 

requests for consulting engagements and advisory reviews, 
which benefit both internal audit and management.

There also can be some drawbacks to using a decentral-
ized model. First, staff members (and management) may 
develop expertise limited to the office and region where they 
work. For example, auditors can gain expertise about part 
of a process that occurs in their location, such as product 
design, but miss other process components, such as manu-
facturing, that help complete the full picture of the process. 
Specialization also can limit skill development. 

Another downside to a decentralized department is that 
each auditor typically performs multiple audits at the same 
time. Unlike a centralized model, which often can incorporate 
travel (and therefore, each auditor is assigned one project at 
a time), a decentralized model assigns multiple audit projects 
to each auditor, which can cause scheduling problems and 
demand careful attention to balancing priorities and deadlines.

Organizational Impact
Once internal audit leaders weigh the structure’s impact on 
the department, itself, it is critical to assess how the structure 
aligns with the organization. Two perspectives that can be 
used to evaluate organizational impact are company culture 
and structural alignment.

Company culture is the organization’s overall environ-
ment and atmosphere. It comprises the stated policies and 
procedures, as well as the values and norms, both of which 
permeate interactions, communications, and expectations. 
Every culture is different, as each organization has its own 
history and experiences that uniquely shape how the orga-
nization makes decisions. Internal audit leaders, therefore, 
need to determine how the selected department structure will 
complement the company culture. For instance, if the over-
all culture encourages manager/employee collaboration as a 
method to effectively support and train emerging talent, then 
a decentralized audit department may be a good fit. Such a 
structure enables managers to be on-site during audits and 
provide in-person feedback and coaching. However, a differ-
ent company may encourage a talent development model that 
promotes professionals as generalists (as opposed to special-
ists), and therefore, a centralized audit department, which 
permits a wider range of audit project opportunities, may be 
a better choice to achieve congruence with the overall culture.

The manner in which other departments are structured 
within the organization influences the 
audit department’s structure. Does the 
organization have satellite locations? If 
so, what departments reside in those 
offices? If there are minimal resources 
in other offices, then a centralized audit 
department structure may be a best fit. 

However, if the organization is experiencing rapid growth 
in a certain region, an internal audit leader may consider a 
decentralized structure; by placing dedicated resources in that 
region, internal audit can partner with local management 
and collaborate on evaluating key risks and controls.

Thoughts for the Future
The determination of an internal audit department struc-
ture that supports both the audit team and the organization 
is an important decision made by the CAE and internal 
audit management. Like many other management deci-
sions, it is worthwhile to evaluate the structure’s continued 
relevance and applicability periodically, as organizations 
change — sometimes extensively — over time. 

 
CHRISTINE HOGAN HAYES is a senior internal audit specialist 
at Plymouth Rock Management Co. of New Jersey in Red Bank.
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Now more than ever, 
internal auditors 
and information 
security officers need 
to collaborate on 
cybersecurity.  

PARTNERS IN PROTECTION

Despite organizations 
increasing cyberse-
curity spending by 
23 percent last year, 

successful security breaches 
rose 27 percent compared 
to 2016, according to the 
2017 Cost of Cyber Crime 
Study. The joint study by 
Accenture and the Ponemon 
Institute is based on inter-
views with more than 2,100 
cybersecurity and IT pro-
fessionals worldwide. To 
find out what went wrong, 
researchers looked at the 
value organizations gained 
from nine areas of cyberse-
curity investments. What 
they discovered is that orga-
nizations are investing in the 
wrong areas when it comes 
to cybersecurity and risk. 

Take perimeter secu-
rity, for example. Advanced 
perimeter controls are the 
highest spending category, 
while being fifth in cost sav-
ings. Yet, focusing primar-
ily on perimeter security 
makes less sense when most 
companies can’t even define 
their perimeter in the age 

of the Internet of Things. 
Research firm Gartner pre-
dicts there will be 20 billion 
internet-connected devices 
by 2020, up from 6 billion 
devices in 2014. 

As the areas where 
attackers can target continue 
to expand, organizations 
need their cybersecurity and 
internal audit functions to 
partner to more effectively 
deploy resources against cyber 
threats. Cybersecurity teams 
and executive management 
can leverage internal audit’s 
insight into organizational 
risks to invest in areas that 
can provide the greatest pro-
tective and efficiency value 
to the business. To build this 
relationship, both internal 
audit and cybersecurity pro-
fessionals will need to change 
how they do business and 
collaborate to build cyberse-
curity and risk management 
strategies and inform execu-
tive management.

Hiding Flaws
Neither cybersecurity profes-
sionals nor internal auditors 

are wholly innocent when 
it comes to how they work 
together. Too often, cyber-
security teams are defensive 
when it comes to internal 
audit. They don’t want to 
look bad in front of their 
peers and management, so 
they try to conceal their flaws 
from auditors. At best, this 
produces a strained relation-
ship between internal audit 
and cybersecurity, and at 
worst, it exposes the business 
to vulnerabilities and threats. 

Executive management 
needs clear information 
about the risks so it can 
make the best decisions on 
where to spend resources to 
enable the business to operate 
securely. Internal auditors can 
help cybersecurity profession-
als provide this information 
by giving them a second pair 
of eyes to find security flaws 
before a malicious user might 
exploit them. In addition, a 
strong relationship with audi-
tors can provide the cyberse-
curity team a broad view of 
the organization and its risks. 
Otherwise, the cybersecurity 
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A successful collaboration requires 
communication and empathy.

team can lose sight of the organization’s overall risks as it con-
centrates to protect the business’ systems and assets. Finally, 
with its access to executive management and the board of 
directors, internal audit can communicate the severity of risks 
and their impact to the business when the cybersecurity team 
cannot get the appropriate visibility. 

Ignoring Cybersecurity Plans
Internal auditors share blame, too. Often, auditors are quick 
to make independent assessments outside of the cybersecurity 
team’s plans, which can lead to inappropriate prioritization of 
risks. Consider this example:

Bill performs an IT security audit of his business. 
While planning his audit, he researches the generally 
accepted frameworks, best practices, and the com-
pany’s IT security policies. Bill does not consider the 
cybersecurity team’s roadmap or plans, which show 
that the team’s No. 1 priority is to shore up the busi-
ness’ asset management program.

During the fieldwork, Bill finds that not all 
systems have the appropriate security agents installed 
on them. He reports his finding and a management 
action plan and date are set. Because the company 

takes internal audit seriously, that action plan takes 
priority over the cybersecurity team’s roadmap. 

The problem with this scenario is that if the cybersecurity 
team is forced to concentrate on agent deployment, it can’t 
shore up its asset management. That can lead to future issues 
with agent deployment because the business lacks a clear 
understanding of its hardware and software assets. Without a 
clear partnership between internal audit and cybersecurity, the 
business may overspend and under protect its assets.

Internal audit, itself, stands to benefit from partnering 
with the cybersecurity team. Cybersecurity professionals can 
become deep experts in their field and have access to the lat-
est research from security-focused professional associations. 
They can give auditors a better understanding of current and 
upcoming threats to the business and how they interplay 
with other business risks. 

Auditors also can benefit from learning how the tools and 
strategies the cybersecurity team has deployed work with each 
other to build defense in depth. Often, auditors may have a 
single understanding of how a certain set of controls should be 

implemented to protect an area of the business. For example, 
developer access to production historically has been considered 
a security issue that must be addressed, with clearly defined 
lines of segregation of duties needed. However, DevOps and 
continuous release change management are blurring the lines 
of traditional segregation of duties risks. Today, small, agile 
teams rapidly create, test, and auto-deploy application code. 
This would be impossible in traditional segregation-of-duties-
based development life cycles. Partnering with the cybersecu-
rity team will help auditors understand the risks this new way 
of working brings to the business.

Team Building
A successful collaboration between cybersecurity and internal 
audit requires two essential ingredients: communication and 
empathy. Communication should happen at least monthly, 
and the two functions should conduct a full agenda focused on 
risk management and cybersecurity threats and plans at least 
quarterly. The other meetings can be less formal with some 
emphasis on getting to know people to cultivate empathy.

Empathy is about walking in someone else’s shoes. There 
is no better way to do that than to actually do that person’s 
job. Cross-training employees can help an organization be 

successful. Because internal audit and 
cybersecurity have a common concern 
with risk management, they are a natu-
ral fit for job rotations between them. 

Another way to build empathy is 
to have internal audit and cybersecurity 
team members pair up to present train-

ing sessions at events such as in-house lunch and learns and 
local conferences. Finally, the two teams can partner to per-
form the organization’s cyber risk assessments.

A Symbiotic Relationship
Ultimately, the key byproduct of internal audit’s partnership 
with the cybersecurity team will be to give management and 
the board a clear understanding of the cyber risks and oppor-
tunities the business faces. That information can enable them 
to make the best decisions about which security tools to invest 
in and how and where to deploy those resources. This can’t 
happen without a symbiotic relationship between auditors 
and cybersecurity professionals. By gaining a deeper view into 
the organization’s security risks, internal audit can produce a 
global assessment of cyber risks and leverage its relationships 
with executive management and the audit committee to drive 
effective change to protect the organization.  

CLIFF DONATHAN, CISA, CISSP, CCSK, is senior director 
of Information Security at Experian Health in Franklin, Tenn.
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A routine internal 
audit uncovers a  
$1 million fraud 
carried out by the 
company’s former 
chief financial officer.

THE CFO CHECK SCAM

Assigned to what 
appeared to be 
a routine audit, 
internal audi-

tors Juan Morales and Jim 
Burton were sent to the 
Ottawa office of Smith 
Construction Inc. (SCI), 
an engineering and con-
struction subsidiary whose 
parent company, U.S. 
Constructors Inc. (USCI), 
was headquartered in New 
Jersey. SCI made most of 
its profits from manufactur-
ing boilers and associated 
products for electric power 
generation plants and oil 
and gas refineries. Generat-
ing approximately $200 
million in annual sales, SCI 
was in good standing with 
USCI. However, it began 
to struggle when senior 
management at USCI 
started implementing highly 
aggressive sales targets. 
Once sales numbers could 
not keep up with antici-
pated goals, SCI began to 
spiral toward disaster. 

SCI was faced with 
significant charges against 

earnings based on poor 
business decisions that led 
to several cutbacks and 
layoffs at the Canadian 
operations. Employees 
responsible for managing 
the vendor master file — a 
list of all the company’s 
suppliers — were laid off as 
a cost-cutting measure and 
the accounting department 
was reduced from seven to 
four people. The aggressive 
layoffs inevitably led to a 
potential lack of segregation 
of duties. A task or process 
previously performed and 
reviewed by several people 
became the responsibility 
of one individual. In many 
cases, the responsibility 
fell to the company’s chief 
financial officer (CFO), 
Paul Fournier. 

After a few more sig-
nificant charges against 
earnings, senior manage-
ment terminated Fournier 
and the business unit CEO. 
Per company policy, every 
time a high-level employee 
left the company, internal 
auditors were assigned to 

check the critical general 
ledger accounts, includ-
ing cash. Burton’s position 
was his first audit job after 
working in the accounting 
field for just under one year. 
Due to his lack of experi-
ence, Morales, his supervi-
sor, assigned him to look 
over the company’s liability 
accounts, which included 
accounts payable and accru-
als, as it was considered the 
most routine part of inter-
nal auditing.

Reviewing the details 
of the company’s liabilities 
requires a simple, step-
by-step process that even 
an inexperienced auditor 
could perform. By follow-
ing each step of standard 
internal audit procedures, 
Burton was able to uncover 
an enormous fluctuation 
in liabilities. He noticed 
that around $30,000 was 
being made payable every 
month to a law firm in 
Boston. He mentioned 
this to Morales and the 
two decided to look into it 
further. An engineering and 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=18&exitLink=mailto%3Abryant_richards%40yahoo.com
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LESSONS LEARNED
»» Segregation of duties is crucial for every company 

and is the easiest way to prevent fraud from occur-
ring. Even when faced with major cutbacks, it is 
important to make sure duties within the accounting 
department are performed and reviewed by different 
personnel. This internal control separates key pro-
cesses to make fraud more difficult to attempt.

»» Companies should always keep an updated vendor 
master file. The process of updating it should go 
through several employees to ensure accuracy and 
prevent fraudulent payments to fictitious vendors. 
Employees responsible for issuing payments should 
never be able to modify the vendor master file. 

»» Employing internal audit after a high-level employee 
leaves the company is a good practice and should be 
the case for all companies. A post-departure audit 
review helps companies catch fraud that may have 
otherwise gone completely undetected and prevent 
new hires from getting involved in the actions of the 
previous employee in their position. 

»» A strong and trusted audit program with clearly doc-
umented procedures can help even a rookie auditor 
discover fraud. Though this will not guarantee that 
a fraud will be detected, even if procedures are fol-
lowed with due care, internal auditors can be a deter-
rent for employees looking to commit fraud.  

construction company making regular payments in sig-
nificant amounts to a law firm outside of the country was 
suspicious. They discovered that the law firm specialized 
in international trade issues related to the North American 
Free Trade Agreement (NAFTA), but it had been several 
years since the company required legal expertise related to 
NAFTA issues. This fact prompted them to look into the 
situation even further. Morales contacted the law firm and 
asked to speak to the accounting manager, who revealed 
that SCI had not been an active client for four years and 
there was no record of the company in their accounts 

receivables records. Burton also found a check made out 
for $12,000 to the law firm that had not been cashed for 
two months, which created more suspicion. 

Because the review had occurred before any sort of 
electronic records existed, Burton and Morales had to 
retrieve physical canceled checks from boxes in the record 
storage area of the basement to see who had endorsed 
them. They found most checks were signed “for deposit 
only” and written by hand instead of stamped with the 
company’s name. After hours of going through boxes, they 
found a check endorsed with Fournier’s signature. When 
they pulled the vendor master file, they realized that check 
payments to the law firm were being sent to an address in 
Canada, not the U.S. 

After the layoffs, Fournier became the only one in charge 
of the vendor master file and was able to change data with no 
other type of review. This allowed Fournier to manipulate the 
information on the vendor master file on his own, without 
co-workers noticing. He changed the firm’s address to one in 
Canada so he would be able to cash the checks on his own 
behalf. He copied and pasted data from legitimate invoices 
from the law firm, presented them for payment, noted them 
in the accounting records, and filed them.

Realizing this case could require third-party expertise, 
Morales and Burton called the CAE and controller at USCI 

to recommend a forensic investigation. 
The forensic investigators recreated all 
of the accounting books to reveal what 
they should look like and exactly how 
much was missing. Ultimately, this 
effort revealed a total of $1.1 million in 
checks from the U.S. cashed in Canada 

over three years. Morales and Burton remained on site assist-
ing with procedures such as cash reconciliation and overhead 
analysis. Based on recommendations from USCI’s general 
counsel and outside counsel, Fournier was issued a Form 
1099 that recorded the $1.1 million he had stolen from the 
Canadian subsidiary and notified the U.S. Internal Revenue 
Service of his compensation received through the fraud. 
Fournier was eventually convicted of the fraud and sentenced 
to a U.S. federal prison for 18 months. 

JOHN NEY, CPA, is senior manager of compliance at 
L3Technologies in Rockwall, Texas.
JESSICA SMITH is an accounting major at Nichols College in 
Dudley, Mass.

Most checks were signed “for deposit 
only” and written by hand.

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=19&exitLink=mailto%3Ajohn.ney%40theiia.org
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SEXUAL HARASSMENT

hen the dust settles, disgraced movie mogul Harvey Wein-
stein may actually end up helping women in the workplace. 
More than 85 women have come forward with their stories 
of sexual harassment and sexual assault at the hands of Wein-
stein, including retaliation in the form of blacklisting them 
from acting jobs for rejecting his advances. 

The Weinstein scandal has become a social media fire-
storm that has propelled a movement — #MeToo — thou-
sands of tweets, Instagram posts, and press conference 
comments, raising the profile of sexual harassment on 
legislative agendas and in corporate boardrooms. Publicity 
around the topic is drawing attention to the risks harass-
ment represents and the processes companies implement to 
manage those risks — areas where internal auditors are key 
players in their organizations’ harassment prevention and 
mitigation efforts.

A SHIFT IN RESPONSE
Is the definition of sexual harassment changing? Betty 
McPhilimy, retired chief audit executive (CAE) at North-
western University in Evanston, Ill., says no. Rather, “clarity 
is setting in.” Personal workplace priorities haven’t changed, 
either, she adds: “Everyone wants to be treated with respect.” 

Brian Koegle, a partner in the employment and labor 
law department of the Los Angeles office of Poole & Shaffery 
LLP, agrees. “Legally speaking, the definition of harassment 
in the workplace has not changed,” he says. “It does evolve, 
but there have been no material changes to the definition or 

W

#MeToo is shining a light on the 
harassment women have faced 
in the workplace for decades and 
have been afraid to report. INTO  the light
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to how it’s interpreted under federal or 
state law for the better part of 15 years.” 

What’s recently changed is the 
mix. “From the late 1980s until about 
10 months ago, the most prevalent legal 
claims involved harassers creating hos-
tile work environments,” Koegle says. 
“But now the overt, obscene cases are 
coming up more frequently, which we 
hadn’t seen for years until the Weinstein 
scandal broke.” He attributes this to the 
empowerment movement the scandal 
has spawned, where “women are feeling 
strong enough to come forward and say 
what’s actually happening after decades 
of fearing being blackballed.” The 
change, he adds, is especially evident in 
Hollywood, where there’s a groundswell 
of support. “It’s a social norm shift, 
rather than a legal shift.” 

“Corporate response is changing, 
with more attention and responsibility 
focused on harassment issues and poli-
cies,” says Bettina Deynes, chief human 
resources officer at the Society for 
Human Resource Management, in Alex-
andria, Va. “The acceptance of primary 
responsibility for policy and enforce-
ment by management is also increasing.” 
Human resources, she adds, must “create 
and publish policies that are clear and 
effective and that have strict penalties for 
unacceptable behavior.” It also must be 
simpler and less intimidating to report 
incidents of sexual harassment. “It’s a 

necessity,” she stresses, because “the risks 
of sexual harassment — lawsuits, inter-
nal conflicts, and employee termina-
tions — are increasing.”

CASES ARE CLIMBING
While the U.S. Equal Employment 
Opportunity Commission (EEOC) has 
not reported a surge in the number of 
harassment claims, Koegle says that it’s 
been exactly the opposite. “We’ve con-
ducted more workplace investigations 
in the last four months than in the last 
five years, and we’re seeing more writ-
ten in journals on harassment,” he says. 
There may be an explanation for the 
EEOC’s numbers, according to Robin 
Shea, an attorney with the Encino, 
Calif., firm Constangy Brooks Smith 
& Prophete LLP. In a blog post, Shea 
says the EEOC reporting period ended 
Sept. 30, before #MeToo gained promi-
nence. “Brace yourself for 2018,” she 
says in the blog. “Retaliation was the 
most common claim in 2017, and pre-
litigation monetary relief in harassment 
charges was at its highest since 2010.”

As women read more #MeToo sto-
ries, some may realize that an incident 
in their past — that at the time they felt 
was inappropriate — was, in fact, sexual 
harassment. Social media is causing the 
estimated 85 percent to 95 percent of 
women who don’t report the incident 
when it happens to reflect and come 

forward with their own stories. “I look 
back and I’m dumbfounded that I didn’t 
leave or tell someone,” says Tori Reid, a 
West Hollywood, Calif.-based actress, 
writer, and producer who grew up in a 
show business family. “I didn’t have kids 
to raise. I wasn’t desperate to keep the 
job. I guess I didn’t realize it was harass-
ment. On a certain level, in the back of 
your mind, it’s the way we’ve known the 
entertainment workplace to be .” She 
avoided the worst of it. “Sixty percent of 
the work was making sure my boss didn’t 
put his hands on me,” she says. “I was 
dodging and ducking.” This year, she 
participated in the #MeToo unity dem-
onstration at the Golden Globe Awards.

Harassment victims have testified 
about “slaps on the butt, repeated com-
ments about breast size, and requests for 
sex,” a Kaiser Health News report found. 
And men are victims, too. A 1998 U.S. 
Supreme Court ruling in Oncale v. 
Sundowner Offshore Services Inc. said 
same-sex harassment of both sexes is 
actionable, and juries have held women 
responsible for harassing men. 

WHAT’S AT RISK
Regardless of gender, this behavior 
has “a cumulative long-term nega-
tive impact on performance,” says 
Ed Lynch, assistant professor in the 
Department of Accounting at Cali-
fornia State University at Fullerton’s 
Mihaylo College of Business and 
Economics. According to the Wash-
ington, D.C.-based National Women’s 
Law Center (NWLC), “victims suffer 
profound economic and emotional 
harm” — and its physical manifesta-
tions. Up to 70 percent of women and 
45 percent of men have experienced 
harassment, University of Maine soci-
ologist Amy Blackstone recently told 
livescience.com. Many victims feel self-
doubt that turns into self-blame, which 
then turns into depression — and, for 
some women, post-traumatic stress 
disorder. Harassment has been tied 

TO COMMENT on this article,  
EMAIL the author at russell.jackson@theiia.org

HISTORY OF #METOO 

Corporations addressing the risks represented by sexual harass-
ment can thank civil rights activist Tarana Burke for spurring the 
improvements they’re making. She first used “Me, Too” in 2006 as 

shorthand for efforts to unify behind changing the harassment paradigm. 
In 2017, she was among the “Silence Breakers” Time named as “Person 
of the Year.” Actress Alyssa Milano took a friend’s advice to flood Twit-
ter with the phrase, urging women who’ve been harassed or assaulted 
to retweet the two words. Her effort generated more than 200,000 
responses in 24 hours. It became a top topic on Facebook, and Time’s Up, 
a defense fund and pressure group, formed to keep the message moving. 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=22&exitLink=http%3A%2F%2Flivescience.com
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to a range of stress-like physiological 
reactions, including sleep disturbances, 
neck pain, increased risk of cardiovas-
cular disease, and, in extreme cases, 
increased risk of suicide. 

The primary effects can destroy 
economic and career well-being. The 
New York Times examined the dam-
age that fear of harassment allegations 
can cause to mentor-like relationships 
young executives develop with senior 
leaders. “All too often, we wind up 
prosecuting the victim as much as the 
alleged harasser,” Koegle points out, 
“with all the gossip and innuendo that 
can surround workplace harassment 
allegations.” One of the most important 
elements of an investigation, he says, is 
“making sure victims feel the company 

is supporting them, that someone’s got 
their back, and that nothing happens to 
them that’s retaliatory.”

There should be greater transpar-
ency in complaint handling, Lynch says, 
including how companies develop codes 
of conduct and related training and how 
they craft policies for follow up. He 
argues that transparency “enables the 
identification of prevention best prac-
tices” and outweighs any risk of reputa-
tion damage, which actually acts as an 
incentive for change.

EMPLOYERS’ RISKS RISING, TOO
In fact, organizations risk image 
damage anyway. “The primary risk 
is reputation,” says Robert Kuling, a 
partner in Enterprise Risk Services at 

Deloitte Canada in Calgary. “Getting 
into the public domain with issues 
around discrimination and harassment 
can absolutely destroy a company’s 
brand and trust.” For example:

ɅɅ Weinstein’s studio has filed for 
bankruptcy, CNN reports, and 
terminated all confidentiality 
agreements that have kept more 
people from coming forward. 
Lantern Capital Partners agreed to 
acquire the studio after a separate 
deal to sell the assets fell apart. 

ɅɅ The CBC News website reported 
that Toronto’s Soulpepper Theatre 
Co. lost $375,000 in planned fed-
eral funding after its artistic direc-
tor, who resigned, was accused of 
sexual misconduct and harassment 
by four actresses. The women are 
suing for $4.25 million in damages 
from Soulpepper and $3.6 mil-
lion from the executive. Canada’s 

HARASSMENT HAS BEEN TIED TO A RANGE OF  
stress-like physiological reactions, 
INCLUDING SLEEP DISTURBANCES, NECK PAIN, AND 
INCREASED RISK OF CARDIOVASCULAR DISEASE. 
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Heritage Minister told CBC News 
that arts organizations lacking best 
practices for harassment and bul-
lying also may be blocked from 
future funding. 

ɅɅ After sexual harassment allega-
tions targeted former CEO 
Steve Wynn, the Boston Herald 
reported that a casino under con-
struction there would probably 
not carry Wynn’s name. Wynn 
stepped down and sold his shares, 
but the allegations caused Wynn 
Resorts stocks to plummet. Wynn 
reportedly settled one harassment 
suit for $7.5 million; regulators 

in Nevada and Massachusetts and 
in Macau, China, are examining 
the company.

The secondary risk organizations face 
is civil litigation saying the company 
didn’t do an appropriate job of pro-
viding a safe workplace, Kuling says. 
The government of Alberta recently 
amended safe workplace legislation to 
include mitigating the risk of discrimi-
nation and harassment, for example. 
“Harassment can be treated as a work-
place injury,” he explains, creating 
regulatory risk as organizations prepare 
for and comply with their obligations 
under the law. 

The third risk that’s developing, 
Kuling adds, “is where internal auditors 
can do a much better job: employee 
turnover.” People who don’t report 
harassment may just leave, he explains, 
and not mention the reason during exit 
interviews. But when internal audit 
conducts culture assessments, investiga-
tors “might get indicators of harassment 
and discrimination issues,” he says, 
adding that “the professional skepticism 
of internal auditors has to come to the 
forefront. That data could then inform 
future audits of turnover statistics.”

An ongoing culture of harassment 
and discrimination, Kuling argues, 

HOW INTERNAL AUDIT CAN HELP ADDRESS SEXUAL HARASSMENT RISKS

Internal audit has a responsibility to provide assurance 
that risks around sexual harassment policies, proce-
dures, and reporting are being managed.
»» Follow U.S. Equal Employment Opportunity Commis-

sion guidance, Proposed Enforcement Guidance on 
Unlawful Harassment (January 2017), which sets the 
expectation that employers are being proactive in 
eliminating workplace harassment. It also outlines five 
core principles that have proven effective.

»» Make sure there is a written policy on how to handle 
harassment, discrimination, or retaliation claims. 
The absence of a written policy almost automatically 
triggers liability, Brian Koegle says. Policies need to 
address everybody in the liability universe — full-time 
and part-time employees, independent contractors, 
vendors, and clients who each pose some risk of 
potential liability. 

»» Make sure company codes of conduct include exam-
ples of inappropriate behavior, Ed Lynch advises. 
Relevant examples are critical, he says, “because 
they serve as bright lines and consequently need to 
be continuously updated to reflect the changing work 
environments within each company.”

»» Human resources should conduct training and com-
municate to employees about how and where to 
report sexual harassment. Even with policies in place, 
not everyone knows the process for reporting.

»» Make sure there is an anti-retaliation policy. Inform 
personnel that the hotline may not only be used for 

obtaining information and reporting concerns, but 
also for reporting issues of retaliation. The code of 
conduct should plainly state that retaliation against 
anyone reporting harassment in good faith is a signifi-
cant, punishable violation.

»» Compliance isn’t enough. Testing the effectiveness 
of compliance programs is another step and leverag-
ing them to mitigate underlying risk is still another. 
That’s part of the reason The Committee of Sponsor-
ing Organizations of the Treadway Commission has 
an internal controls framework and an enterprise risk 
management framework. 

»» Internal audit or the chief compliance officer should 
report on the effectiveness of a company’s hotline 
to the audit committee. “Having lines of communica-
tion and, ultimately, an objective, confidential hotline 
process to lodge concerns to someone from outside 
that unit who will investigate is a critical control,” 
Betty McPhilimy says. “You don’t want hotline com-
plaints squelched by a senior manager. They should 
go up to the board so people feel the hotline is a 
credible resource.”

»» Don’t reinvent the controls wheel. Risk management 
around harassment usually requires no new tools. An 
organization’s performance reviews, open-door poli-
cies, escalation procedures, ombudsmen, incentives, 
disciplinary action procedures, and ethics and compli-
ance hotlines are all designed to accommodate any-
thing that comes up, including sexual harassment. 
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In light of recent headlines, 69% of surveyed CAEs have not provided more detailed risk 
information in regard to sexual harassment/misconduct to their boards, according to an AEC Quick Poll.

even if localized to a department, “is 
going to be hard to hide.” Lynch agrees 
and adds that internal audit should be 
prepared to identify and report suspi-
cious behavior while working every 
assignment. “The nature of internal 
audit brings the auditor in contact with 
a wide range of employees,” Lynch says. 
“Every internal auditor should receive 
training on identifying evidence of 
sexual harassment, or a failed report-
ing mechanism, and every audit report 
should provide an opportunity for the 

auditor to comment on compliance 
with the code of conduct.” 

BEING PROACTIVE 
Organizations need to act, Kuling 
stresses. “Boards of directors need to 
have conversations with executive lead-
ers around the culture of their organiza-
tions, and then be prepared to invest 
time and resources to seek assurance that 
these risks are being managed appropri-
ately.” Deynes adds: “Internal audit can 
assist human resources in designing pro-
cesses that confidentially discover exist-
ing problems and report them to the 
appropriate internal or external authori-
ties. Legal can and should provide all 
necessary avenues for the execution of 
severe internal penalties and external 
prosecution for offenders.”

But organizations must ensure 
they don’t attack harassment with pro-
cesses that simply separate the sexes. 
The New York Times reported that 
“some male investors have declined 
one-on-one meetings with women or 
rescheduled them from restaurants to 
conference rooms” because they worry 

about comments being misunderstood 
and becoming career-enders. 

“That’s bad,” says Phyllis Hartman 
of PGHR Consulting Inc. in Freedom, 
Pa. “Clearly, we have to work together, 
and we’ve got to help people communi-
cate respectfully, even when perceptions 
differ as far as how and when to say ‘lay 
off ’ and end it then and there.” When 
managers say they’re afraid to talk to 
female employees, she tells them: “You 
probably can’t get into trouble talking 
about work. It’s highly unlikely you’ll 
be falsely accused.” And if a woman 
finds herself in a situation where she is 
“systematically excluded from important 
meetings and opportunities” or if her 
supervisor acts “in ways that adversely 
affect her advancement opportunities, 
learning opportunities, and so on,” she 
could legally claim discrimination under 
the Civil Rights Act of 1964. 

HANDLING HARASSMENT 
What happens after sexual harassment 
is reported is critical, and internal 
audit has an important role in ensuring 
retaliation isn’t tolerated. Those acts, the 
NWLC points out, include a reprimand 
or other discipline, including termina-
tion; transfers to less-desirable positions 
or work schedules; and threats to report 
people to law enforcement based on 
immigration status. In some cases, just 
the threat of being penalized for speak-
ing up constitutes retaliation, because 
the risk of career damage or being 
labeled a troublemaker is real. 

Enforcement varies by jurisdiction. 
In Europe, member states are bound 
by the European Commission’s Direc-
tive 2006/54/EC, which defines sexual 
harassment as conduct intended to 
“violate the dignity of a person by creat-
ing an intimidating, hostile, degrading, 
humiliating, or offensive environment,” 
and Directive 2012/29/EU, which 
requires “assessments to determine if 
victims are at risk of retaliation” — and 
calls on employers to “offer appropriate 

Some male 
investors have 
declined one-on-
one meetings with 
women … BECAUSE 
THEY WORRY ABOUT 
COMMENTS BEING 
MISUNDERSTOOD. 
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measures to protect them.” In the U.S., 
claims of workplace harassment and 
retaliation are handled differently by 
state. California, for example, is particu-
larly aggressive, maintaining “an affirma-
tive legal obligation to protect victims 
from retaliation,” Koegle says. “This 
includes requiring employee handbooks 
to address with specificity what you do 
to investigate, remediate, and prevent 
acts of retaliation.” 

A recent Harris Poll/CARE survey 
found that sexual harassment in the 
workplace isn’t illegal in nearly one-third 
of the world. One-third of respondents 
in India said it’s acceptable to whistle at 
colleagues, about the same as the por-
tion of U.K. respondents from 25 to 35 
who think touching a co-worker’s but-
tocks is fine.

ADDRESSING THE FUTURE
Rehabilitation also is an important pro-
cess concern, Hartman points out. In 
most cases, victims don’t want accusers 
fired, they just want it to stop — but 
returning an accused executive to mean-
ingful leadership “takes a lot of work,” 
she says. “You have to help both parties 
deal with this, making sure perpetrators 
understand what they did wrong.” For 
victims, counseling is a good place to 
start, according to research published in 
Psychotherapy: Theory, Research, Practice, 
Training, the journal of the American 
Psychological Association. But the spe-
cifics, says Kuling, are best left to each to 
determine. “The complainants are the 
best source of what constitutes adequate 
resolution,” he says. 

Counseling often helps the alleged 
perpetrators, too. Hartman has coached 
executives accused of inappropriate 
behavior whose companies felt they 
could be rehabbed, often as a condition 
of returning to their former posts, and 
she stresses that success is situational, 
depending on what happened, how the 
two parties work together, and what the 
workplace is like. 

STAYING FOCUSED
It may trace its roots to a little hashtag 
and just five letters, but the media 
movement behind workplace sexual 
harassment has “helped organiza-
tions pay attention and give it serious 
thought,” McPhilimy says — and that 
implicates internal audit. “Part of inter-
nal audit’s role is looking for risks in 
human resources and employment,” she 
explains. “We have a big role to play in 
ensuring controls are in effect in hiring, 
managing, and evaluating personnel and 
ensuring effective interactions.” Essen-
tially, making sure that there are training 

programs and policies and procedures 
that are documented, current, and effec-
tive. That’s a role internal audit always 
plays, of course. “It’s just that in the past, 
internal audit wasn’t so focused there,” 
she adds. “Maybe senior management 
didn’t think of internal audit as an effec-
tive tool for determining if there are 
problems in such areas. Particularly as it 
becomes a higher profile risk, though, 
that’s something internal audit should 
address with senior management.” 

RUSSELL A. JACKSON is a freelance 
writer based in West Hollywood, Calif.

VISIT “Into the Light” on InternalAuditor.org for additional 
content about sexual harassment in the workplace.

HARASSMENT DOESN’T DISCRIMINATE 

Most types of workplaces have faced harassment challenges, 
including universities, hospitals, and government. 

»» Higher education has taken more than one hit in cases that go far 
beyond harassment. Michigan State University (MSU) faces recur-
ring headlines related to assault complaints against disgraced former 
staff and Olympic gymnastics team physician Larry Nassar and other 
school officials. Johns Hopkins University paid almost $200 million to 
about 8,000 former patients of deceased gynecologist Nikita Levy to 
settle 2014 charges involving his use of a concealed camera to pho-
tograph them during exams. And at Pennsylvania State University, 
the conviction of former president Graham Spanier and a new movie 
about former head coach Joe Paterno have kept alive the sexual mis-
conduct case against former assistant coach Jerry Sandusky.

»» A 2016 Research Letter published in the Journal of the American  
Medical Association, “Sexual Harassment and Discrimination Expe-
riences of Academic Medical Faculty,” reports that 30 percent of 
women on medical faculties experience sexual harassment. Its author 
says, “harassment is more common in fields where there are strong 
power differentials.” 

»» In 2017, women working for U.S. Congress were “making fresh allega-
tions of sexual harassment against unnamed members,” according to 
CNN. The Office of Compliance, which handles harassment complaints 
against members of Congress, paid victims more than $17 million, in 
268 settlements, from 1997 to 2017 — including claims for racial, reli-
gious, or disability-related discrimination. 

»» TheHill.com recently reported that “state legislatures across the 
country have reeled in recent months under allegations that legisla-
tors harassed or assaulted staff, lobbyists, and even colleagues.” The 
website noted that more than a dozen have resigned, and some have 
been expelled. 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=27&exitLink=http%3A%2F%2FInternalAuditor.org
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=27&exitLink=http%3A%2F%2FTheHill.com
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 fundamental 
challenge of 
today’s chief 

audit executive (CAE) is matching 
internal audit to the needs of the orga-
nization and the expectations of inter-
nal audit’s key stakeholders. While 
there is one International Professional 
Practices Framework (IPPF) and one 
International Standards for the Profes-
sional Practice of Internal Auditing, 
internal audit functions vary in their 
practices and level of development 
across organizations. A primary role 
of the CAE is to tailor the applica-
tion of the IPPF to the organization, 
taking into account its unique needs 
and environment and knowing how 
to leverage a maturity model view of 
the IPPF and Standards in striving for 
internal audit excellence.

A LIVING FRAMEWORK 
One of the strengths of the IPPF is 
the principles-based nature of the 
Standards. Being principles based 
allows organizations of different 
industries, sizes, and locations — with 
varying governance models and stake-
holder expectations — to apply the 
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Maturity models can help 
internal audit departments 
of varying sizes scale their 
approach in applying the 
framework. 

Tailoring IPPF 
Implementation
Urton Anderson, Andrew Dahle, Alice Mariano
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same set of standards. The principles-
based nature of the Standards also 
helps add clarity and consistency, 
while still being relevant and adapt-
able to evolutions in society and in 
the organizations internal audit serves.

In 2015, the IPPF received sig-
nificant enhancements that improved 
its ability to serve as a tool for internal 
audit functions to take their prac-
tice to higher levels of effectiveness 
and provide even greater value to 
their organizations. Two noteworthy 
changes are:

»» Creation of the 10 Core 
Principles for the Profes-
sional Practice of Internal 
Auditing, which, taken as 
a whole, articulate internal 
audit effectiveness. For an 
internal audit function to be 
considered effective, all prin-
ciples should be present and 
operating effectively. However, 
with the release of these Core 
Principles, The IIA also rec-
ognized that how an internal 
audit function demonstrates 
achievement of the Core Prin-
ciples may differ from organi-
zation to organization. 

»» Implementation Guides and 
Supplemental Guides moved 
from “strongly recommended” 
status to “recommended” sta-
tus, adding further flexibility to 
the IPPF for practitioners. 

The ever-evolving nature of the IPPF 
gives practitioners the flexibility they 
need to align to the unique needs 
of the organizations they serve. The 
IPPF’s various layers also provide prac-
titioners with a framework they can use 
to continually integrate new method-
ologies, tools, resources, and practices 
to further mature their performance.

A MATURITY MODEL VIEW 
When looking at internal audit’s con-
formance with the Standards, many 

practitioners and stakeholders at 
first may think of it as a binary exer-
cise — either being in conformance 
or not. Perhaps this is natural given 
the external quality assurance and 
improvement assessment’s common 
ratings scale of “generally conforms,” 
“partially conforms,” and “does not 
conform” are widely recognized. 

Practitioners should look at using 
the IPPF and the Standards as part of 
a journey toward greater maturity and 
continuous improvement. Such a con-
tinuous improvement view is consis-
tent with the IPPF, which includes in 
the Standards the assertion that qual-
ity is not only about assessing quality 
at one point, but also about improve-
ment, as outlined in Standard 1300: 
Quality Assurance and Improvement 
Program. A maturity framework 
approach allows practitioners to assess 
the audit function’s implementation 
of the IPPF to continually improve 
audit practice. 

MATURITY MODEL STRUCTURE
Many organizations have used matu-
rity models to assess and help bring 
continuous improvement. The IPPF, 
itself, includes guidance on the use 
of maturity models, including The 
IIA’s Practice Guide, Selecting, Using, 

and Creating Maturity Models: A 
Tool for Assurance and Consulting 
Engagements. Based on review of 
other maturity models, the following 
categories are proposed for use in the 
model for applying the IPPF: Level 
5 – Optimized, Level 4 – Managed, 
Level 3 – Defined, Level 2 – Repeat-
able, and Level 1 – Initial/Ad hoc. 

It is natural to ask how these lev-
els align with the category of general 
conformance to the Standards. For 
consistency, and to allow the maturity 
model to capture performance that falls 
below general conformance — as well 
as above the base general conformance 
level — Level 3 on the maturity frame-
work will be defined with attributes 
that achieve general conformance with 
the Standards (see “Maturity Model 
Alignment Points” on page 31). 

APPLYING THE MATURITY MODEL 
TO THE STANDARDS
By exploring several areas of the Stan-
dards, one can see how the maturity 
model may be applied. Some aspects 
of the Standards may seem binary, such 
as Standard 1000: Purpose, Authority, 
and Responsibility, which requires that 
an internal audit activity have a charter. 
Either an organization does or does not 
have an internal audit charter.

EXAMPLES OF SUCCESSFUL USES OF  
MATURITY MODELS

»» The IIA’s Internal Audit Capability Model for the Public Sector 
»» The Internal Audit Maturity Assessment – previously maintained by 

The IIA Quality Services Department	
»» IIA Path to Quality Model
»» IIA Practice Guide, Process Capability Maturity Model
»» IIA Practice Guide, Compliance and Ethics Program Maturity Model
»» The ISACA COBIT 4.1 Model
»» The RIMS Risk Maturity Model	
»» Software Engineering Institute Capability Maturity Models
»» International Organization for Standardization and the International 

Electrotechnical Commission’s ISO/IEC 15504
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However, even given this binary 
nature, the maturity model can be 
used to highlight how to differentiate 
between conformance in Level 3 – 
Defined and below conformance (Level 
2 – Repeatable and Level 1 – Initial/Ad 
Hoc). Perhaps even more importantly, 
note how Level 4 – Managed and 
Level 5 – Optimized can be used to 
differentiate higher levels of maturity 
and excellence, using the charter as an 
opportunity for stakeholder engage-
ment, alignment, and elevation of 
internal audit stature and opportunity 
to perform (see “Internal Audit Matu-
rity Model Related to the Standards” 
on page 32).

A fundamental area such as 
communication of results applies to 
every internal audit function. The 
column, “Standard 2400: Commu-
nicating Results,” in the “Internal 
Audit Maturity Model Related to the 
Standards” chart at the base levels 
cover aligning the report with core 
points in the Standards. The higher 
levels of 4 – Managed and 5 – Opti-
mized include exploring stakeholder 

value and insights received, as well as 
stakeholder, top executive, and board 
perceptions on the quality of internal 
audit reporting.

Lastly, talent is an area of impor-
tance and challenge for many internal 
audit functions, so using a maturity 
model approach to look at Standard 
1000: Proficiency and Due Care, or 
any other standard to apply the IPPF, 
can identify an array of practices and 
performance levels that can result in 
distinct improvements. 

Currently, internal audit func-
tions often look for leading practices, 
opportunities to provide more value, 
and continuous improvement. Tak-
ing a fresh view of the IPPF and the 
Standards through a maturity model 
approach can help internal audit 
assess its current state, identify oppor-
tunities for improvement aligned 
with stakeholder priorities, and drive 
continuous improvement. Having a 
maturity model can equip the CAE 
with a framework and tools to help 
articulate options to stakeholders and 
the internal audit team. CAEs need to 

MATURITY MODEL ALIGNMENT POINTS
MATURITY LEVELS STATE OF INTERNAL AUDIT STANDARDS CONFORMANCE

5 – Optimized Fully aligned with the organization, high 
stature and support, innovating, very highly 
valued, aspirational

Conforms with Standards

4 – Managed Proactive, continuously improving, auto-
matically monitored, insightful and impact-
ful, sustained, highly valued

3 – Defined Professional, uniformly applied, mature 
quality program, embedded in documented 
practices and processes, valued

2 – Repeatable Established, has a standard pattern,  
minimum coverage, gaps with stake- 
holder expectations

Not in conformance with  
Standards, perhaps partial  
conformance

1 – Initial/Ad Hoc Being developed, in early stages, not con-
sistent or of high stature, reactive

Does not conform with Standards

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=31&exitLink=mailto%3Aurton.anderson%40theiia.org
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Standard 1000: Purpose, Authority, Responsibility Standard 2400: Communicating Results

5 – Optimized »» The internal audit charter reflects a broad coverage of governance, risk management, and control.
»» The stature and trusted advisor status of internal audit is evident in the tailored definition of internal 

audit’s responsibilities. In the right key management activities, internal audit is authorized to have a 
seat at the table.

»» The audit committee charter is aligned with internal audit’s charter and vice versa. This may include 
the substance of the audit committee’s activities, given the functional reporting line for internal audit.

»» The internal audit charter supports internal audit’s role in the Three Lines of Defense.

»» Internal audit leverages communication vehicles similar to other innovative areas 
in the organization, such as video summaries, periodic updates, and a website.

»» Internal audit communications are seen by the audit committee and management 
as some of the most insightful communications on key risk areas, and they lever-
age the reports for other purposes in the organization.

»» Internal audit issues an overall opinion on the state of risk management and con-
trol in the organization, and that opinion is supported by sufficient work.

4 – Managed »» The discussion on charter updates is used to challenge the organization on whether internal audit’s 
coverage and stature is sufficient. The discussion also is used to challenge internal audit on whether it 
is aligned with the direction of the organization and is delivering on the commitments in the charter. 
Continuous improvement comes through the process.

»» The charter is reviewed and approved as part of a defined cadence, likely annually.   

»» Internal audit reports are highly valued by the audit committee, the organization, 
key stakeholders, and process owners.

»» Internal audit receives strong positive feedback from clients on its  
engagement communications. 

»» Internal audit communications are crisp, with effective executive summaries.
»» Internal audit communications share lessons learned from reviews as well as 

leading practices with similar units in the organization. 
»» Internal audit issues opinions/ratings on engagements. 

3 – Defined »» The charter is defined and periodically reviewed and approved.
»» The charter is generally aligned with the Model Internal Audit Activity Charter (http://bit.ly/2r1Nl37).

»» Internal audit communicates effectively, including reports that are consistently 
accurate, objective, clear, concise, constructive, complete, and timely.

»» Internal audit reports lead to organizational improvement.

2 – Repeatable »» Internal audit has a charter that was approved, but it:
»» Has not been updated.
»» Is generic.
»» Does not appear to align with the strategies, objectives, and risks of the organization.
»» Does not appropriately position internal audit.
»» Under-resources internal audit. 
»» Does not promote an insightful, proactive, and future-focused internal audit activity. 

»» Internal audit reports are usually accurate, objective, clear, concise, constructive, 
complete, and timely.

1 – Initial/ 
Ad Hoc

»» A charter does not exist, is outdated, or has not been approved outside of the CAE. »» Internal audit reports are issued, but not always timely, and at times they create 
unnecessary challenges in the process due to accuracy or professionalism.

INTERNAL AUDIT MATURITY MODEL RELATED TO THE STANDARDS

be adept at defining those aspects of 
applying the maturity model approach 
that will make a difference in their 
organization, given the stakeholder 
expectations and risks.

DOES SIZE IMPACT MATURITY?
Beyond maturity levels, internal audit, 
itself, varies in size as does the size of the 
organization it serves. A smaller internal 
audit function may not need as much 

documentation in planning and process 
as functions serving large, complex 
organizations. Some elements, such as 
an internal audit charter, will apply no 
matter what the size of the organization; 
however, other aspects of the IPPF, such 
as how to build talent models, may not 
require the complexity of infrastructure.

The IIA’s Practice Guide, Assist-
ing Small Internal Audit Activities 
in Implementing the International 

Standards for the Professional Practice 
of Internal Auditing, notes the level 
of challenge for a small internal audit 
function in conforming with various 
categories of the Standards:

»» Low degree of challenge: Stan-
dard 1000: Purpose, Authority, 
and Responsibility.

»» Medium degree of confor-
mance challenge: Standard 
1100: Independence and 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=32&exitLink=http%3A%2F%2Fbit.ly%2F2r1Nl37
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Just 58% of CAEs say understanding the IPPF is essential to their audit 
function’s ability to perform its responsibilities, according to the 2018 North American Pulse of Internal Audit.

Standard 1000: Purpose, Authority, Responsibility Standard 2400: Communicating Results

5 – Optimized »» The internal audit charter reflects a broad coverage of governance, risk management, and control.
»» The stature and trusted advisor status of internal audit is evident in the tailored definition of internal 

audit’s responsibilities. In the right key management activities, internal audit is authorized to have a 
seat at the table.

»» The audit committee charter is aligned with internal audit’s charter and vice versa. This may include 
the substance of the audit committee’s activities, given the functional reporting line for internal audit.

»» The internal audit charter supports internal audit’s role in the Three Lines of Defense.

»» Internal audit leverages communication vehicles similar to other innovative areas 
in the organization, such as video summaries, periodic updates, and a website.

»» Internal audit communications are seen by the audit committee and management 
as some of the most insightful communications on key risk areas, and they lever-
age the reports for other purposes in the organization.

»» Internal audit issues an overall opinion on the state of risk management and con-
trol in the organization, and that opinion is supported by sufficient work.

4 – Managed »» The discussion on charter updates is used to challenge the organization on whether internal audit’s 
coverage and stature is sufficient. The discussion also is used to challenge internal audit on whether it 
is aligned with the direction of the organization and is delivering on the commitments in the charter. 
Continuous improvement comes through the process.

»» The charter is reviewed and approved as part of a defined cadence, likely annually.   

»» Internal audit reports are highly valued by the audit committee, the organization, 
key stakeholders, and process owners.

»» Internal audit receives strong positive feedback from clients on its  
engagement communications. 

»» Internal audit communications are crisp, with effective executive summaries.
»» Internal audit communications share lessons learned from reviews as well as 

leading practices with similar units in the organization. 
»» Internal audit issues opinions/ratings on engagements. 

3 – Defined »» The charter is defined and periodically reviewed and approved.
»» The charter is generally aligned with the Model Internal Audit Activity Charter (http://bit.ly/2r1Nl37).

»» Internal audit communicates effectively, including reports that are consistently 
accurate, objective, clear, concise, constructive, complete, and timely.

»» Internal audit reports lead to organizational improvement.

2 – Repeatable »» Internal audit has a charter that was approved, but it:
»» Has not been updated.
»» Is generic.
»» Does not appear to align with the strategies, objectives, and risks of the organization.
»» Does not appropriately position internal audit.
»» Under-resources internal audit. 
»» Does not promote an insightful, proactive, and future-focused internal audit activity. 

»» Internal audit reports are usually accurate, objective, clear, concise, constructive, 
complete, and timely.

1 – Initial/ 
Ad Hoc

»» A charter does not exist, is outdated, or has not been approved outside of the CAE. »» Internal audit reports are issued, but not always timely, and at times they create 
unnecessary challenges in the process due to accuracy or professionalism.

Objectivity, Standard 1300: 
Quality Assurance and 
Improvement Program, 
Standard 2000: Managing 
the Internal Audit Activity, 
Standard 2200: Engagement 
Planning, and Standard 2300: 
Performing the Engagement.

»» High degree of conformance 
challenge: Standard 1200: Pro-
ficiency and Due Professional 

Care, Standard 2100: Nature 
of Work, Standard 2400: Com-
municating Results, Standard 
2500: Monitoring Progress, and 
Standard 2600: Communicat-
ing the Acceptance of Risks.

For an audit department covering a 
smaller, less complicated organization, 
some of the higher levels of internal 
audit maturity may not be needed. 
However, some aspects of internal audit 

excellence that are money and time sav-
ing may be as important in a smaller, 
closely aligned, agile organization as in 
a large, international conglomerate. 

In a small internal audit depart-
ment, the challenges can be addressed 
through flexible planning, process 
disciplines that keep everyone on 
track, and tools available to CAEs of 
small groups. For example, flexibility 
can be applied during internal audit 
risk assessments, in duration and style 
of internal audit projects, and in doc-
umentation and communications. In 
process discipline, internal auditors 
should focus on what is important to 
accomplish and eliminate the unnec-
essary, strive to automate repetitive 
tasks, and leverage checklists and les-
sons learned to continually improve. 

Many tools and resources are avail-
able to internal audit groups of all sizes 
and maturity levels, thanks to The IIA, 
the internet, and peer networks. There 
also are many technology solutions that 
can help ease the administrative needs 
of small departments by facilitating 
standard workflows, approval/review 
processes, and action plan follow-up. 
Having a robust system can be a key 
source for demonstrating compliance 
with several of the standards. 
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VOICE
KAREN BRADY, 
2018–2019 
chairman of 
The IIA’s North 
American Board, 
wants internal 
auditors to 
communicate 
their value to 
ensure their 
ongoing relevance 
in a rapidly 
changing world. 

T

JUNE 2018 35INTERNAL AUDITOR

IIA NORTH AMERICAN BOARD CHAIRMAN

he nature and role of internal auditing in 
North America has radically altered over 
the past decade or so. No longer seen 
as a back-offi ce compliance department, 
there just to check accounts payable or 
perform mundane administrative pro-

cesses, the cutting-edge audit function is increas-
ingly regarded by audit committees and regulators 
as a trusted advisor. Many chief audit executives 
(CAEs) have a seat at the top table, advising the 
C-suite on emerging and strategic risks and helping 
management mitigate those threats to the organi-
zation’s objectives. 

Internal audit has had to work to implement those 
changes to its role and status, and I have great 
respect for the courage and determination that 
takes. But not all internal audit functions are operat-
ing at that level. That could be because stakeholders 
do not fully understand what internal audit does — or 

can do — and continue to underinvest and undervalue 
their audit functions. Or, it may be because internal 
auditors do not always push as hard as they might to 
fulfi ll what can be a daunting and uncomfortable role.

My theme as chairman of The IIA’s North American 
Board over the coming year is “Find Your Voice.” 
Specifi cally, I want all internal auditors to refl ect 
on, develop, extend, and communicate the true 
value they can provide to their organizations. In 
fi nding their voices, auditors will be able to achieve 
their full potential in serving their organizations, 
and they will be ensuring their ongoing relevance 
in a rapidly changing world. 

EXTERNAL PRESSURES

There are two major trends that make my mes-
sage urgent. For the fi rst time in many years, 
there is an emphasis in the U.S. government on 
deregulation. This is a radical change from the 

Photographs by Betsy Hansen
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increasing levels of rulemaking and regulatory scrutiny 
the profession has faced since the turn of the century. 

Both the U.S. Sarbanes-Oxley Act of 2002 and the 
2010 Dodd-Frank Wall Street Reform and Consumer 
Protection Act, as well as countless other pieces of regula-
tory reform, have tended to emphasize the compliance 
function of internal audit. If stakeholders, especially in 
the energy and financial sectors, for instance, see internal 
audit as a box-ticking function, it is largely as a result of 
these requirements. 

Since Donald Trump became president, an estimated 
600 regulations have been eliminated, according to George 
Washington University’s Regulatory Studies Center. High-
profile examples include the partial repeal of the Dodd-Frank 
Act, the repeal of the Affordable Care Act individual mandate, 
and the Federal Communications Commission privacy rules.

If internal audit’s key stakeholders, including audit com-
mittees, believe that most of internal audit’s value comes from 
ensuring the organization complies with regulations, it does 
not bode well. They may believe that if the regulations disap-
pear, internal audit will not be needed. This could not be 
further from the truth. Indeed, while regulations may be elimi-
nated, the risks addressed by them will continue to exist. If 
anything, risks and the related need for internal audit services 
increase in a deregulated market. Still, it appears conditions are 
not prime for internal auditing to become a mandated func-
tion within organizations in the foreseeable future.

A recent IIA global study on the regulation and licensing 
of internal audit reveals a consensus among stakeholders that, 
for several reasons, governments should not regulate or man-
date internal audit. Regulation can take away decision-making 
from management and the board, say respondents to the study. 

Regardless, this has not stopped The IIA from moving 
ahead with a strategy to advocate for a comply-or-explain 

mandate for publicly traded companies. Under such a man-
date, organizations would have to report whether they have an 
internal audit function and how it is resourced. If they do not 
have an internal audit function, they would have to explain 
how they are mitigating risks. Such disclosure provides an 
increasingly active investor community vital information about 
a company’s approach to risk management. But in the interim, 
internal audit should become an integral part of an organiza-
tion as the result of a carrot, not a stick. 

The second major trend revolves around advances in 
artificial intelligence (AI), robotic process automation, and 
other technologies that threaten to replace compliance-based 
auditing. Internal auditors should fully grasp the implication 
of such automated auditing. Thomas Sanglier’s recent book, 
Auditing and Disruptive Technologies, published by The IIA’s 
Internal Audit Foundation, rightly argues that to thrive in the 

near future, audit departments will need to adopt and adapt 
to such advances. Staying relevant to organizations will mean 
moving up the value chain so that audit is operating at a strate-
gic level. Technology will process the data. 

This is why internal auditors need to tell their stake-
holders how valuable effective, strategic, risk-based auditing 
can be. We can help them see the bigger risk picture by get-
ting involved in supporting the strategic objectives of our 
organizations. Granted, AI will replace some of the tradi-
tional roles and tasks that internal audit has performed, but, 
in my view, it would be a welcome relief to move away from 
the humdrum compliance work and start focusing exclusively 
on what really matters — start focusing, in short, on value.

DEFINING VALUE
There are many definitions of value, because the concept 
changes over time as the demands on internal audit evolve. 
The IIA’s International Professional Practices Framework is 



37INTERNAL AUDITORJUNE 2018

a good place to start. It says, “the internal audit activity adds 
value to the organization and its stakeholders when it considers 
strategies, objectives, and risks; strives to offer ways to enhance 
governance, risk management, and control processes; and 
objectively provides relevant assurance.”

Putting those sound principles into practice can be 
more difficult than it might first seem. For example, what 

is relevant assurance? How can internal audit become more 
involved in strategic objectives and risks if that is not what 
stakeholders seem to be expecting? And how do stakeholders 
understand the value that internal audit can offer?

There is some truth to the idea that internal audit’s value 
resides in the eye of the beholder — the board, management, 
regulators, and other external parties. But we cannot be a 
passive recipient of those views if they do not mesh with con-
temporary practice. There is a real risk that stakeholder expec-
tations are based on outdated notions of internal audit. 

For example, one of my stakeholders is an incredibly 
knowledgeable individual — a former Big Four partner who 
is heavily involved in his own professional bodies. Recently, 
I told him we were doing the annual risk assessment and 
he surprised me by asking why internal audit was doing so. 
I explained how performing our own risk assessment helps 
internal audit create a risk-based audit plan and helps the 
organization achieve its strategic goals. I was glad that he had 

come to me because, frankly, I assumed he knew what inter-
nal audit did.

The first step to defining your voice is to create a value 
statement. Examples might include, “external auditors audit 
the past, we audit the future.” Or, “internal audit assists the 
board and management in accomplishing their responsibili-
ties.” Or simply, “internal audit helps make the organization 

more successful.” Be sure to consult 
internal audit’s stakeholders. Creating a 
value statement is most effective when 
the process engages all involved. It is 
an opportunity to build understanding 
within the audit team about how audit 
is perceived and to explain to stakehold-
ers the value internal audit could be 
offering where that is poorly understood. 

Any value statement has to be addressed to the audience 
it is intended to inform — so while I urge auditors to advocate 
and educate stakeholders, they must do so in a language that 
is free from jargon. Because I work for a not-for-profit orga-
nization, my audit committee is made up of members of our 
community. That includes some financial experts, but also a 
Baptist minister, a real estate agent, and a couple of other indi-
viduals who do not have finance and business backgrounds. 
While they are smart people, I need to be able to explain 
internal audit’s value in a way that makes it easy for me to 
demonstrate what we have achieved through our work for the 
business. Creating a clear and well-understood definition of 
internal audit’s value for all stakeholders is a powerful tool.

WALKING THE TALK
In addition to advocating for an enhanced role and commu-
nicating with, and listening to, stakeholders, internal auditors 
need to deliver on their promises. Each of us needs to be the 

There is a real risk that stakeholder 
expectations are based on outdated 
notions of internal audit. 

TO COMMENT on this article,  
EMAIL the author at karen.brady@theiia.org
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FIND YOUR VOICE

ADVOCACY TOOLS 

Internal auditors should make 
full use of The IIA’s advocacy 
tools to inform their stake-

holders of the value an effective 
function can provide. These 
include the Global Advocacy 
Platform: Pillars of Good Gover-
nance (http://bit.ly/2Hyvw2C) 
and the position papers (http://
bit.ly/2HzeXnn): 

 » The Three Lines of Defense 
in Effective Risk Manage-
ment and Control

 » The Role of Internal Auditing 
in Enterprise Risk Manage-
ment and Control

 » The Role of Internal Auditing 
in Resourcing the Internal 
Audit Activity

 » Internal Audit’s Role in Good 
Governance (available later 
in 2018)

In addition, auditors can take 
advantage of relevant Internal 
Auditor magazine articles
(InternalAuditor.org) to get up 
to date in best practices and 
share those with their stake-
holders, where appropriate. 
Some recent examples include: 

 » “5 Steps to Marketing Your 
Audit Department” 

 » “Your Personal Brand” 
 » “Board Matters”
 » “The Dynamics of Interper-

sonal Behavior” 

best internal auditor he or she can be. That involves being well-educated about the 
technical aspects of internal auditing, being up-to-date on current and emerging 
trends, and making a solid commitment to improve and update those soft skills that 
are crucial to our roles. Internal auditors should be certifi ed to demonstrate their 
professionalism. Also, I am a big advocate of volunteering in the profession, of join-
ing local chapters or committees and getting involved. I have benefi ted greatly on 
both counts. I am up-to-date on best practices and emerging issues in internal audit, 
and my organization has benefi ted from the technical skills I have obtained through 
my participation. At the same time, I have met some amazing people and developed 

some great friendships.
One area that CAEs often overlook 

is using external quality assessments as a 
challenge to the board. All internal audit 
departments should undertake periodic 
quality assessments, as mandated by 
The IIA’s Standard 1312, which says an 
external quality assessment must be per-
formed every fi ve years. I accept that it 
can be a diffi cult process to go through, 
but it can also be a tool for change. 
Presenting the results of such a review 
to stakeholders can support the CAE’s 
constant requests that the function be 
involved in more strategic and challeng-
ing work. If CAEs know they are not 
using audit staff most effectively, the 
quality review will refl ect that in an
evidence-based way. It is another way 
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CAEs can find their voice and demonstrate that the audit 
committee can get real value from its audit function.

Being the best can be challenging and sometimes lonely. It 
can take time, effort, and patience to get the message through 
that internal audit is a forward-looking and progressive part of 

the business when those around you do not necessarily share or 
understand that view. 

To stand in front of a stakeholder and say, “I’m sup-
posed to be involved in strategic initiatives and have a seat 
at the table” is not always successful or well-received. To 
further support auditors, The IIA’s North American Board 
is putting more emphasis on advocating for members — an 
approach I will continue and extend where possible. It is no 
longer enough for The IIA’s advocacy to focus on attending 
meetings in Washington, D.C., to try to influence legislation 
and advocate for better governance. Although this is incred-
ibly important and we continue to push initiatives with the 
U.S. Securities and Exchange Commission and other regula-
tors, The IIA also is appealing directly to stakeholders. For 

example, we are hoping to partner with organizations like 
the National Association of Corporate Directors (NACD) to 
make sure they have the tools to inform their members about 
what they should be looking for from their internal audi-
tors. Many audit committee and board members belong to 

the NACD and similar bodies. There 
are many other organizations that serve 
CEOs, chief financial officers, and other 
groups, and The IIA North American 
Board will be advocating and educating 
on the value internal audit can provide 
to their members. I urge internal audi-
tors to also advocate for themselves — to 
“find your voice.” The IIA has many 

tools to assist you in this endeavor. For example, send copies 
of IIA advocacy documents to your stakeholders (see “Advo-
cacy Tools,” page 38). Sometimes it is more objective and 
compelling when it comes from a third party.

FINDING INTERNAL AUDIT’S VOICE
Obviously, what I have set out as my theme will take more 
than a year to achieve. But working together as a profession, 
and with our key stakeholders, we can help internal audit 
find its voice — and its place — to foster success and create 
opportunities in our organizations and beyond. 

KAREN BRADY, CIA, CRMA, CFE, is corporate vice president and 
chief compliance officer, Baptist Health South Florida in Coral Gables.

not-for-profit 
health-care orga-
nization in South 
Florida, includ-
ing 10 hospitals 
and over 50 
outpatient facili-
ties spanning 
four counties. 
With more than 
18,000 employ-
ees and over 
3,000 physicians, 
Baptist Health is 
considered one 
of the nation’s 
top employers, 
according to For-
tune’s 100 Best 

Companies to 
Work For. It also 
has been recog-
nized by the Ethi-
sphere Institute 
as one of the 
World’s Most Eth-
ical Companies 
for the past eight 
years. Brady has 
been with Baptist 
Health for over 
25 years and 
during that time 
has implemented 
a robust, award-
winning Internal 
Audit and Compli-
ance department.

In addition to 
serving as North 
American Board 
chair and as a 
Global Board 
member, she has 
volunteered at 
The IIA in vari-
ous capacities 
for many years. 
For example, 
she is a past 
conference chair 
(2011), Learning 
Solutions Com-
mittee chair 
(2011–2013), and 
Global Profes-
sional Devel-

opment chair 
(2015–2017). 

Brady also is 
past president 
of the Florida 
Health Care Com-
pliance Associa-
tion. Recognizing 
the importance 
of giving back 
to the commu-
nity, she serves 
as chair of the 
Finance and 
Audit Committee 
on the Board of 
Riverside House, 
a charitable 
organization that 

helps guide men 
and women con-
victed of crime 
toward becom-
ing productive 
citizens through 
a nondenomi-
national, faith-
based approach.

She is a fit-
ness enthusiast 
and enjoys her 
morning runs. 
In her spare 
time, she enjoys 
travel, hiking, 
and water sports 
with her hus-
band Jim. 

It can take time and patience to get the 
message through that internal audit is 
a forward-looking part of the business. 
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ngoing professional development is not an extracurricular 
activity; it is integral to ensuring auditor competency and a 
requirement for auditing in accordance with The IIA’s Code 
of Ethics. Beyond that, professional development plays an 
increasingly important role in recruiting and retaining talent 
that can meet the future needs of the audit function. 

According to The IIA’s 2018 North American Pulse of 
Internal Audit report, “CAEs will not be able to hire their 
way out of [the] skills shortage. … CAEs that develop talent 
continuously and consistently can identify gaps, strengths, 
and weaknesses in the internal audit activity.” The report 
adds that internal audit functions that make provisions for 
career development programs will not only help themselves 
in terms of skills inventory, they will have an advantage in 
talent recruitment, development, and retention as well.

While each auditor must take responsibility for his or her 
own professional development, audit managers can play a key 

Audit managers 
can point the 
way to enhanced, 
cost-effective 
professional 
development for 
the audit function.

Wade Cassels,  
Kevin Alvero, and 
Randy Pierson
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LEADING TOWARD IMPROVEMENT

Auditor on staff within the next 
year; should we train or hire?”)

»» Where is there overlap? (“We 
have three people all working on 
the Certification in Control Self-
Assessment; let’s spread out.”) 

»» Where do resources need to be 
deployed? (“We have a senior 
person with a lot of certifica-
tions; let’s have her focus on 
publishing and presenting so 
we can devote study, applica-
tion, and exam resources to 
lower level employees.”) 

To manage development efforts effec-
tively, audit managers need to deter-
mine what kind of training employees 
want and then balance that input 
against the department’s skill-related 
needs and budget. A brief, periodic 
email survey can be an effective tool 
for staying up to date on the teamwide 
training picture. For example, audit 
managers could ask: 

»» What are you working on now? 
»» In the past three months, have 

you earned a certification, 
published something, given a 
presentation, taken on a board/
committee/volunteer role, or 
done something else that we 
need to recognize and celebrate? 

»» Do you know what the next 
step is in your training/develop-
ment plan? 

»» Are there any impediments —
such as lack of funds, time, or 
training materials — hindering 
progress on your training/devel-
opment plan? 

Job interviews, the onboarding process, 
performance reviews, and informal 
meetings also represent excellent oppor-
tunities to gauge what is important to 
employees, what they want to accom-
plish in their careers, and what types of 
training might help them meet those 
goals. Employees are more likely to 
remain committed to earning a certifi-
cation if they believe they are helping 

role in ensuring the department receives 
the most value from these efforts and 
gives staff members the best chance for 
success. They can accomplish this by 
planning a coordinated approach to 
staff professional development, manag-
ing the development budget effectively, 
and cultivating a supportive culture that 
challenges individuals and rewards them 
for their efforts. 

A COORDINATED EFFORT
According to the 2018 Pulse report, 
“Professional development plans with 
specific annual targets and provisions 
for training help to ensure a high level 
of collective proficiency for the internal 
audit activity.” Although resources are 
available to help with planning, such as 
The IIA’s Global Internal Audit Com-
petency Framework, each audit man-
ager must document skills versus needs 
specific to his or her own organization. 

Planning for certifications and 
training can follow a two-pronged 
approach: On one side, audit managers 

should assess the skills and knowledge 
the department needs to fulfill its mis-
sion; on the other, they should consider 
the training and development progres-
sion of individual employees. This 
exercise should reveal clues as to where 
to focus staff training efforts, helping 
answer questions such as:

»» Where are there gaps? (“We 
need someone with the Certi-
fication in Risk Management 
Assurance and we don’t have 
one; who would be the best 
person to pursue that?”) 

»» How should the talent pipeline 
be organized? (“We are going to 
need another Certified Internal 

A brief, periodic email survey can keep 
managers up to date on team training. 
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Only half of U.S. employees say their employer provides career development opportunities 
that meet their needs, according to a 2017 American Psychological Association survey. 

for training from within their own 
company. Subject matter experts from 
other departments inside the organi-
zation can provide training on new 
technologies, business processes, etc., 
enabling audit staff members to bet-
ter understand the business areas they 
audit. While internal training may or 
may not qualify for CPE, enhanced 
knowledge of the business will help 
improve auditors’ confidence and 
enable them to offer more meaningful 
recommendations — making this highly 
valuable, and economical, training.

Intradepartmental Learning 
Managers can harness their own 
staff resources for budget-friendly 
training. For example, a staff audi-
tor could be assigned to read a book 
from the Internal Audit Foundation 

both the team and themselves — that 
they are working toward bettering their 
future, rather than simply completing 
an assignment. 

MANAGE COSTS AND 
STRETCH RESOURCES
Training and development can get 
expensive, but the audit department 
can make the best use of its profes-
sional development budget by taking 
advantage of cost-saving opportunities 
and by broadening its scope of learn-
ing activities. Professional development 
is sometimes used as a blanket term 
for passing certifications and main-
taining them by earning continuing 
professional education (CPE) credits. 
Attending live seminars and purchas-
ing online self-study courses are two 
of the most common ways auditors 
earn those CPEs. In addition to these 
methods, auditors can avail themselves 
of several other professional develop-
ment resources. 

First and foremost, auditors can 
take advantage of any free training and 
CPEs that align with their plan. For 
example, some professional organiza-
tions offer free webinars, and those free 
CPEs can add up to concrete savings by 
the end of the year. 

Staff members also could volun-
teer to serve on an IIA committee, 
write for an industry publication, or 
conduct training courses and semi-
nars. These are not only inexpensive 
ways to meet CPE requirements, they 
also serve as an effective means to 
promote continuing education and 
professional development above and 
beyond certification.

In addition to these approaches, 
audit managers can draw from a host 
of alternative resources and techniques. 
Each can be leveraged for training effi-
ciency and cost savings.

Interdepartmental Learning Audit 
managers should consider sources 

CPE ACTIVITIES

According to Section 3.2 
of The IIA’s CPE policy, 
in addition to formal 

educational programs, certi-
fied individuals may obtain CPE 
through a variety of qualifying 
activities, including:

»» Passing examinations.
»» Authoring or contributing 

to publications.
»» Translating publications.
»» Delivering oral presentations.
»» Participating as a subject 

matter expert volunteer.
»» Performing external quality 

assessments. 
»» Taking Internal Auditor mag-

azine’s CPE Quiz.

Audit managers can draw from a host 
of alternative resources and techniques.
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and give a presentation to the team 
summarizing the book’s content and 
its implications for the work internal 
audit does. This exercise not only 
adds new knowledge to the group, it 
also provides valuable public speaking 
experience and leadership training for 
the staff member — all at the mere 
cost of a book. Audit staff can also 
be a valuable source of experiential 
training. This is something the audit 
manager should consider as part of 
the overall professional development 

plan because certifications typically 
require some form of prerequisite 
experience. Job shadowing and work-
ing with more experienced auditors 
on a variety of engagement types can 
help auditors gain the experience they 
need to qualify for certifications.

Handing Down Knowledge Teamwork 
and collaboration also can help the 
audit department stretch its professional 
development budget. Mentoring, for 
example, can make the certification pro-
cess more efficient. Auditors who have 
earned a particular certification can 
coach others seeking that certification, 
offering tips for taking the exam as well 
as advice on how to plan study time, 
how to navigate the application process, 
and which study materials are the most 
valuable (and least valuable). Passing 
down lessons learned like these can add 
up to large time savings, as opposed to 
having each new candidate begin the 
certification process from scratch. 

Discounts and Group Savings Some 
organizations offer discounts on cer-
tification applications and exams at 
certain times of the year. The audit 

manager should incorporate these into 
the training plan so that auditors are 
working toward taking exams when 
they are the most affordable. 

Auditors also can coordinate and 
save with group training opportunities, 
rather than having each staff member 
individually pursue certification and 
CPE. The IIA, for example, offers 
opportunities to obtain group savings 
on training courses. For events held by 
a local chapter, audit managers should 
always ask if a discount is available for 
group sign-up. Plus, some local chap-
ters have funds available to provide 
assistance to members with costs such 
as conference travel and expenses as 
well as application and exam fees.

Training Library Finally, audit man-
agers should consider creating a train-
ing library. The library can take on 
various forms (paper, digital, or both), 
and it should be available to any staff 
member seeking certification or train-
ing. This is the best way to economize 
the purchase of materials. Team mem-
bers should not each buy the same 
training manual when they can plan 
ahead to stagger their study efforts and 
share purchased content. 

A SUPPORTIVE CULTURE
Even though professional development 
is vital to an effective audit function, 
auditors can easily get caught up in 
their day-to-day work and relegate 
development to the cracks in their busy 
schedules. Audit managers can take 
several steps to help staff members resist 
this inclination.

First, managers should devote 
actual work time and resources to pro-
fessional development. As the 2018 
Pulse report states, a supportive culture 
for professional development is critical. 
Successful audit leaders not only preach 
professional development and certifica-
tion, they back it up with the support 
of work hours and funding. 

Successful managers support training 
needs with work hours and funding.

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=44&exitLink=mailto%3Awade.cassels%40theiia.org
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Employers identify soft skills as the No. 1 priority for talent development, followed by 
preventing skill gaps and understanding technology, according to LinkedIn’s 2018 Workplace Learning Report. 
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Designating a professional devel-
opment champion, in addition to the 
CAE, also can be helpful. The cham-
pion can assist the CAE with highlight-
ing training opportunities, making sure 
team members who earn certifications 
are recognized, and connecting those 
seeking certifications with mentors who 
have already earned them. He or she 
also should be well-connected in the 
industry and thereby attuned to devel-
opment opportunities, such as a chance 
for a junior auditor to volunteer on a 
committee, get a first speaking experi-
ence, or publish a first article.

Finally, the CAE and champion 
should work together to come up with 
ways to publicly recognize staff mem-
bers for their professional development 
accomplishments. For example, when-
ever someone earns a certification, the 

champion could display the certificate in 
the office, ensure that it is mentioned in 
the department newsletter, and update 
the employee’s business cards with his 
or her new designation. Whatever the 
method, accomplishments should be 
highlighted in some visible, lasting way. 
Recognition can be a powerful motiva-
tor, as it demonstrates to the individual 
that the department (and the audit 
leader) values and appreciates his or her 
effort. Moreover, it conveys to clients 
that audit personnel place a strong value 
and emphasis on professional develop-
ment, and they possess the skills to not 
only do their jobs but to serve as leaders 
in their profession. 

TOOLS FOR SUCCESS
Ultimately, successful management of 
professional development resembles 

successful management of any other 
business process. The audit leader must 
align the mission and values of indi-
viduals with those of the organization, 
plan wisely, give people the tools and 
resources they need, and keep them 
engaged and motivated by tracking 
their progress and celebrating their 
success. The reward for the audit man-
ager who does this effectively will be a 
greater ability to recruit and retain tal-
ent and to grow that talent to suit the 
mission of the audit function. 
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president, Internal Audit, Compliance, and 
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RANDY PIERSON, CISA, CISM, CBCA, is 
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AUDITING CULTURE

fter wake-up calls from a long list of 
organizations — including Volkswagen, 
FIFA, and Wells Fargo — some observ-
ers might expect significant progress 
by now in addressing culture-related 
issues. But instead, high-profile cultural 
failures continue to plague the corpo-
rate landscape as the list of examples 
keeps growing.

Internal audit has a critical role to 
play in identifying and assessing prob-
lems with an organization’s culture. 
Through a barrage of webcasts, presen-
tations, and publications, most internal 
auditors are likely now attuned to the 
importance of examining this aspect of 
the organization. By now, practitioners 
should be aware that:

ɅɅ Culture is a critical component 
of organizational governance and 
often the root cause of signifi-
cant issues.

ɅɅ Culture is not defined by docu-
ments and processes, but by 
employee perceptions and how 
things actually get done in 
an organization.

A
Douglas J. Anderson

Illustrations by Gary Hovland

ɅɅ There is no single culture in an 
organization, but a complex weav-
ing together of multiple layers 
involving a tangled undergrowth 
of subcultures.

ɅɅ There is no single right cul-
ture — optimal culture varies 
depending on the organization.

Still, many internal auditors have dif-
ficulty getting started with cultural 
audits, finding the subject matter 
hard to manage. Practitioners need to 
dig deep into this topic, well beyond 
the superficial mantle, and under-
stand what to examine — as well as 
approaches to avoid. Stakeholders must 
have an accurate assessment of culture 
before damaging issues erupt in a tor-
rent of organizational harm.

WEAK AUDIT EVIDENCE
Auditors like hard evidence, such as 
written approvals, formal contracts, and 
documented transactions. Hard evi-
dence is objective, and typically it can 
be gathered by less experienced auditors 
and interpreted quickly. 

INTERNAL AUDITORJUNE 2018

Auditing culture requires 
practitioners to delve deep into  
the organization’s core, beyond 
mere surface-level analysis. 
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BENEATH THE SURFACE

In terms of auditing culture, hard 
evidence often relates to items such as:

ɅɅ Communications from the 
C-suite on ethics — whether com-
munications cover the important 
aspects of behavior and ethics and 
are sufficiently frequent.

ɅɅ Ethics policies — whether poli-
cies are formalized, supported by 
training, and understood by 
the employees.

ɅɅ Hotline calls — the number 
of calls, the policies on how 
calls are addressed, and evalu-
ation of whether calls are 
addressed correctly.

ɅɅ Turnover statistics — average 
sick time, rate of employee turn-
over, etc.

ɅɅ Compensation programs — 
whether the programs are 
designed to reward the right 
behaviors and avoid incentivizing 
undesired behaviors.

These areas, and the hard evidence 
that can be obtained about them, cer-
tainly support culture. But even when 
programs and policies are in place 
and operating effectively, culture can 
still be a problem. Focusing on these 
aspects of culture is at best incom-
plete, and it could be misleading. 

Culture is not primarily a set of 
policies and programs — it is defined 
through how employees behave in 
their day-to-day work. Expertly audit-
ing and obtaining hard evidence has 
value, but it does not enable auditors 
to peel back the exterior of an orga-
nization and see what is really hap-
pening inside. Even surveys, though 
useful, provide limited insight on 
organizational culture (see “What 
About Surveys?” on page 49). Hard 
evidence cannot stand on its own and 
needs to be supplemented.

STRONGER AUDIT EVIDENCE
When considering audit evidence 
about culture, internal auditors may 
want to envision a volcano — where, 
buried deep inside, lava and gases are 
collecting and could erupt from the 
earth’s crust without warning. A vol-
cano serves as an apt metaphor for how 
culture operates in an organization. 
On the outside, even when an erup-
tion is imminent, everything might 
look fine. The form appears normal, 
the exterior is solid, and while a few 
small vents may show smoke, no major 
issues are evident.

Likewise, based on a surface-level 
assessment, the board and top man-
agement may conclude the organiza-
tion appears sound. However, the 
effects of a toxic culture can be bub-
bling deep inside, and eventually an 
eruption occurs that no one seems to 

TO COMMENT on this article,  
EMAIL the author at danderson@theiia.org

When considering evidence about 
culture, auditors may want to envision a 
volcano — where, from deep inside, lava 
and gases could erupt without warning.
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have predicted. A problem remained 
buried in the mountain that could 
have been identified or predicted, 
yet no one uncovered the truth and 
brought it to light.

How can internal auditors help 
prevent, or at least caution about, the 
next eruption? Perhaps more impor-
tantly than looking at the organiza-
tion’s structures and foundation — the 
top-down, hard evidence — they need 
to get inside to see whether an erup-
tion may be close at hand. A volcano 
contains a great deal of soft evidence, 
though examining these areas can be 
uncomfortable and somewhat risky. 
Diving deep into the organization to 
examine culture is the only effective 

way to perform the role required of 
internal auditing.

Where and when do auditors 
gather this soft evidence? Everywhere 
and all the time. Internal auditors do 
this primarily in two ways: as part of 
every engagement, and during their 
informal interactions with clients.

During Every Audit Internal 
audit projects provide an oppor-
tunity to get out of the office and 
engage directly with employees 
at all levels of an organization. 
Internal auditors should use this 
opportunity. Although focus groups 
and structured interviews can be 
somewhat helpful, they are artificial 

devices — participating in a prear-
ranged session with an agenda, facili-
tators, note takers, and overseers is 
not the same as going about daily 
activities. Evidence pertaining to 
culture will more likely be identified 
after building relationships with audit 
clients and observing how they oper-
ate. On this foundation, culture will 
reveal itself to practitioners as they 
ask themselves several questions: 

ɅɅ How does management engage 
with the internal auditors? 
Throughout planning, fieldwork, 
and reporting, is management 
supportive of the audit or does 
it exhibit reactions ranging 
from dismissiveness, to a lack of 

Internal audit leaders say less than 5% of their audit plan will be allocated to governance  
and culture risk over the next 12 months, according to The IIA’s 2018 North American Pulse of Internal Audit.

WHAT ABOUT SURVEYS?

Client surveys might be convenient and produce hard data, but are they useful in auditing 
culture? Consider these observations:

»» Culture-related issues that are significant enough to cause serious damage to an organi-
zation do not need to be widespread. A serious cultural issue that results in bribery in a 
foreign country, sexual harassment, or altering the accounting numbers in a noticeable 
way can occur in an isolated group of the organization because of a subculture unique 
to that group. Knowing that 99 percent of employees have not seen an incident of bad 
behavior is not helpful in detecting this type of issue.

»» “Do senior executives keep their word?” is a question that may often be found in 
employee surveys related to culture. While this seems like a useful question, is it asking 
about all executives or excluding the one rogue executive? Does it encompass any kind 
of issue or only important ones? Does it apply to the last quarter or the last 10 years? An 
employee taking the survey likely does not have enough context to know how to answer, 
and the responses yielded will probably provide little useful information to the organiza-
tion. Most survey questions seem to ask for responses in normal circumstances, for 
most employees, on average. This information will not identify a specific problem in 
a culture.

»» Suppose employees observe an aspect of culture that is toxic. They may feel powerless 
to address it without jeopardizing their job. They may believe that if managers were truly 
concerned with culture, they would not have allowed this situation to persist. Upon receiv-
ing an employee survey from human resources, will they be motivated to answer the 
survey honestly? Aren’t those caught in a toxic culture the ones who might hesitate to 
answer honestly, fearing their responses may not be anonymous?

Surveys can be useful, but they shouldn’t be a primary source of evidence on culture. Although 
surveys can highlight certain issues and messages, they don’t necessarily identify all important 
cultural issues. In this sense, surveys can provide a false sense of accomplishment and poten-
tially neglect to identify hidden issues in culture. 
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responsiveness, to outright inter-
ference with the engagement?

ɅɅ Does management’s style and 
approach foster the right mindset 
among employees in the group 
being audited? Does management 
reward the right behaviors? Does 
it communicate effectively and 
demonstrate transparency? Is it 
open-minded and accepting of 
new ideas? Do its actions reinforce 
that the end does not always jus-
tify the means?

ɅɅ What is the tone of the employ-
ees in the area audited? Are they 
positive, supportive of manage-
ment, and focused on the best 
interests of the organization? Do 
cliques exist within the group 
that hinder its success? Has 
groupthink so overtaken them 
that important ideas or concerns 
cannot be expressed?

ɅɅ Are the core values of the orga-
nization expressed in what 
internal audit has observed? 
Most organizations adopt values 
around respecting people, doing 
the right thing, working collab-
oratively, or similar objectives. 
Do employees and manage-
ment exhibit these core values 
throughout their activities, 
or are they all too willing to 
ignore them as they pursue alter-
native motives? 

Beyond these topics, potential issues 
identified during an audit project 
need to be closely analyzed for their 
root cause. In fact, finding root causes 
related to culture is common. Given 
how frequently significant issues 
arise from toxic cultures, every audit 
issue should be examined to deter-
mine whether culture is part of the 
root cause.

One option to more formally 
bring culture into focus on audits 
would be to require the internal 
audit team to assess culture on each 

project. Initially the team may find 
this effort difficult, as evaluating all 
aspects of culture effectively takes 
experience and insight. The process 
is best learned through practice. 
Requiring a cultural assessment on 
each audit forces the practice, enables 
full consideration of different team 
members’ perspectives, and helps 
build higher level observations on 
culture. If the team members on 
an audit project have insufficient 
experience auditing culture, their 

assessment does not need to be 
shared with client management. 
Audit managers can conduct the 
process strictly as an internal exercise 
until the team has gained the requi-
site level of competency. 

While Walking the Hallways One 
of the major advantages of an internal 
auditor versus an external party is 
the ability to gain insight about the 
organization every day, from multiple 
angles. Internal auditors converse 
with all levels of employees as part 
of formal meetings, email exchanges, 
and even impromptu discussions in 
the hallways. They should use these 
interactions to gather evidence on 
culture, such as what is valued, what 
is rewarded, who is favored, and 
how problems are viewed. Moreover, 
effective internal auditors establish 
themselves as objective, unbiased pro-
fessionals. In this capacity, employees 
will seek out the internal auditor to 

discuss their concerns and observa-
tions, providing further opportunity 
for cultural insight.

PULLING IT ALL TOGETHER
Whether through audit projects or 
walking the hallways, internal audi-
tors should stay continually attuned 
to key audit evidence that may pro-
vide information on the organization’s 
culture. Throughout the process, 
practitioners need to remember that 
a volcanic eruption caused by toxic 

culture is usually not an immediate 
event. Instead, it builds over time, 
accompanied by numerous causes 
and indicators.

Auditors need to stop the frantic 
pace of simply completing audit proj-
ects and consider what they observe 
in the different cultures present in 
their organization. Soft evidence on 
culture is not captured on a single 
audit, in a single way, through a 
single process. But when cumulative 
evidence is aggregated, internal audi-
tors should have enough evidence 
to assess culture. They just need suf-
ficient experience, understanding, 
perspective, and potentially courage 
to pull it all together and determine 
what it means. That is the nature of 
auditing culture. 

DOUGLAS J. ANDERSON, CIA, CRMA, 
is managing director of CAE Solutions, 
Professional and Stakeholder Relations, at 
The IIA in Lake Mary, Fla.

39% of board members say they receive information on culture from internal 
audit — the National Association of Corporate Directors’ latest Public Company Governance Survey. 
39% of board members say they receive information on culture from internal 
audit — the National Association of Corporate Directors’ latest Public Company Governance Survey. 

Auditors need to stop the frantic pace 
of simply completing audit projects 
and consider what they observe in the 
different cultures in the organization.



he analytics gold rush is on. Organizations around the world are 
spending considerable money to build or buy analytic models and 
analytics capability to take advantage of big data, machine learning, 
and artificial intelligence (AI) technologies. These models have made 

their way into every aspect of business and are being relied on as decision sup-
port — and, in the case of machine learning and AI, actually making the deci-
sions — for issues such as:

»» Determining the probability of default for potential borrowers (corporate 
and individual).

»» Evaluating new employees’ probability of success and tenure with the orga-
nization (from professional athletes to salespeople).

»» Forecasting success and return on investment for new marketing initiatives.
»» Making product mix and store location decisions.
»» And coming soon, making life-and-death decisions in self-driving vehicles.

Today’s organizations have billions of dollars riding on the accuracy and perfor-
mance integrity of analytic models. With model performance becoming a strategic 
enabler, organizations need to manage the risks associated with analytics. 

To effectively manage these risks and move beyond simple financial model 
or spreadsheet auditing, organizations need a system of controls around analytic 
model development, application, and maintenance. These analytics controls pro-
vide checks and balances around model selection, validation, implementation, 
and maintenance. Periodic internal audits can help determine whether analytics 

Internal auditors 
need to assess the 
analytics controls 
for the models 
their organizations 
rely on to support 
decision-making.

Allan Sammy T

ANALYTICS

Analytic  
Models

Auditing
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AUDITING ANALYTIC MODELS

controls are designed appropriately and 
operating effectively. 

MODELS AND CONTROLS
An analytic model is a mathematical 
equation that takes in data and produces 
a calculation such as a score, ranking, 
classification, or prediction. It is a very 
specific set of instructions for analyz-
ing data to deliver a particular kind of 
result — behavior, decision, action, or 
cause — to support a business process.

The objective of analytics controls 
is to ensure that:

»» Analytics personnel have the 
appropriate skills and training.

»» Input data is appropriate, com-
plete, authorized, and correct.

»» Model selection procedures are 
documented and justified.

»» Model validation and testing 
have been conducted in accor-
dance with scientific principles. 

»» Outputs are accurate, complete, 
and being used by the business 
as intended.

»» The model is refreshed and 
reevaluated periodically. 

»» The organization maintains a 
record to track the processing 
of data from input, to process-
ing, to the eventual output.

There are several types of analytics 
controls. Skills controls provide assur-
ance that data analytics personnel are 
competent and sufficiently trained in 
relevant analytics methods. Business-
use controls provide assurance that the 
model addresses the intended business 
objective. Data controls are used mainly 
to check the integrity of data entered 
into an analytic model. Model selec-
tion controls ensure model selection is 
appropriate and reasonable to provide 
decision support. Model validation con-
trols address what is done to ensure the 
model output is reasonable and accu-
rately reflects the underlying nature of 
the input data. Output controls provide 
assurance that the model output is  

integrity of program and data files and 
of computer operations. 

Analytics controls differ from IT 
general controls because they relate to 
the methodology and data pertaining to 
each analytic model. They are specific 
to each individual application. 

Internal auditors must note the 
degree to which management can rely 
on analytics controls for risk manage-
ment. This reliance depends in part on 
the design and operating effectiveness 
of the IT general controls. If these 
controls are not implemented or oper-
ating effectively, the effectiveness of 
analytics controls is greatly diminished. 
For example, if the IT general controls 
that monitor program changes are not 
effective, then unauthorized, unap-
proved, and untested changes to an 
analytic model can be introduced to 
the production environment, thereby 
compromising the overall integrity of 
the model.

presented and used in an appropri-
ate and justified manner to ensure it 
remains consistent and correct. Main-
tenance controls address the need to 
reevaluate and refresh analytic models 
periodically to ensure they are still rel-
evant in the current environment.

ANALYTICS VS. IT  
GENERAL CONTROLS
Internal auditors need to understand 
the relationship and difference between 
analytics controls and IT general con-
trols. Otherwise, an analytics controls 
review may not be scoped appropri-
ately, negatively impacting the audit’s 
quality and coverage.

IT general controls apply to all 
systems components, processes, and 
data present in an organization or sys-
tems environment. The objectives of 
these controls are to ensure the appro-
priate development and implementa-
tion of applications, as well as the 

 ANALYTIC MODEL RISK FACTOR WEIGHTING

20 10 10 10 10 10 15 15

Model

Model Supports 
Regulatory 
Requirement

Degree of Model 
Complexity

Prepackaged 
or Developed

Model Supports 
More Than One 
Critical Business 
Process

Type of Data 
Processed by the 
Model

When Model Was 
Last Refreshed Financial Impact

Effectiveness 
of the IT Gen-
eral Controls Composite Score

Direct mail 5 1 5 5 3 3 5 2 375

Game mix 1 1 2 1 1 1 4 2 170

Lottery win 5 2 2 1 5 1 1 1 240

Anti-money 
laundering

5 3 5 1 5 5 5 2 395

Workforce 5 1 1 1 1 1 3 2 225

The example below of an 
analytic model control risk 
assessment uses a qualita-

tive ranking scale (1=low impact or 

risk and 5=high impact or risk). Com-
posite scores for each model are 
calculated by multiplying each risk 
factor and its weight in the model 

ASSESSING MODEL RISK
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38% of internal audit functions that perform data analytics use it for most audits, 
according to Protiviti’s 2018 Internal Audit Capabilities and Needs Survey.

study recent and historical data, enabling 
analysts to identify patterns and correla-
tions in the data. Based on these identi-
fied patterns and correlations, analysts 
can create a model of the future results 
given selected inputs. For example, 
based on certain borrower characteris-
tics, a bank may use a predictive model 
to forecast its amount of loan defaults. 

Prescriptive The highest level of 
analytics, prescriptive analytics recom-
mends one or more courses of action 
and shows the likely outcome of each 
decision. Unlike a predictive model, 
a prescriptive model shows multiple 
future scenarios based on a decision the 
organization makes today. Prescriptive 
analytics requires a predictive model 
with two additional components: 
actionable data and a feedback system 
that tracks the outcome produced by 
the action taken. An example of pre-
scriptive analytics would be a casino 

ANALYTIC MODEL CATEGORIES
There are three main categories of 
analytic models: descriptive, predictive, 
and prescriptive. Each category can 
provide an organization value and stra-
tegic insight. 

Descriptive These models allow 
organizations to condense big data 
into smaller, more digestible pieces of 
information. Typically, organizations 
that use analytics meaningfully have 
mountains of raw data at their disposal. 
Descriptive analytics enables an orga-
nization to summarize that data and 
determine what really happened. Most 
analytics in use are descriptive: sales 
breakdowns, social media likes and fol-
lowers, ratings, and reviews.

Predictive The next level up in data 
analysis, predictive analytics uses a vari-
ety of statistical, modeling, data mining, 
and machine learning techniques to 

VISIT  
InternalAuditor.

org to read 
“Analytic Model 

Controls and 
Tests.”

 ANALYTIC MODEL RISK FACTOR WEIGHTING

20 10 10 10 10 10 15 15

Model

Model Supports 
Regulatory 
Requirement

Degree of Model 
Complexity

Prepackaged 
or Developed

Model Supports 
More Than One 
Critical Business 
Process

Type of Data 
Processed by the 
Model

When Model Was 
Last Refreshed Financial Impact

Effectiveness 
of the IT Gen-
eral Controls Composite Score

Direct mail 5 1 5 5 3 3 5 2 375

Game mix 1 1 2 1 1 1 4 2 170

Lottery win 5 2 2 1 5 1 1 1 240

Anti-money 
laundering

5 3 5 1 5 5 5 2 395

Workforce 5 1 1 1 1 1 3 2 225

and adding the totals. For example, 
the composite score of 375 on the 
first line is computed by multiplying 
the risk factor rating times the  

specific model rating [(20 x 5) +  
(10 x 1) + (10 x 5) +…]. 

For this example, the internal 
auditor of a gaming company may 

determine that the analytic model 
control review will include all 
models with a score of 200  
or greater.

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=53&exitLink=http%3A%2F%2FInternalAuditor.org
http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=53&exitLink=http%3A%2F%2FInternalAuditor.org


JUNE 201854 INTERNAL AUDITOR

AUDITING ANALYTIC MODELS
TO COMMENT on this article,  
EMAIL the author at allan.sammy@theiia.org

floor product mix optimization model 
that predicts revenue gains given vari-
ous game configurations. 

RISK ASSESSMENT
Auditors should use risk assessment 
techniques to identify critical vulner-
abilities pertaining to the organization’s 
reporting and operational and compli-
ance requirements when developing 
the risk assessment review plan. These 
techniques include the review’s nature, 
timing, and extent; critical business 
functions supported by analytic models; 
and the extent of time and resources to 
be expended on the review.

To add value to organizationwide 
analytics control risk assessment activi-
ties, internal auditors should define 
the universe of analytic models and 
supporting technology (modeling 
software, data services, etc.). They 
also should summarize the risk and 
controls using the risk and control 
matrices documented during the risk 
assessment process. 

Next, internal auditors should 
define the risk factors associated with 
each analytic model by answering ques-
tions such as:

»» Does the model support a regu-
latory requirement?

»» How complex is the model type?
»» How effective is the design of 

analytics controls? 
»» Is the model prepackaged (off 

the shelf ) and customized or 
developed in house? 

»» Does the model support  
more than one critical busi-
ness process?

»» How is the data processed by 
the model classified (e.g., finan-
cial, private, or confidential)?

»» How frequently are changes 
made to the model?

»» How complex are those changes? 
»» What is the model’s finan- 

cial impact?
»» How effective are the IT gen-

eral controls residing within the 
application (e.g., change man-
agement, logical security, and 
operational controls)?

Once they have answered these ques-
tions, internal auditors should weigh 
all risk factors to determine which risks 
need to be weighed more heavily than 
others (see “Assessing Model Risk” 
on page 52). From there, they should 
determine the right scale for ranking 
each application control risk by consid-
ering qualitative and quantitative scales, 
such as:

»» Low, medium, or high con- 
trol risk.

»» Numeric scales based on quali-
tative information (e.g., 1=low-
impact risk, 5=high-impact 
risk; 1=strong control, 5=inad-
equate control).

»» Numeric scales based on quan-
titative information (e.g., 1=less 
than $50,000 and 5=more than 
$1 million).

With this information in hand, internal 
auditors should conduct the risk assess-
ment, rank all risk areas, and evaluate 
the risk assessment results. Finally, they 
should create a risk review plan that 
is based on the risk assessment and 
ranked risk areas.

AUDIT METHODOLOGY
Internal auditors should keep in mind 
that the review’s scope, depth, approach, 
and frequency depend on the results of 
the risk assessment and the availability 
of internal audit resources. If the analyt-
ics team uses a recognized methodology 
for model development such as the 

Internal audit should determine 
the right scale for ranking each 
application control risk.

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=54&exitLink=mailto%3Aallan.sammy%40theiia.org
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13% of internal audit functions surveyed are using analytics to identify risk and 
determine audit scope and planning, according to the 2018 PwC State of the Internal Audit Profession report.

Cross-Industry Standard Process for 
Data Mining (CRISP-DM) or some 
other widely accepted system, then 
internal auditors should consider audit-
ing to that standard. In addition, some 
organizations have established a model 
risk management function. Internal 
audit can audit that area using similar 
methodology to that applied to other 
compliance functions. 

For organizations whose analytics 
teams do not use a prescribed model 
development methodology, there are 
two approaches auditors can use to 
audit analytics controls: the Integrated 
Model Review Methodology (IMRM) 
and the Stand Alone Model Methodol-
ogy (SAMM). These methods apply 
CRISP-DM principles in an internal 
audit context.

IMRM This approach can be used to 
evaluate model risk by examining all 
the business processes that feed or 
are dependent on the model being 
reviewed. When using the IMRM, 
internal auditors should include 
within the review’s scope all the orga-
nization’s systems that are involved in 
the model under review and whether 
the implementation of the model 
is consistent with the organization’s 
analytics strategy. In other words, the 
auditor needs to include within the 
review’s scope the separate processes 
that make up the different compo-
nents of the model cycle. The auditor 
then can identify the inbound and 
outbound interfaces within the model 
and complete the scoping activity. 
For example, when auditors review a 
marketing campaign response model, 
they would scope in survey method-
ology and data collection processes, 
customer segmentation processes 
(inputs), and marketing decisions 
made based on model output.

Using the IMRM approach auto-
matically devotes more audit resources 
to those analytic models that affect 

a larger portion of the organization’s 
operations. To use the IMRM effec-
tively, auditors need to understand the 
business processes surrounding the use 
of the model being reviewed and how 
data flows into and out of the model.

SAMM The alternative approach, the 
SAMM, is used when the auditor wants 
to review the controls within a single 

model. The SAMM is useful for new 
models or when audit resources are lim-
ited. Essentially, the auditor is verifying 
that the model, itself, has appropriate 
controls and performs the intended 
function. It does not provide assurance 
as to whether the organization is using 
the model output effectively or whether 
the model inputs are valid. Although 
SAMM is effectively a subset of the 
IMRM, internal auditors should clearly 
specify which methodology they are 
applying so that management and the 
audit committee know the extent to 
which they can rely on the results.

IT’S STILL INTERNAL AUDITING
Although many auditors may be unfa-
miliar with analytic models, machine 
learning, and AI, the fundamentals of 
internal auditing remain the same. As 
with all new technologies and processes 
that organizations have embraced, 
internal auditors have a responsibility to 
learn how analytic models can be useful 
in their work and adapt their methods 
to serve their stakeholders.  

ALLAN SAMMY, CIA, CPA, CGA, is 
director, Data Science and Audit Analytics, 
at Canada Post in Ottawa.

The auditor needs to include within 
the review’s scope the different 
components of the model cycle.
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MODEL GOVERNANCE, WHERE TO BEGIN?
Internal audit should 
periodically review 
the governance 
structure and 
related sub-process 
responsibilities. Models serve many 

purposes and 
support various 
decisions across an 

organization. A model is a 
mathematical representation 
of an entity system given 
certain operational, financial, 
compliance, and/or eco-
nomic conditions that aims 
to quantify past, present, or 
future outcomes to provide 
decision-making informa-
tion. Models typically 
are used to predict future 
results or to allow an entity 
to perform analysis within 
the mathematical model to 
determine the impacts of 
different drivers or variables 
on model output. Models 
can be simple calculations 
in an Excel spreadsheet with 
a small table of variable 
inputs, or they can be highly 
complex mathematical and 
statistical computations with 
a web of interrelated models 
using sophisticated software 
on a dedicated server. 

Model governance pro-
vides oversight and control 
to minimize model risk, 

establishes policy to protect 
the integrity of the model 
output used in decision-
making, prioritizes and 
authorizes changes to models 
used by the organization, 
and facilitates the sharing of 
information across the orga-
nization regarding the use 
and limitations of the mod-
els to improve transparency.

Before internal audit 
can evaluate the model gov-
ernance structure and effec-
tiveness, it needs to gain an 
understanding of the models 
that are used within the orga-
nization. This can be time-
consuming. Documentation 
is valuable to any process, but 
it is difficult to find in prac-
tice. Internal audit may have 
to work with management to 
develop an initial listing that 
can be used to identify and 
assess risks and determine the 
audit scope. The list of mod-
els should include: 

ɅɅ Name for the model.
ɅɅ A brief description of the 

model’s purpose and use.
ɅɅ Key model personnel: 

model owner, developer, 

tester/validator, produc-
tion operator, and users.

ɅɅ Frequency of model out-
put reporting.

ɅɅ The software and plat-
form used for the model.

ɅɅ The latest version of the 
model being used.

ɅɅ The model risk rating. 
The model owner should 
maintain more detailed 
information for each model 
regarding inputs, assump-
tions, methodologies, process 
documentation with risks 
and controls identified, 
data flow diagrams, items 
excluded from the model, 
approximations or assump-
tions used in the model, 
model limitations, manual 
outside adjustments to the 
model, and software and 
hardware used by the model.

The model risk rating 
should be based on prob-
ability and impact and be 
consistent with other risk 
rating structures used within 
the organization. When 
determining the model risk 
rating, internal audit should 
consider several risk drivers 

http://theiia.texterity.com/ia/june_2018_internal_auditor/TrackLink.action?pageName=56&exitLink=http%3A%2F%2FInternalAuditor.org%2Fgovernance
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MODEL GOVERNANCE COMMITTEE RESPONSIBILITIES

Potential responsibilities may be completed by 
the committee, management or a project team 
with committee oversight, or some combination 

thereof. Responsibilities will vary but could include: 
»» Develop, approve, and communicate model policy, 

standards, and procedures.
»» Plan resources and prioritize tasks when there are 

competing priorities or dependencies.
»» Review and approve technical papers from subject-

matter experts regarding gray areas or where there 
is disagreement on model approaches.

»» Prioritize and approve model changes, including tol-
erance and materiality levels for approvals needed 
for model changes.

»» Review and approve risk control matrices for 
material models. Also, have insight into control 
issues that impact the model, including general IT 
and application controls over inputs, processes, 
and outputs.

»» Monitor compliance issues that impact the model  and 
approve management actions to remediate issues.

»» Oversee model data quality — integrity; outliers; time-
liness and availability; security; and extraction, trans-
fer, and loading.

»» Oversee model validation — static and dynamic test-
ing, sensitivity analysis, analytics, user acceptance 
testing, analysis and quantification of changes, and 
identification of risk-based deep dives into current 
models on an ad hoc, periodic, or rotational basis.

»» Provide an objective, robust check and challenge pro-
cess on model results.

»» Approve outside-the-model adjustments and ratio-
nale for use.

»» Maintain a list of known model limitations and impli-
cations for use.

»» Approve the timing of model releases to production.
»» Coordinate the reporting calendar and use of 

model results.
»» Identify stress and scenario testing for the models 

and determine management actions.
»» Provide a consistent, common communication point 

to address questions and drive improvement.

(along with other relevant criteria based on the industry or 
business), including: financial statement impact of results, level 
of model dependency in making business decisions, regulatory 
requirements, complexity of calculations and the extraction/
transferring/loading of inputs, degree of interdependencies 
among models, subjectivity of assumptions or inputs, experi-
ence level of the personnel involved, historical experience of 
issues, effectiveness of controls, and degree of incentive com-
pensation that may be tied to performance or output.

Once the listing of models is compiled, risk rated, and 
agreed upon by key stakeholders, internal audit can perform 
an assessment of model governance focusing on the high-risk 
models as a starting point. All high-risk rated models should 
be within the purview of a model governance committee.

The scope of responsibilities of a model governance 
committee is subject to debate and tends to be the victim of 
scope creep given the volume of risks associated with models. 
“Model Governance Committee Responsibilities” on this page 
provides a comprehensive listing of items to be considered in 
determining the scope of a committee. There may be other 
responsibilities specific to an organization or evolving risks.

The structure and oversight of the model governance 
committee should be tailored to the specific needs and level of 
maturity of the organization: 

ɅɅ The committee should report to the board directly, or 
indirectly via another committee. 

ɅɅ Membership should include a variety of senior-level 
model stakeholders.

ɅɅ Responsibilities should be clearly defined for committee 
members and those involved in the modeling process. 

ɅɅ Committee decisions should be clearly documented with 
supporting rationale in committee minutes.

ɅɅ A communication process should be in place to notify 
those who are responsible for any follow-up actions, not-
ing anyone who should be consulted or informed.

Having a model governance committee centralizes the iden-
tification of, and response to, model risks, which typically 
improves communication across stakeholders, builds consensus 
around decisions, establishes controls, and enables manage-
ment action given the diversity of committee membership. 
The focus on model risks by regulators and external auditors 
has been increasing. Having a committee that receives and 
generates appropriate documentation makes it much easier to 
address those concerns. 

KELLEY ELLIS, CIA, CPA, CGMA, FLMI, is assistant professor 
of practice, and assistant director, School of Accounting, Drake 
University, in Des Moines, Iowa.
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To succeed as 
advisors, we need 
to understand 
what truly inspires 
confidence from 
stakeholders.

“TRUST ME,” SAID  
THE SMILING AUDITOR

Buzzwords are fasci-
nating creatures. 
They stampede their 
way into the lexicon 

like cavalry to the rescue, 
bludgeon us with constant 
overuse, and then become 
reviled as trite clichés used in 
lieu of actual thought. But 
closer examination reveals 
that buzzwords achieve 
their status because, at 
some point, they perfectly 
articulated some important 
concept. Empowered, synergy, 
bleeding edge, think outside 
the box — once meaningful 
concepts, they have become 
little more than collections 
of nonsense syllables.

Internal auditors are 
not immune. We are cur-
rently overusing an impor-
tant phrase that, if we are 
not careful, will lose its 
power and be summarily 
dismissed into buzzword 
oblivion. And that would 
be a shame, because the 
phrase trusted advisor is 
extremely powerful.

Becoming a trusted 
advisor is a worthy aspira-
tion. But the phrase risks 
becoming a hackneyed 
cliché because auditors have 
quit thinking about what 
the phrase really means. 
Sure, they understand the 

concept of advisor, but they 
lose sight of the key con-
cept — trusted.

As IIA President and 
CEO Richard Chambers 
notes in his appropriately 
titled book Trusted Advisors, 
“trust is one of the most 
underused words in the 
internal audit vocabulary. … 
Rarely do we speak of 
whether [our stakeholders] 
should trust us.”

Many auditors think 
that if they work on their 
relationship management 
skills and try to tell the 
truth, trust will follow. But 
trust is much more than 
building rapport and manag-
ing relationships.

Trust comes from 
actions, not words. It is what 
others see us do, what others 
discover we have done, and 
what others believe we will 
do. It comes from something 
as simple as meeting our 
agreed upon deadlines, and 
from something as compli-
cated as having the integrity 
to report what is rather than 
what everyone wants to 
hear. It represents the accu-
mulation of activities that 
show we either back what 
we say or turn our backs on 
our promises, our clients, 
and ourselves.

Years ago I worked 
with an executive who I 
had known since we were 
both lowly supervisors. On 
one occasion, internal audit 
discussed the results of an 
audit with him and one of 
his directors, and the direc-
tor argued every one of our 
points. Finally, the executive 
said, “I have worked with 
internal audit for years. If 
they say there is a problem, 
then there is a problem. I 
don’t want to hear excuses; 
I want to hear how you are 
going to fix this.”

Still, gaining clients’ trust 
in audit work is only table 
stakes. Do clients trust your 
advice? That’s a nice start. Do 
they trust you to be a part of 
the management and leader-
ship team? Much better. Do 
they trust you enough to 
turn to you for advice every 
time something important 
is happening, confident that 
you will provide objective 
and independent information 
that will aid decision-making? 
If so, then you are truly a 
trusted advisor. 

J. MICHAEL JACKA, CIA, 
CPCU, CFE, CPA, is cofounder 
and chief creative pilot for 
Flying Pig Audit, Consulting, and 
Training Services in Phoenix.
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Internal auditors need to keep a finger 
on the pulse of change and advise their 
organizations accordingly. 

DISRUPTIVE BUSINESS

What are the disruptions 
facing today’s businesses?
HARTKOPF In today’s 
transformative age, businesses 
are being disrupted from 
every angle. With changes to 
global laws and regulations, 
organizations are challenged 
to rethink how they com-
ply. In addition, volatility 
in the global economy may 
be impacting companies’ 
bottom lines. Paired with 
these shifts, sectors are also 
converging at lightning 
speed — creating new risks 
and opportunities for busi-
nesses in every industry. In 
the global digital world, digi-
tally enabled companies have 
a competitive advantage over 
traditional industry incum-
bents. As companies move 
into new sectors and digitally 
native businesses dominate, 
acquisitions and divestitures 
are reshaping the focus and 
makeup of businesses. Big 
data is moving beyond being 
just a buzzword, and business 
leaders are using data to drive 
competitive insights and 
make big moves. Even the 

consumer is changing. With 
more access to information 
and the internet at everyone’s 
fingertips, preferences and 
expectations are not what 
they used to be.
SHRINER Businesses are fac-
ing more fundamental uncer-
tainty than at any time since 
World War II. Technology 
and automation are reshaping 
and, in some cases, replacing 
jobs in customer service, and 
with the advent of artificial 
intelligence (AI), even roles 
that require decision-making 
skills are under threat. The 
nine-to-five model, itself, is 
being challenged by the gig 
economy, with work “paid by 
the hour” replacing the daily 
effort of the long-tenured 
employee. The knowledge 
worker is being replaced by 
the data worker, developing 
and feeding the algorithms 
that make the predictions 
that drive an increasing 
number of daily experiences. 
Meanwhile, a war for data 
is being waged, with the 
spotlight on social media 
and technology companies. 

The internet’s long memory 
of user interests — cook-
ies — and the companies that 
monetize personal informa-
tion are being challenged by 
the “right to be forgotten” 
and other data protection 
principles from regulators 
and from a concerned public. 
This war will intensify and be 
waged across countries with 
different social norms and 
legal frameworks. Within this 
environment, managers must 
motivate and direct, deliver 
products and services, and 
make plans for the future.

What are the risks posed 
by disruption?
SHRINER All businesses run 
the risk of failing to define 
and respond to competitive 
pressures or market needs. 
The dominance of technology 
mega companies will keep 
many established industries 
on their toes. Who thought 
that an e-commerce company 
would buy a premium gro-
cery store chain? Further, an 
increasingly mobile workforce 
in a tight labor market means 
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less innovative companies may be starved – or bled – of high 
performers with next-generation skills. In many respects, busi-
ness disruption is a war for talent.
HARTKOPF It’s important for businesses to continue to 
change and constantly innovate. Maintaining a status quo 
business model without regard for external influences — legal/
regulatory, competitor, economic, technological — will put 
businesses at a disadvantage in the marketplace and potentially 
result in losses or penalties. Organizations that do not embrace 
new technologies — AI, robotics — will not be able to compete 
in the global digital environment. The additional challenge 
is that these new technologies may create an even larger tal-
ent gap as existing employees may not be best positioned to 
address them. It’s important for companies to understand the 
potential impact of these risks and the influence of other exter-
nal forces as they could negatively affect business outcomes.

How can organizations prepare for the new ways of 
working that go with business transformation?
HARTKOPF Organizations need to constantly update their 
strategic objectives and communicate them broadly. Embrac-
ing new technology can be a first step in transforming your 
business model, driving growth, and increasing efficiency. At 
the core of this transformation is the need to stay true to your 
business objectives, increase the company’s agility, and establish 
a flexible model to help facilitate quick responses to external 
shifts. Perhaps the best way to prepare for new thinking is by 
tapping the right people for your business. Organizations need 
to place an emphasis on not only attracting, retaining, and 
advancing diverse talent, but also adopting a flexible workforce 
model that enables a business to engage the right resources, at 
the right time, and in the right place.
SHRINER Going on the offensive begins with understand-
ing where your operations might be vulnerable. Companies 
are identifying specific areas of excessive complexity, lag, or 
cost in their operations, be it in supply chains, sales channels, 
customer engagement models, or back-office processes. Doing 
so gives organizations a glimpse of where operations may be 
most impacted by disruption — positively or negatively — and 
enables an evaluation of responses. But that’s only part of it; 
companies will require great vision, adaptability, and com-
mitment to allocate key talent and resources at the expense of 
shorter term value. Most companies are viewing these modern-
ization efforts as a multiyear journey. 

How can internal audit be involved in efforts to 
address disruption?
SHRINER Internal audit needs to be involved in its company’s 
commercial activities, which will be most impacted by disrup-
tion from new regulations, technologies, or competitors. For 

example, helping navigate new data privacy law implications 
of acquired customer information is not only risk mitigating, 
but also incredibly helpful to the business’ future acquisition 
strategy. Internal audit needs to ask itself, “Are we close enough 
to the sources of disruption?” Second, given the impacts of dis-
ruptive technologies will be profound, many internal auditors 
aren’t waiting around to be surprised by the changes. They are 
talking to AI, automation, and data visualization companies 
now, often piloting the technologies, themselves, and facilitat-
ing business adoption along the way. Little of this happens, 
however, without an accommodative company culture.
HARTKOPF Internal audit is in a unique position to address 
and facilitate business disruption. The team should be actively 
involved in discussions concerning the organization’s strategic 
plan — including objectives around strategic transactions such 
as acquisitions, divestitures, major system implementations, 
joint ventures, and alliances. In driving an organization for-
ward, internal audit can coordinate frequent enterprise risk 
assessments to stay ahead of external forces and provide timely 
insights developed during reviews that focus on emerging risks. 
Internal audit should keep a finger on the pulse of changes 
occurring in the marketplace and conduct benchmarking to 
help management anticipate the impact on the organization.

Does internal audit need to disrupt or transform itself?
HARTKOPF Internal audit has been “transforming” incre-
mentally over the last 20 years, but these changes haven’t been 
disruptive. To keep pace with the changes affecting the busi-
ness and provide forward-looking insights, internal audit will 
need to make some overarching changes, including: 

ɅɅ Redesigning the operating model to be more flexible, 
timely, and focused on the risks that matter.

ɅɅ Understanding and embracing new technologies.
ɅɅ Tapping a flexible workforce model to deliver the most 

appropriate knowledge, experience, and skills.
ɅɅ Coordinating more effectively with the first and second 

lines of defense by having them embrace responsibility for 
initial validation and control monitoring, respectively. 

SHRINER Let’s face it: The business of internal audit is being 
disrupted in much the same way as companies overall. The 
next five years will present more change to our profession than 
did the past 15 years. Hints of those changes are evident today. 
For example, it’s common to see internal audit functions com-
prising 10 percent to 20 percent “data people” in addition to 
accountants or IT specialists. These percentages will increase. 
The tools of our trade are rapidly evolving. It may not be long 
before data visualization tools eclipse PowerPoint for commu-
nicating audit results. Auditors will need to learn to detect pro-
cess deviations or control issues from the output of automation 
tools or bot algorithms. 
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BY JINGWEN (GRACE) WU

Internal audit 
communication 
should focus on 
the key threats 
our clients face.

RISKS SPEAK LOUDER THAN ISSUES

Mutual understand-
ing between inter-
nal audit and its 
clients can be dif-

ficult to achieve. When audit 
clients hear jargon such as 
“issues” and “gaps,” or read 
it in an audit report, they 
often stop listening. They’re 
left with the impression that 
internal audit doesn’t under-
stand the risks their area 
faces and that its reporting is 
irrelevant. At the same time, 
auditors may experience frus-
tration over clients’ failure to 
understand audit issues. Why 
can’t issue communication 
be easier and more effective? 
In many cases, it’s because 
auditors don’t “speak the 
same language” as their cli-
ents and fail to communicate 
adequately about risk. 

The IIA Position Paper, 
The Three Lines of Defense 
in Effective Risk Manage-
ment and Control, states that 
risk management and control 
duties must be coordinated 
carefully organizationwide 
“to assure that risk and 
control processes operate as 
intended.” In reality, that 
coordination does not always 
happen. For the first-line 
business units conducting 
day-to-day operations, if 
there are no risks within the 

immediate processes they 
manage, there are no issues. 
At the same time, many inter- 
nal auditors perform their 
work in isolation, targeting 
check boxes without com-
prehensive understanding of 
risks, even though second-line 
risk management and com-
pliance functions are looking 
at risk appetite and the risk 
landscape enterprisewide. 
Effective risk communica-
tion can be challenging when 
internal auditors are out of 
sync with other assurance 
providers and adhere to an 
outdated, myopic approach. 

In today’s rapidly 
changing environment, the 
traditional method of iden-
tifying issues simply based 
on test results for design 
and operational effective-
ness constitutes an insuf-
ficient means of risk analysis, 
reporting, and acceptance. 
Although test results provide 
a solid basis for showing how 
the client failed, they don’t 
provide much insight into 
why clients should care other 
than a low score. And if our 
deliverables lose relevance to 
the audience, we lose buy-in. 

Within the audit report, 
risk-based information tends 
to be underdeveloped and 
fails to provide adequate 

support for issues. Risk state-
ments often appear merely 
as a single line in each issue 
table, and risk analysis may 
not be presented holisti-
cally anywhere in the report. 
Moreover, risk assessment 
usually occurs during the 
planning and scoping 
phase of an audit. Even if 
the assessment has been 
performed well and reveals 
areas of weakness, key risk 
indicators would be gradu-
ally lost during an audit 
and toward the conclusion 
of the engagement, leading 
to unclear answers about 
true risk. Risk conversations 
should instead take place 
throughout the entire audit.

Before presenting issues 
to clients, internal auditors 
should ask, “Did I perform 
sufficient risk analysis to 
cover significant areas?” 
rather than “Have I identified 
enough findings?” Overall, 
the goal of issue communica-
tion should not be putting 
down names on the sign-off 
sheet, but rather mutual 
agreement on risks and a will-
ingness to address them. 

JINGWEN (GRACE) WU, CIA, 
is compliance officer, Risk & 
Governance, at Silicon Valley 
Bank in Santa Clara, Calif. 
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