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Editor’s Note

APRIL 2017

WHEN THREATS
BECOME REALITY

yberattacks and data breaches are once again the top two threats to business

continuity in 2017, according to the latest Horizon Scan Report, pub-

lished by the Business Continuity Institute in association with the British

Standards Institute. Nearly 90 percent of the 726 responding organizations
from 79 countries report they are concerned about the possibility of a cyberattack,
while 81 percent of respondents say the same about a data breach. According to the
report, the eight other top threats are: unplanned IT and telecom outages, security
incidents, adverse weather, interruption to utility supply, acts of terrorism, supply
chain disruption, availability of key skills, and new laws or regulations.

Such threats can test an organization’s resiliency. Risk Management magazine
recently presented a list of 30 actual risk events that occurred last year. The “Year
in Risk 2016” shows how broad the spectrum of threats is. For example:
© A massive denial of service attack blocks access to dozens of websites, including

Reddit, Twitter, Amazon, and Netflix. The hacker’s identity is still unknown.
© The U.S. federal government declares a state of emergency in Flint, Mich., after

unsafe lead levels are found in the water supply. Five local and state government

officials resign or are fired, and criminal charges are filed against nine others.

© Following foodborne illness outbreaks at Chipotle Mexican Grill that sick-
ened hundreds of customers, sales are down and the restaurant’s stock price
has dropped nearly 50 percent since its August 2015 peak.

© Terrorist attacks kill more than 340 people in a shopping center bombing in

Baghdad; 87 people in the Bastille Day massacre in Nice, France; 49 people

in a nightclub shooting in Orlando, Fla.; and 35 people in a train station

bombing in Brussels— sadly, to name just a few.
© InJune, 52 percent of U.K. voters elect to leave the European Union. It is
yet to be seen how Brexit will affect commerce and trade.
Business resiliency is all about the organization’s ability to quickly adapt to risk
events such as these while maintaining continuous operations and safeguarding
its employees, assets, and brand equity. In this month’s cover story, “Resilience
Through Crisis,” author Mike Jacka takes a comprehensive look at internal audits
role in business resiliency— from crisis plan development, to plan implementa-
tion, to post-crisis analysis. In a world full of risk, internal audit can take a proac-
tive role in organizational well-being,.

On a separate note, welcome to Charlie Wright, our new “Risk Watch” contrib-
uting editor. Wright is director, Enterprise Risk Solutions, for BKD LLP in Okla-
homa City. He replaces Paul Sobel, who has contributed his time and expertise to the

department since 2008. Thank you, Charlie and Paul!
@AMillage on Twitter
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Reader Forum

WE WANT TO HEAR FROM YOU! Let us know what you think of this issue.
Reach us via email at editor@theiia.org. Letters may be edited for clarity and length.

Ensuring Credibility

It is absolutely true that “If internal
audit wants to ensure true credibility
with its stakeholders, we must look
inward.” The report preparation and

review process does take a lot of time.
But, this is the one tangible product
that we deliver (for the auditees,
board members, our peers, etc.).

So it’s important to get it right. My
senior manager says that workpapers
can be perfect, ticking and tying
down to the penny and explaining the
process and players thoroughly, but

if the report is inaccurate, it doesn’t

matter. At the same time, it’s impor-
tant to be efficient.

Before I get too heavy into prepar-
ing a report, I look at similar findings
from past reports and institutions to
see if prior wording/terminology can
be used to achieve all of the elements of
the finding and recommendation I am
writing for the current report. It’s also
good to have a peer who has worked
with a manager or institution before,
and can anticipate questions, do a
quick review of your draft report.

SYED OWAIS RIZVI comments on Mike
Jacka's “The Beam in Internal Audit's Eye”
(“The Mind of Jacka,” February 2017).

Collective Unease

I must say, you wrote this blog post at
the right time. Currently, all across the
globe, there is lots of confusion and
feelings of uncertainty due to President
Trump’s policies. This is definitely
shaking the confidence of internal

auditors everywhere.

BHALCHANDRA BALSHETWAR
comments on the Chambers on the
Profession blog post, “What Will the Trump
Era Mean for Internal Auditors?”

Embedding Compliance

This is an excellent article. I am cur-
rently building an internal audit
department. I plan to use this guid-
ance in establishing the function,

so compliance is embedded in the
design with no additional compliance
efforts required over and above what
we define with management and the
board. Additionally, I am considering
having a quality assessment bench-
mark performed by The Institute after
the first year to make sure we are on
course, rather than waiting to do it in
year five.

THOMAS BISHOP comments on
Christine Hovious’ “Breaking Down the
Standards” (February 2017).

Falling Asleep at the Wheel

NCI is one of many government
contractors where there are flaws or
weaknesses in their financial man-
agement systems. The interesting
part is that the awarding agency, in
most cases, falls asleep at the wheel
of enforcement of the requirements
regarding the establishment of an
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effective financial management sys-
tem. From my experience, both the
government agency and contractor
have the mentality that as long as
the project or service is provided,
who cares? This mentality needs to
change because fraud, waste, and
abuse tend to follow.

FREDERICK LEE comments on
Art Stewart’s “The Out of Control
Contractor” 'InternalAuditor.org,
February 2017).

Balancing Act

Just the definitions of factand truth
are very challenging to communicate
because most people aren’t familiar

with how to construct a logical argu-
ment. Auditors naturally prepare a
list of facts (statements) and then
make recommendations (claims,
opinions, or conclusions). The fac-
tual statements should not be in dis-
pute, although the recommendations
may have lively debate with smart
people disagreeing.

A fact can be independently
verified and everyone should be able
to agree on it. It merely exists and
should not be conflated with “truth
as you said. If there is a dispute, it

»

isn't a fact, it’s something else.
In sum, either a fact exists or it
doesn’t. Opinions are either true or

&2 COLUMBIA UNIVERSITY

UNDERSTAND RISK
Decision Making

[dentification
Quantification

Messaging

false, but we don’t
always know for
sure. Facts and
VISIT
InternalAuditor.

org and click on
the Voices section

opinions have to
be stated very
precisely to allow
evaluation. As the

1 el to read the
ate—.great Danie latest blogs
Patrick Moynhan and leave your
is reputed to have comments.

said, “You are
entitled to your own opinion. But you
are not entitled to your own facts.”

FARCASTER comments on the Chambers
on the Profession blog post, “There Is No
Room for Fake News or Alternative Facts in
Internal Audits.”

ENTERPRISE RISK MANAGEMENT

Columbia University has developed a portfolio of offerings in Enterprise Risk Management
(ERM) that will prepare risk professionals in public and private organizations with knowledge
of ERM practices, tools, and techniques, and an ability to adapt the appropriate ERM framework
to integrate properly with existing risk infrastructure.

MAY

]5 MS Fall 2017 Application Deadline

APRIL 2017

Learn more SPS.COLUMBIA.EDU/ERM2017
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Who Are Internal Auditing’s Future Leaders?

What defines an
extraordinary
Internal auditor?

Innovation, integrity, knowledge, and
passion, among other qualities. Do you
know a high-performing internal auditor
who possesses the traits to become
tomorrow’s thought leader? Acknowledge
their dedication and nominate them today.

Internal Auditor magazine will recognize up-and-coming
internal audit professionals in its annual “Emerging Leaders”

article in October.

Nominate by May 12, 2017, at www.InternalAuditor.org.

*Matt KOZLOWSKI

Jaimie
YANG
Roland
STAUTZENBERGER

Ann GRIPENTOG
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Disclosing anti-corruption data... Pulse report highlights overlooked risks...
The risk of acting on fake news... Corporate cyber risk defenses down.

BRAND DAMAGE PAIN

Reputation loss can be an ongoing,
unpredictable risk to address.

rganizations most fear damage to

their brand (63 percent) as a result

of having a nonexistent or poorly

executed risk management pro-
gram, according to The Imperative to Raise
Enterprise Risk Intelligence, a recent survey
conducted by the Ponemon Institute and
sponsored by RiskVision, an enterprise risk
intelligence company. Following brand dam-
age are security breaches (51 percent), busi-
ness disruption (51 percent), and intellectual
property loss (37 percent).

“Expenses around compliance, cus-

tomer attrition, and negative public relations

incurred due to resulting loss of brand and
reputation are ongoing, sometimes dragged
out for months or even years, and are much
more difficult, if not almost impossible, to
predict or gauge,” Larry Ponemon, chairman
and founder of the Ponemon Institute, says.
“While security breaches are costly to detect
and remediate, the costs are finite.”

Of the 641 individuals involved in
risk management activities who were sur-
veyed, 83 percent say managing risk is a

three-fourths of organizations lack a clearly
defined risk management strategy or they
have one that isn't applicable to the entire
organization. This represents a disconnect
in organizations’ desired risk practices and

: OBJECTS OF MALICE
: Three common attacks

¢ targeted internet-connected
¢ devices in 2016.

Man-in-the-middle

Attack (intercepted
communication)

Malware

: Source: Pwnie Express, The Internet

L . * of Evil Things report
significant commitment for them. However, :

FOR THE LATEST AUDIT-RELATED HEADLINES follow us on Twitter @laMag_IIA

APRIL 2017

INTERNAL AUDITOR


http://theiia.texterity.com/ia/april_2017_internal_auditor/TrackLink.action?pageName=11&exitLink=http%3A%2F%2FSHUTERSTOCK.COM
http://theiia.texterity.com/ia/april_2017_internal_auditor/TrackLink.action?pageName=11&exitLink=http%3A%2F%2FSHUTERSTOCK.COM

Practices/Update

Z

Fraud costs U.K.
businesses an estimated

£125 hillion

(US$155 billion) annually,
with average losses up 43%
since the 2008 start of the
worldwide recession.

Globally,
the US$4.39 trillion
estimated financial
cost of fraud is

2/3 greater
than the U.K.’s gross
domestic product.

“In every sector in every
country, fraud has a
serious and detrimental
impact on the quality of
life,” says Jim Gee,
partner and head of
Forensic and Counter
Fraud Services
at advisory firm
Crowe Clark Whitehill LLP.

Source: Crowe Clark Whitehill and
the University of Portsmouth Centre
for Counter Fraud Studies, The
Financial Cost of Fraud 2017.
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VISIT InternalAuditor.org to view a video about the
2017 North American Pulse of Internal Audit Report.

what they can realistically achieve. Other key

report findings include:

» Only 14 percent of respondents say
their organization’s risk management
process is effective.

» Just over half of organizations don’t
have a budget for enterprise risk
management.

» The top three barriers to achieving
risk management goals are lack of

resources (44 percent), complexity

(44 percent), and the inability to get

started (43 percent).
The report also notes that raising enterprise
risk intelligence can be achieved by break-
ing down silos and encouraging collabora-
tion. Fifty-three percent of respondents say
finance, operations, compliance, legal, and
IT operate in silos when it comes to manag-
ing risk. —S. STEFFEE

ANTI-CORRUPTION DATA
REMAINS UNDISCLOSED

lobal anti-corruption watchdog

Transparency International (TT)

says in a new report that bank

regulators need to publish more
information about banks” compliance with
anti-money laundering laws. Sharing this
data would give citizens and businesses
confidence that corrupt individuals and
organizations do not use the global bank-
ing system, TT concludes.

The report, Top Secret, shows that
information about authorities’ anti-money
laundering efforts is only partially avail-
able across the 12 countries assessed. Only
four countries publish the total number

Countries are keeping
financial crime data
to themselves.

of sanctions applied to
banks for money laun- i
dering failures, and only
two provide informa-
tion about anti-money
laundering extradition
requests. Across all 12
countries, just over one-
third of anti-money
laundering indicators are
disclosed fully.

“Mistrust of banks will continue unless
people know they are working on their
behalf and not for the corrupt,” says T1
Chair José Ugaz. —D. SALIERNO

-

1

FOUR RISK AREAS IN FOCUS

¥

Pulse report sees
opportunity in auditing
overlooked risks.

hief audit executives
(CAE:s) could boost
management’s
confidence
in internal audit
by filling an
assurance
void in often-
overlooked

areas, notes the 2017 North
American Pulse of Internal
Audit report from The IIA’s
Audit Executive Center.
One of those over-
looked areas dovetails with
the growing public
concern about
misinformation.
Two-thirds of
the 538 North
America-
based CAEs,

internal audit directors, and
senior audit managers who
responded to the survey

say communicating errors
and other misinformation
about company performance
through channels other than
financial reports is a high risk
to their organization. Yet,
just 9 percent say their audit
function covers this risk in
their audit plan, according to

IMAGES: TOP, XTOCK / SHUTTERSTOCK.COM; RIGHT, VICTOR TONDEE /
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the report.
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Practices/Update

Another costly risk area

is environmental, health,
and safety (EHS), the
source of more than US$13
billion in federal govern-
ment fines for U.S. orga-
nizations in 2015. Despite
such potential costs, only
48 percent of respondents
say they include EHS risks
in their audit plan. Boards
and audit committees are
more likely to receive such
assurance from the risk
management or compliance
functions, or from a special-
ist EHS audit function.

CAFs should find the
courage to take on these and
other risks, the report advises.
“Courage is a character
trait many top audit leaders
exhibit, not just in dealing
with the pressures inherent to
the job, but also in address-
ing areas that may be taboo
or historically overlooked,”
says IIA President and CEO
Richard Chambers.

One area where some
internal audit functions have
been forward-thinking is data
analytics. More than 40 per-
cent of respondents say their
internal audit department
always or frequently uses data
analytics in its audits.

On the other hand,
interpersonal communi-
cation tests many CAEs
resolve. Thirty-six percent
of respondents say negative
interpersonal exchanges with
others in their organiza-
tion happen sometimes or
frequently. Among those
respondents, 35 percent say
such exchanges would affect
the ability to conduct an
audit. —T. MCCOLLUM
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THE AGE OF MISINFORMATION

Being able to trust an information source is critical to decision-making,
says Todd Bialick, PricewaterhouseCoopers’ trust and transparency leader.

B

What risks do fake news and misinformation create for
organizations? The volume of information available to orga-
nizations increases the risk of some of that information being
inaccurate or incomplete. While it can’t be assumed that all
information is wrong, better measures need to be taken to ver-
ify it when making important management decisions. Trusting
the source of information, and being able to show that it is veri-
fiably accurate, is critical to effective decision-making. Acting on
U misinformation can inhibit the organization’s ability to not only
effectively execute on its strategy, but also could lead to potential compliance-related issues.

How can organizations verify that they’re not acting on misinforma-

tion? Developing a formal approach to verifying data and information is key to

helping organizations make better-informed decisions. Whether information is VISIT
coming from traditional media, social media, third-party vendors, or custom- InternalAuditor
ers, aggregating and triangulating all of the data sources using dashboards and  .org to read an
visualization tools that pull from different traditional inputs and structured and ~ extended interview
unstructured data sets can allow businesses to make more informed decisions. ~ With Todd Bialick.
Social scanning and customer feedback are other ways that organizations can better posi-
tion themselves to interpret information, assess its accuracy, and respond quickly to issues.

COM PANI ES FTSE 100 firms anticipate

cyber risk, but keep their

OFF GUARD defenses down.

Reporting in the U.K. That lack of readiness
is glaring at the top, where only 10 percent of
companies delivered cyber risk training to their
board last year. Just 5 percent have a director
with technology or cybersecurity experience.

“The time is coming when boards
will want greater expertise and experience
around the table for specialist areas such as
technology,” says Deloitte Vice-chairman
William Touche in the report.

Beyond the boardroom, 27 percent of
companies identified a person or team that is
responsible for cybersecurity, and 5 percent
Ithough most U.K. FTSE 100 com-  have insurance against cyber risk. Most com-

panies identify cyber risk as a prin- panies disclosed that they have cyber contin-

cipal risk in their annual reports, gency, crisis management, or disaster recovery

few are preparing for such threats, plans, but only 58 percent say they have tested
according to Deloitte’s analysis, Cyber Risk these plans. — CLAUDIA GESIOTTO
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Back to Basics

BY CHRISTINE HOGAN HAYES

EDITED BY JAMES ROTH + LAURA SOILEAU

WORK SMARTER, NOT HARDER

Managers can

use a framework
to help guide
employees toward
more productive
work and improved
communication.

he phrase “work

smarter, not harder”

encourages an

increase in produc-
tivity and efficiency. It can
motivate an employee to
identify the most important
and necessary tasks and
execute them with accuracy
and completeness while
eliminating from one’s day
the unnecessary activities
that add no value.

But without action
steps to work smarter, the
phrase lacks substance.
Through the identification
of the root cause, a man-
ager can devise a specific
solution to the barriers
the employee is facing and
possibly eliminate such
roadblocks. The following
framework can support the
struggling employee and
identify the root cause of
the problem, strengthen
the employee/manager
relationship, encourage
thoughtful and honest
conversation, and promote
collaboration between the
two parties to identify

relevant solutions. The
framework may also posi-
tively impact other auditors
in the department, as well as
departmental stakeholders.

Acknowledge the problem
If an employee has been
behind and missing dead-
lines or has been putting

in long hours, it is time to
come to an agreement that
he or she is experiencing a
roadblock and his or her
current approach is not sus-
tainable for the long term
(i.e., burnout). At this stage,
validation from a manager
can be encouraging.

Appreciate the employee
Thanking an employee for
his or her hard work can be
meaningful. Recognition of
the time and effort already
expended helps promote

a constructive dialogue.
The long hours may be
indicative of an employee
who cares about his or her
work product, but may not
know the best way to get
that valuable work product

completed. An employee
who displays this level

of dedication is one the
department wants to retain.

Identify the root cause
Though an employee may
be able to define the prob-
lem, there may be other
obstacles at play that he
or she is not defining as
obstacles. The employee
should walk through a typi-
cal day— or week—with
his or her manager to
determine which tasks and
activities the employee is
completing and not com-
pleting. This conversation
should be treated like a
typical internal audit walk-
through, with a thoughtful
mix of open-ended and
closed-ended questions,
such as:
© What deliverables is he

or she producing?
© What is he or she

requested to perform?
© What is the esti-

mated time it takes

to complete each

task? For example, if

SEND BACK TO BASICS ARTICLE IDEAS to Laura Soileau at Isoileau@pncpa.com
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an employee is a junior- or entry-level associate, the
demands and pressures placed on him or her by the
senior or supervising auditor while on an engagement
may be enlightening—and surprising.

Define the roadblock After discussing a typical day or
week, the employee’s responsibilities, challenges, and
habits should become more clear. At this point, it may

be possible to identify what is holding the employee

back from working efficiently and productively. Ask the
employee what is holding him or her back. If the response
doesn’t align with the manager’s thoughts, continue to ask
the why and how questions. Once the issues are clearly
identified, encourage the employee to think of them as
roadblocks. Most roadblocks can eventually be cleared;
for those that can’t be (e.g., permanent road closure),
there is always an effective detour (e.g., a reasonable and
realistic solution).

Devise a solution Once the roadblock is defined, a solution

can be determined and implemented. Three of the more com-

mon solutions are listed below. Depending on the roadblock,

however, a different solution may be more effective.

© Training—Is this employee new to the company?
Maybe he or she is confused about the company’s
systems or industry terminology. Is this employee

© Resource allocation—Has the employee taken on
too much? Maybe he or she volunteered for too many
projects or is performing work that is above the knowl-
edge, skill, and experience of his or her ability? Lighten
the employee’s workload and frame it positively. One
way is to explain to the employee which tasks are the
most important. Once these tasks are completed timely
and accurately (and the associated skills are mastered),
other projects can be added to further develop the
employee’s skills. Another way to frame it positively
might be for the manager to share with the employee
whether he or she has been in the same situation.

© Process improvements—One or more of the inter-
nal audit processes may be inefficient. Sometimes new
employees can see this, whereas experienced employ-
ees are accustomed to doing things a certain way and
don’t recognize the inefficiencies. There may be time-
consuming deliverables that are either not necessary or
duplicative, and there may be opportunities to improve
and streamline processes.

The solution of process improvements requires
management to identify the full population of tasks
that are completed within the department and evalu-
ate whether each task is necessary and not duplica-
tive. However, once process improvements have been
implemented, it may increase not just the employee’s

efficiency, but that of other team

members within the department.

Circle back Checking back in with
the employee may be the most impor-
tant step. Was the solution effective?
How does the employee feel about the
solution? Monitoring the employee’s

new to internal audit? Maybe he or she is confused
about a particular internal audit process. Connect
the employee with the specific resource that can
assist him or her in learning and development. The
resource may be someone within internal audit,
within the company, or external to the company, but
should be someone who has the knowledge and can
teach the skill effectively. The best option would be
someone who came from a similar background as the
employee (e.g., external hire), who previously experi-
enced such a roadblock (e.g., help with the company
systems), or has achieved success (e.g., a systems sub-
ject matter expert). Working with this type of mentor
can provide much needed reassurance that success

is attainable.
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progress through regular one-on-one
meetings helps to ensure that the solution is operating as
intended, and it continues open lines of communication
between the manager and employee. And if the solution is
not operating as intended, a determination can be made
for why it is not and what can be done differently.

The framework provides an outline that can support
hard-working team members who may need an encour-
aging conversation and guidance on how to implement
such a strategy. By guiding employees in the direction
of working smarter, it is more likely that companies will
retain employees while seeing an increase in productivity
and morale.

CHRISTINE HOGAN HAYES is a senior internal audit specialist
at Plymouth Rock Management Co. of New Jersey in Red Bank.
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BY KEVIN LEUNG + JASBIR SINGH EDITED BY STEVE MAR

THE DATA MUSEUM

Internal audit can
provide greater
insight by compiling
organizational

data in structured Curating Data

ore packets of data ~ Canada Revenue Agency’s

exhibits.

VISIT

to read an
expanded version
of this article
with examples of
the CRA's SQL
queries of its
data museum.

pass through the

internet than there

are grains of sand
on the earth. Some organiza-
tions have already recognized
the great potential that lies
hidden within their opera-
tional and administrative data
stores. For that reason, data
management and data quality
are among the most impor-
tant considerations for busi-
ness intelligence practitioners.
However, practitioners must
spend most of their effort on
curating, cleaning, and pre-
paring data before they can
glean any meaningful infor-
mation through analytics.

Increasingly, internal
audit functions also are
expected to use data analytics
to tap into their organiza-
tion’s data stores. To do
so, auditors need a way to
understand, structure, and
catalog that data so it tells
a story. In the words of the
movie hero, Indiana Jones,
“it belongs in a museum.”
Internal auditors and

data analysts within the

(CRA%s) Audit, Evaluation,
and Risk Branch (AERB)
are adapting data warehous-
ing principles to create a
data museum to support
internal audit engagements.
This database environ-
ment contains useful data
curated from various sources
to describe historical and
current performance levels
of CRA operations and
administrative activities. The
data museum is intended
to support a wide variety of
engagements at any given
time, and could increase
internal audit intelligence.
Internal auditors, pro-
gram evaluation analysts, and
risk managers will be able to
browse the data museum,
helping them provide more
insight, oversight, and fore-
sight for the entire organiza-
tion. The data will be easily
accessible in a format that is
ready for analysis, and audi-
tors will be able to browse
through the relevant exhibits
to gain insight into the con-
trols they are examining,

In setting up a data mus-

eum, internal audit depart-

ments need dedicated

“archaeologists” to discover

and curate new data sources.

These individuals select data

sets to add to the museum

based on four criteria:

© Relevance—Would the
data provide informa-
tion about internal
controls, identifying and
mitigating risk? Would
it help make data-driven
business decisions?

© Reliability—Is the data
relatively free from
integrity issues? Would
it be easy to prepare the
data for permanent dis-
play and use by auditors?

© Reusability—Will the
data be able to sup-
port a critical mass of
engagements?

© Rarity—Is the data cur-
rently unavailable in a
format that is ready for
immediate use?

In addition to curation,

the data museum relies on

thoughtful arrangement of

SEND ITAUDIT ARTICLE IDEAS to Steve Mar at steve_mar2003@msn.com
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exhibits into themes, similar to how traditional museums are
organized. Data are extracted from the CRA’s data warehouse
and source systems, assessed for value, and prepared and
made into exhibits that are displayed by theme for internal
audit use. Some data artifacts also can be reused in multiple
exhibits and categorized in other themes.

If a particular engagement requires new data, which is not
available, then a new exhibit can be created. If the new exhibit
proves to be reusable for future engagements, then it can
become part of the data museum’s “permanent collection.”

The HR Exhibit
One of the exhibits in the CRA’ internal audit data museum
contains information about all employees within the agency.
The human resources (HR) exhibit is a curated set of data
tables from the CRAs HR database, which was prepared and
loaded into the museum. These tables include employee status,
personal information, payroll, time reporting, and assignment.
In setting up the exhibit, the AERB studied the structure
of each table and the relationships among them, allowing the
department to automate some aspects of data preparation
and maintenance. It used Microsoft SQL Server Integrated
Services to extract, transform, and load the data, which is
refreshed regularly. The department also continues to search
for and add new artifacts to the exhibit to keep it relevant,
which enables internal auditors to retrieve recent information
about any employee or groups of employees.

Using SQL The fastest way to start exploring the AERB’s
HR exhibit is to run query statements using Structured
Query Language (SQL), which selects records from the
exhibit and can be exported into reports. Basic SQL state-
ments are not difficult to formulate, and some of the depart-
ment’s internal auditors are already using them to browse the
exhibit to access, analyze, and review its data.

Internal auditors can use the information in the HR
exhibit as evidence in support of engagement observations and
findings. There is also potential to uncover risks to achieving
control objectives through trend analysis and data analytics.

Tools In addition to using SQL statements, there are other
means to browse and analyze the HR exhibit. Because the
data museum resides on a platform that supports Open
Database Connectivity, auditors can connect to the data with
more sophisticated analysis tools as well as import data into
traditional audit tools.

For data visualization and advanced reporting, auditors
can establish a direct connection to the data with Microsoft
SQL Server Reporting Services. For simple reporting, audi-
tors export the results of queries to Excel. The flexibility of
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the AERB’s environment will also allow the department to
consider using other data visualization tools.

A Horizontal View A horizontal view of an organization can
be achieved by exploring the various exhibits within a data
museum holistically. For example, the AERB’s HR exhibit
could be explored along with a financial transaction exhibit.
If high-risk transactions are found within some organiza-
tional units, further analysis of HR data could determine
whether there is a sufficient number of employees with vari-
ous roles to achieve effective segregation of duties.

Gaining Insight

Establishing a data museum can give internal audit depart-

ments insight from the vast amounts of data within their

organization. To get started, they should:

© Take stock of recent engagements and determine
whether there are any frequently used domains of data,
which can be formed into exhibits.

© Decide on an environment to house the museum.
Choose a relational database system that will meet
internal audit’s needs.

©  Start small. Design the first exhibit, and understand the
business line and corresponding data repository. Decide
which tables and data fields the department should keep.

© Learn how to write basic SQL statements. This will
allow auditors to “interview” the exhibits within the
data museum.

© Ensure audit trails and logs have been activated so
browsing activities comply with internal security poli-
cies. Leverage this ability to validate whether manage-
ment follow-up occurred.

As an integral part of the internal audit strategy, a data

museum can give auditors insight into the functioning of

controls, the achievement of business objectives, and the

identification of risk. Information extracted from queries

also can help auditors scope audit programs appropriately.

Auditors can perform more sophisticated analytics on the

data during the audit testing phase as well as during audit

follow-up to assess whether management action plans

resulted in improvements. If the data museum is visited reg-

ularly—independent of any particular engagement— then

the information could be used as input into risk-based

audit planning activities, helping to increase overall internal

audit intelligence.

KEVIN LEUNG, CIA, CPA, CMA, is an internal auditor and data
analyst at the Canada Revenue Agency in Ottawa, Ontario.
JASBIR SINGH, CISA, is an internal information systems auditor
and data analyst at the Canada Revenue Agency.
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Risk Watch

BY BRIAN BARNIER

EDITED BY CHARLIE WRIGHT

THE MANY FACETS OF RISK

Internal auditors
need to consider
the variety of
perspectives
business
functions have for
managing risks.

eeding the world is the
great legacy of Cyrus
McCormick, whose
invention of the
mechanical grain reaper in
1832 was the first harvesting
productivity improvement
in 1,000 years. Shortening
harvesting time decreased
the risk of missing the nar-
row window for harvesting
ripened grain. To grow sales,
he produced reapers of higher
quality than competitors.
Perhaps a greater innovation
was the widespread introduc-
tion of equipment financing
to enable farmers to buy a
reaper before they received
the money from their harvest.
For this, McCormick had to
manage credit risk.
McCormick’s innova-
tions illustrate that risk
always has been a multifac-
eted concern for companies,
with each facet’s methods
refined over time. Practically
every role in any organization
is directly or indirectly related
to risk management. Differ-
ent industries and professions
have long-standing methods

for managing risk. To be con-
versant in how the organiza-
tion addresses risk, internal
auditors navigating today’s
complex and interdependent
business environment must
be able to understand the
risk management views and
calculations used by many
different disciplines.

Many Perspectives

Over time, organizations
have created a plethora of
functions that manage busi-
ness risks from their own
point of view.

Product and Market
Research Researchers look
at risk by product or mar-
ket life cycle. For example,
missing customer needs,
mistakes in product design,
poor messaging, insufficient
trial or repeat purchases,
product extensions, upgrades,
and delays in discontinuing

a product are all risks that
product managers routinely
face. Mathematically, a key
formula is “expected value of
perfect information.” Product

managers are constantly ask-
ing themselves, “What is the
risk (probability) of missing
an insight if we don't invest
more in research?” New Prod-
ucts Management by Metle
Crawford and Anthony Di
Benedetto is a key resource.

Strateqgy and Competitive
Analysis Strategic profes-
sionals look at risk in stark
terms— the potential of hav-
ing business value diminished
by failing to understand
dynamics in competitors,
customers, and products
(including substitutions).
They are constantly asking,
“What am I missing?” and
looking for ways to over-
come structural blindness.
For strategists, the risk that
springs from change creates
opportunity. Taking risk

and managing it better than
competitors is the ultimate
competitive differentiator.
This is illustrated by popular
books such as Jim Collins’
How the Mighty Fall, Harold
Evans’ They Made America,
and Peter Diamandis’ Bo/d.

SEND RISK WATCH ARTICLE IDEAS to Charlie Wright at charliewright.audit@gmail.com
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Financial Management A central responsibility of finance

is to allocate capital to the best investments. Two frequently
used formulas for guiding these investment decisions are net
present value (NPV) and options modeling. NPV is the more
popular of the two. The numerator in the NPV formula is the
risk-adjusted return of a proposed investment. The denomi-
nator is the overall or average risk-adjusted cost of capital to a
business or business line. Both the proposed investment and
average NPV include the time value of money. If the pro-
posal’s return is better than the average, the decision criterion
is to fund the project. Options modeling extends NPV by
breaking an initiative into phases. At each phase, the ques-
tion is asked, “What is the probability that the value of the
business options for action created by funding the initiative is
greater than the cost of funds?”

Operations Management Operations managers use a huge
tool kit of risk-balancing equations. One of the most basic
equations is the “economic order quantity” (EOQ), which
centers on stock-out risk. For example, if too much of a per-
ishable product is ordered, it expires and is wasted. If too little

won't perform as expected? Reducing this risk is the reason
organizations engage expensive consultants to conduct per-
sonality surveys, emphasize employee benefits and retirement
plans, and create on-boarding plans.

Quality Management Quality and risk are closely related.
Quality is about the probability that products will meet expec-
tations. Risk is about the probability of a defective product.

The Common Thread

For all their differences, these business disciplines share many

risk-related concepts and assumptions. A common thread run-

ning through their risk management processes relates to the

use of mathematical concepts, which have been refined over

many decades. For all of them, math based on probabilities is

central to managing risk. Other common ground includes:

© Managing risk is needed to enable taking risk—some-
times huge risk— to achieve objectives.

© Risk resides in a dynamic world of change, complexity,
and fatigue. These are the three catalysts of risk.

© Each process requires an appreciation of systems,

interconnectedness, and the need to

understand deep root causes and pro-
cess interactions.

© Asking “what if?” with scenario
analysis is the heart of managing risk.
© Decisions seek to optimize risk and

is ordered, sales opportunities are lost. To calculate the EOQ
given risk, this formula includes factors such as delivery time,
cost of capital, and cost of storage space. Bar code check-outs
have become important because they provide more precise
data to calculate EOQ to manage stock-out risk.

Marketing Execution and Sales Management “What will
be the year, quarter, month, week, and day-end sales?” This is
the critical question from marketing and sales managers. Fore-
casting is vital to allocating marketing and sales resources as
well as ordering the right quantities of the right products for
the right locations. A key risk management method is analysis
of the marketing-sales funnel. In the new world of online
sales, “clicks” funnel stages include people aware of a product,
aware of a seller, visiting a website, clicking around, putting a
product in a shopping cart, ordering, ordering again, and tell-
ing their friends. Today’s forecasts are cascades of probabilistic
equations tracking the clicks through online shopping chains.

Human Resources Hiring and resource planning, from

the initial job posting to the interview and selection process,
is about risk management. What's the risk a job candidate
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return.

© The roots of risk management are millennia old.

In short, appropriate risk mathematical and management
methods matter. Internal auditors, while rotating their focus
from one part of the organization to another, can observe and
learn from each role’s math and methods.

Cross-pollinating Risk

By learning from the risk methods in each business area, inter-
nal auditors can help cross-pollinate risk methods across the
organization. Opportunities to cross-pollinate include bridging
strategy and finance through the options modeling approach,
smoothing the flow of risk math from all business areas into
the risk calculation used inside options models or NPV,
streaming together the quality improvement and sales risk
analyses to make it more likely that quality will be free of cost,
and encouraging teams to come together in scenario analysis
workshops to more easily achieve shared business objectives.
Each bridge built could become financial value created and
personal trust earned.

BRIAN BARNIER is principal at ValueBridge Advisors in
Norwalk, Conn. and Burnt Oak Capital in London.
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Fraud Findings

BY JENELL WEST

EDITED BY BRYANT RICHARDS

LIFE OF LUXURY

A subsidiary
president takes
advantage of
minimal oversight to
embezzle more than
us$2 million.

andace Smith is a

member of the

internal audit staff

at Ace Ltd., a large,
diversified company with
subsidiaries in numerous
industries. While reviewing
prior audit plans, Smith
realized that one subsidiary,
CRL Ltd., had not been
subject to an internal audit
since its acquisition five
years before. When Smith
was reviewing the financial
results for CRL, she noted
that actual expenditures
were much higher than bud-
geted and historic figures.
She met with the chief audit
executive (CAE) and recom-
mended that this subsidiary
be included in the current-
year audit plan. The CAE
agreed with her assessment,
and auditors began to look
into CRL’s history.

CRL was founded by
Wayne Boyd when he was
in his early 30s. Boyd had a
larger-than-life personality
and earned a reputation for
lavishly entertaining custom-
ers and prospects. Seven

years after founding CRL,
he sold a majority interest to
Ace for more than US$30
million. He remained presi-
dent of the division, received
a generous salary, and was
given a US$500,000 annual
stipend to cover his enter-
taining expenses at his vari-
ous properties. He also had
access to a corporate credit
card and made frequent use
of his expense account.

Accounting and other
core business processes
remained under Boyd’s
control and were performed
by CRL personnel. Boyd
was used to having total
control over all aspects of
CRL, which allowed him
to play fast and loose with
the accounting records. He
regularly pushed his personal
expenses through the com-
pany. When Ace took over,
it implemented a budget,
but day-to-day operations
remained in the control of
Boyd and his family.

When the internal audi-
tors arrived, they identified
many over-budget accounts

and requested supporting
documentation. Many of the
supporting documents did
not appear to relate to either
CRL or Ace, but to Boyd’s
personal purchases. Internal
audit began to interview
CRL employees who were
hesitant to speak with Ace
representatives. While CRLs
accounting personnel were
not forthcoming, Boyd’s
personnel assistant, Mary
White, was a wealth of infor-
mation. She told Smith and
the other internal auditors
about Boyd and his personal
financial habits.

After the acquisition,
Boyd went on a spending
spree, buying a plane, hunt-
ing lodges throughout the
region, and a custom vehi-
cle made for his daughter as
a birthday present. Because
CRL was located 750 miles
away and its accounting
staff was segregated from
the rest of Ace, management
at Ace was unaware of these
extravagent purchases.

Boyd had numer-
ous groundskeepers and

SEND FRAUD FINDINGS ARTICLE IDEAS to Bryant Richards at bryant_richards@yahoo.com
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housekeepers who worked at his personal properties on
CRLs payroll. Over the course of two years, CRL paid its
staff US$610,000. Boyd also charged a variety of additional
personal property expenses to CRL for fish to fill his private
lake, a grill for cooking for clients, and a taxidermist for stuff-
ing animals killed on hunting trips with customers.

In addition to his wife and children, Boyd also had
a girlfriend. She received an annual salary from CRL of
US$175,000, though she didnt actually work for the com-
pany. In his attempts to conceal the relationship from his
wife, Boyd used his corporate credit card to pay for their
meals and travel. When his wife became wise to these tricks,
Boyd began to use his assistant’s credit card.

Boyd also used some of the proceeds from his windfall
to flip condominiums. He jointly owned some of these prop-
erties with a CRL employee who wrote a check to Boyd every
month for his portion of the mortgage. As Boyd became
desperate for cash, he stopped remitting those checks to the
mortgage company and pocketed the money. The employee’s
credit score declined dramatically. Later, Boyd refused to
pay any portion of the outstanding mortgage. Instead, he
arranged to have the employee’s pay increased to provide
additional funds to pay it.

When Boyd purchased the plane and hired a pilot who
didn’t know how to fly, he had CRL pay for the pilot’s salary
and training. He prepared invoices and billed CRL for all of
the flights, including those that were personal in nature. Fic-
titious invoices were submitted for flights that never occurred
and wages that were already being paid by CRL to generate
additional cash flow for Boyd.

Within five years, Boyd spent almost all of the money
that he received in the majority sale of his business, but
he continued to live a lavish lifestyle. When a collection
agency started calling his office and he was desperate for
cash, he began to use his business credit card and his assis-
tant’s to cover even more personal expenses. Boyd also
would submit duplicate reimbursement requests through
an expense report, despite the fact that they were already
on his corporate credit card. In an attempt to conceal his
fraud, Boyd damaged his receipts to remove the credit card
number listed on the bottom. In just two years, he charged
more than US$700,000 of personal expenses on CRLs
credit cards.

Thanks to the internal audit team, Ace realized that it
had a major problem with Boyd and CRL. Ace sent one of
its executives to CRLs headquarters to get things in order.
When the forensic accounting team was done evaluating
the records, it appeared that Boyd embezzled more than
US$2.2 million from CRL. He was terminated from the
company but no charges were filed.
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Lessons Learned

© When designing the internal audit plan, it is impor-
tant to ensure that riskier business units receive ade-
quate attention. In CRL’s case, there were many red
flags that should have drawn the internal audit team’s
attention sooner, including its geographic distance
from Ace, the recent acquisition, and the fact that
many key processes remained in the hands of CRL and
its former management.

© When performing their work, internal auditors should
consider interviewing employees and asking questions
about their company’s anonymous reporting hotline.
Do employees know about the hotline and do they feel
comfortable using it? Many employees at CRL knew
about Boyd’s fraud, but were unwilling to tell Ace until
Boyd was terminated.

© Internal audit should consider performing random
checks between personnel files and payroll records. All
employees receiving a paycheck should have a personnel
file. It is also important to perform periodic audits to
ensure that all employees are receiving the appropriate
rates of pay. Internal audit should determine if policies
exist that govern who is allowed to adjust compensation
and if those policies are being followed.

© Consider distributing paper paychecks (rather than
direct deposit) randomly. This practice would have
helped Ace identify ghost employees such as the girl-
friend, pilot, housekeepers, and groundskeepers.

© Internal audit should determine if employees with cor-
porate credit cards are also permitted to submit expense
reports. If so, it may be beneficial to test some credit
card purchases to determine if they are also inappropri-
ately included on expense reports.

© Internal audit should review the acceptable use policy
for all corporate-issued credit cards. This policy should
clearly state the consequences for misuse of the card.
Internal audit also should consider who was involved in
designing this agreement— was legal counsel involved
to ensure it is enforceable? If no such policy exists,
internal audit should consider making a recommenda-
tion to management about its adoption and design.

© When reviewing existing processes and procedures,
internal audit should determine if the accounts payable
staff has had adequate training to spot questionable
invoices. Internal audit should also evaluate the pro-
cesses for resolving unusual items.

JENELL WEST, CIA, CPA, CFE, is the former director of
forensic accounting at Rehmann Corporate Investigative Services
in Troy, Mich.
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CaseWare Analytics
recently met Erin Baker,
Data Analytics Program
Manager for the University
of Texas System Audit
Office, and discussed her
thoughts on data analytics.
Here are some highlights
from our conversation.

AUDITOR

Q: How much of a role does data
analytics play in your position at the
System?

A: First, in terms of structure, the UT
System consists of eight academic

and six health institutions, as well as a
System Administration component. For
this reason, the data analytics activities
that my team and | undertake are quite
large and extremely varied!

Our activities include everything from
assisting other audit departments

on how to use data analytics in
upcoming audits, to performing data
analysis in specific areas of a project
and then delivering those results for
further investigation. We also develop
customized analysis tools and scripts,
and act as consultants by providing
guidance on how other teams can
grow their use of data analytics.

Q: What do you most enjoy about
teaching others how to use data
analytics software?

A: | find it satisfying to see my students
get excited about IDEA’s capabilities
and how it can benefit them. Recently
| trained a department that was
struggling to compare two data sets
with more than 300 different numeric

fields from two different years. Their
electronic reports indicated that there
was an anomaly, but the description of
the issue was extremely generic and
diagnosing the source of the problem
was complicated and time consuming.

With just a few clicks in IDEA, we

were able to quickly identify all the
anomalies and reduce the time needed
to complete the project from days to
hours—or even minutes. It was the
coolest thing to watch as the auditors

| was training began to realize the
impact that IDEA could have on this
and other projects!

Q: What advice do you give to
anyone who is considering a data
analytics tool?

A: Have realistic expectations! Even
though IDEA is very easy to use, you
have to take the time to learn how
to use the software. You also have to
understand the meaning of your data
and be able to look at it in different
ways. You rarely receive your data in
a format that works for you, so be
prepared to convert the data into a
more usable format.

Start with some simple analysis to

get a few ‘easy wins' and learn about
the tool's capabilities. But don't limit
yourself! As you get more comfortable
with the software, you will discover
many things about what the data is
saying to you.

To learn more about how IDEA can
improve your audits, visit us at
www.casewareanalytics.com.
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DISASTER RECOVERY

n April 20,
2010, an
explosion at
the Deepwater
Horizon drill-
ing rig started
what is com-

monly referred
to as the BP oil
spill. Eleven people died and from four
to five billion barrels of oil leaked into
the Gulf of Mexico. During the ensu-
ing public relations nightmare, BP took
several questionable actions in terms of
its accountability, acknowledgment of
the accident’s seriousness, and release

of information to the public. The orga-
nization’s negative perception was rein-
forced by CEO Tony Hayward’s famous
comment “You know, I'd like my life
back.” Over the course of this industrial
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disaster, BP suffered considerable repu-
tational, legal, and financial damage.

Virtually every organization,
regardless of size, geography, or
industry, will face a crisis at some
point. The chances are it will not
be as significant as that faced by BP.
But it’s not a matter of if a crisis
will occur, but when—and to what
extent it will impact the business.
The ability to recover— the resiliency
to rebound from financial and repu-
tational fallout— depends on steps
taken well ahead of time to manage
the event and, most importantly, the
associated communications.

Internal audit can play an essential
role in crisis preparedness. With the
risks inherent in crisis management,
an audit of the process may be a given.
But internal audit can also provide

The ability

to weather
difficult times

is crucial to the
success— and
even survival—of
organizations.
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RESILIENCE THROUGH CRISIS

invaluable assistance by remaining
proactively involved throughout the
development and implementation of
any crisis management plans, and by
participating in post-crisis analysis.

CRISIS TEAM
The key to an organization’s ability to
recover from the impact of a crisis is
preparation. To ensure the organiza-
tion is prepared, a crisis team should be
established with responsibility for iden-
tifying potential crises, developing crisis
plans, and educating and training all
employees on how the plan will work.

As with any group responsible
for identifying potential risks and
related actions, the team will require
individuals with the skill to methodi-
cally work through potential issues and
resolutions. However, because the team
will be actively involved during crisis
management, members should also be
fast thinkers who can make quick, real-
time decisions.

The crisis team should be cross-
functional, with representation from
each major organizational division.

and compliance, to ensure regulatory
and legal issues are considered.

Internal audit should also be part
of the team. Although the auditors will
have to ensure they are not directly
involved in decision-making, which
could negatively impact their inde-
pendence, they can provide input to
help ensure the team is addressing the
appropriate issues.

CRISIS IDENTIFICATION

The team’s first responsibility is iden-
tifying potential crises. To understand
the circumstances that might lead to a
crisis, team members should conduct a
thorough review of external and inter-
nal influences that includes interviews
with employees and other stakehold-
ers. Based on its analysis, the team can
develop a set of scenarios to serve as the
foundation for crisis planning.

This is an area where internal
audit’s expertise can be invaluable.
Auditors can provide insights from prior
audits and work completed in enterprise
risk assessments. Moreover, internal
audit’s interviewing and process analysis

No crisis plan would be complete
without specifically addressing
communication protocols.

Because crisis management is about
communication, the organization’s pub-
lic relations group—whether in house
or outsourced —will play an important
role, as will the group responsible for
brand management (usually the mar-
keting department). And, while the
team does not need to include the full
executive management suite, it should
have at least some executive-level repre-
sentation. The team should also include
representation from areas such as legal
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skills can play an important role in crisis
identification and evaluation.

The crisis team should also identify
operational and communication issues
that might cause or contribute to a crisis.
It can then provide recommendations
for systems revisions that could impact
the potential for a crisis before it occurs.

In evaluating crises, the team should
be prepared for situations where the orga-
nization has not caused a crisis but is part
of an industry or territory where a crisis

is occurring. For example, within a week
of the U.S. Environmental Protection
Agency announcing that Volkswagen had
bypassed emissions control testing, Ford
Motor Co. President of the Americas
Joe Hinrichs announced, “We don’t use
defeat devices and we clearly understand
what it means from an integrity stand-
point to make sure our vehicles perform
on the road like they do in the lab.”
Being prepared to separate your orga-
nization from such events can be just as
important as preparing for its own crises.

CRISIS PLAN

Once potential crises are identified, the
team should develop a comprehensive
plan that provides a formal cadence for
the organization’s response. The plan
should define each person’s roles and
responsibilities, as well as the specific
processes and procedures to be followed
for each type of crisis. At the same time,
it should be designed to allow for the
flexibility necessary to respond to con-
stantly changing situations.

The crisis plan should include acti-
vation protocols: the events or situations
that cause the crisis plan to be put in
place. It should also provide a method
whereby all employees can report poten-
tial crisis situations. Because front-line
employees are often best positioned
to see the early indicators of a crisis
situation, providing them a reporting
method gives the organization a better
chance of getting in front of the situa-
tion—acting rather than reacting.

COMMUNICATION PROTOCOLS
Effective communication is fundamen-
tal to successful crisis management. In
fact, some organizations refer to the
crisis plan as the crisis communica-
tion plan. No plan would be complete,
therefore, without specifically address-
ing communication protocols.

Stakeholders Rapid contact with all
stakeholders—including employees,
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Fewer than halfof board members say their organization has the Capab| | |t| ES Or processes

to handle a crisis with the best possible outcome, according to Deloitte’s recent Crisis of Confidence survey.

THE PRISM OF PUBLIC PERCEPTION

Haeaaq
g nggd

ment is the impact of internal decisions on the public's percep-
tion of the organization. In particular, spending that is perceived
by the public to be "“lavish” can be the cause of serious backlash.

Any significant operational decision has a public relations component
and should be considered in that light. Financial decisions that seem to
make perfect sense in the boardroom may raise questions about the
board'’s ability to carry out its fiduciary responsibilities, eroding investor,
donor, or taxpayer support. For corporations, the bar for outrage can
be very high. But nonprofits and governmental agencies have a smaller
margin for error and need to maintain constant vigilance.

For example, in January 2016, CBS News reported on question-
able spending by the Wounded Warriors Project, including increased
expenses for conferences, travel, and public relations. A compelling
argument could be made that only part of the organization’s story was
told. Nonetheless, donations to the veterans' charity decreased signifi-
cantly after the report, and both the CEO and chief operating officer
were dismissed. Whether the public's perception was correct or not,
the incident underscores how internal decisions can be spread to the
public in a way that paints the organization in a bad light.

Strategic and tactical decision-making represents an area where
internal audit can have a positive influence. When conducting a review
of any area, auditors can step back and view key decisions through the
public's eyes. If they see the potential for anyone outside the organiza-
tion to raise questions, practitioners should bring it to the attention of
management and determine if any action is necessary. Moreover, the
chief audit executive should keep this topic front and center in discus-
sions with the board and audit committee.

O ne area often overlooked in discussions about crisis manage-

APRIL 2017

customers, vendors, and volunteers—is
essential. The plan should include
details on the notification systems used
for initial contact, as well as ongoing
updates. And while call trees are a fun-
damental part of any notification sys-
tem, the organization must be prepared
to use multiple modalities— emails,
texts, social media, etc. To ensure
timely and complete communication, a
comprehensive list of stakeholders” con-
tact information must be maintained
and constantly updated.

Perhaps most importantly, the
plan should describe how notifica-
tions and feedback will be coordi-
nated with executives and the board.
Details should include the format
for reporting, the information to
be included (e.g., customer impact,
financial impact, and media coverage),
and expectations of how often (usu-
ally daily) and when updates will be
received. Careful planning helps limit
the barrage of phone calls from execu-
tives seeking the latest information.

Spokesperson The single most
important aspect of crisis communica-
tion may be the organization’s official
spokesperson. The crisis plan should
identify who will act in this role, as well
as a list of backup spokespersons who
may be called on depending on the
situation, the location, and the avail-
ability of personnel. For example, if an
immediate response is needed at a loca-
tion before the official spokesperson
has arrived, a backup should already be
identified. The plan should also outline
restrictions placed on anyone else who
might be contacted for information.
The spokesperson must possess
the right skills and hold an appropri-
ate position within the organization.
Often, the responsibility falls to the
organization’s highest level of authority.
But if that individual lacks the necessary
communication skills, someone else at
the executive level should take on the
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RESILIENCE THROUGH CRISIS
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role. Many experts agree that BP’s Hay-
ward was a poor fit as the organization’s
spokesperson, and that any turnaround
in the dialogue with the public was the
result of Executive Director Bob Dudley
taking on the role.

Anyone who may be called upon
to serve as spokesperson should receive
in-depth training. Generally, training in
media interview skills is not a focus for
executive managers. And just because
someone can speak to a crowd effectively
does not mean he or she is prepared for
the media onslaught a crisis can elicit.
Training should come from professional
services, and it should be reinforced
regularly—to the point where the indi-
vidual falls into the spokesperson role

without a moment’s hesitation.

Media The crisis plan’s media-related
protocols should be twofold. First,
they should include guidance on crisis
response messages. Although complete

Crisis communicators should
immediately engage the media through
open and honest communication.

statements cannot be developed up
front, the organization should design
general messages tailored to the scenar-
ios developed by the crisis team that can
then be adapted after a crisis breaks.
Second, the plan should include
detailed information regarding mem-
bers of the media who will be involved
in communications, including televi-
sion, radio, print, and social media.
Rather than viewing the media as a
liability, crisis communicators should
immediately engage the media through
open and honest communication, using
them as a resource in managing the cri-
sis. If possible, the organization should

reach out to the media before the
media contacts the organization.
Moreover, the organization should
establish effective working relation-
ships with the media well before a crisis
occurs. Strong relationships will help
give crisis communications a firmer
footing and allow the organization
to identify individuals who may be
counted on to give a favorable, or at the
very least balanced, reporting of events.

VALIDATION AND UPDATES
Internal audit should provide validation
throughout the development and update
phases, providing assurance that a crisis
assessment has taken place, a compre-
hensive crisis plan has been developed,
training and practice activities have been
implemented, and alignment with the
initial assessment has been achieved.
While the organization may have in-
house crisis management expertise,
external experts should also be brought
in to provide additional knowledge and
an objective analysis of the plan. Valida-
tions—internal or external—should be
repeated every few years, or whenever
significant events warrant a new review.
The crisis team must constantly
update its analysis and adjust the plan as
necessary, and it should establish a sys-
tem that enables stakeholders to provide
input on potential issues. To facilitate
updates, the team should meet monthly,
or at least quarterly, to ensure emerg-
ing events are considered and the plan
reflects the most current conditions.

TRAINING AND PRACTICE
A crisis plan is useless unless people
understand when and how it should
be implemented. All employees should
receive training to understand their
roles and be able to implement the
plan flawlessly.

The organization should also
conduct crisis simulations. A set of
scenarios representing the broad range

of potential crises should be developed,

APRIL 2017


http://theiia.texterity.com/ia/april_2017_internal_auditor/TrackLink.action?pageName=30&exitLink=mailto%3Amichael.jacka%40theiia.org
http://theiia.texterity.com/ia/april_2017_internal_auditor/TrackLink.action?pageName=30&exitLink=mailto%3Amichael.jacka%40theiia.org

Just over 500/0 of senior EXECUtIVES say their organization takes steps to ITIO n ItOI’

for reputational risk issues, according to Standing Partnership’s 2016 Reputational Risk Report.

TONE OF COMMUNICATIONS

eople do not remember the specifics of a crisis as much as they
Premember the organization's response. Accordingly, the success or
failure of crisis management often hinges largely on communication.

In most cases, successful crisis communication starts by saying “I'm
sorry,” and saying it with candor, sincerity, compassion, sympathy, and
even embarrassment. This is, in part, why the spokesperson’s training is
so important—without understanding how best to deliver the message, it
can far too easily ring false.

The response to the crisis must be prompt—a public acknowledgement
of what has occurred—or rumor and innuendo will fill the gap. Commu-
nication must be honest (no spin) and provide as much explanation as is
available. It should answer the basic reporter questions—who, what, why,
when, where, and how —sharing as much about the error or oversight as is
known. If nothing is known, then this should be admitted.

The organization should publicly commit to taking specific, positive
steps to address the issue and emphasize its commitment to doing what is
right. The actions that follow must support those statements, without any
signs of waffling. As those actions are taken, the organization should com-
municate what has been accomplished, what is left to achieve, and how it
will be done.

This approach may not be popular with some, particularly many legal
experts, but crisis management experts contend it is the best way to man-

age negative events. And it is the best way to bring the company back

from its reputation nightmare.

and personnel should be run through
the full gamut of these experiences. This
exercise will prepare employees to act
quickly, decisively, and accurately, while
maintaining the flexibility necessary dur-
ing an actual crisis. The simulations also
provide an opportunity to identify plan
improvements before a crisis occurs.
Internal audit should take a role
as observer in all simulations. It should
provide assurance the plan is work-
ing as designed, and, when activated,
is providing complete coverage for all
potential issues.

THE CRISIS OCCURS

If a comprehensive crisis plan has been
developed, tested, and fully integrated
within the organization, members of the
organization should be able to execute
it with little hesitation. The effects of
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the crisis, while still impactful, should
be greatly reduced, helping ensure the
organization’s resilience in recovering
from the reputational onslaught.
During the crisis, beyond any role
that may be defined in the crisis plan or
as a part of post-crisis evaluation, inter-
nal audit will want to serve as an active
observer and help ensure the plan is exe-
cuted as designed. Plan implementation
includes flexibility, and internal auditors
can provide instant feedback to help the
crisis management team see where such
flexibility may be necessary. The auditors
can also serve as outside observers, advis-
ing on bigger picture issues that may be
overlooked as the plan is carried out.

AFTER THE CRISIS
Once the crisis is over, the organization
should evaluate the plan’s performance.

Without a thorough post-crisis analy-
sis, preparedness and response are
unlikely to ever improve. Internal
audit should be included in any self-
assessment efforts conducted by the
organization; outside experts may be of
benefit as well.

The types of questions that should
be asked in any self-assessment include:
» Were there signs that could
have provided an earlier warn-

ing that might have helped
forestall the crisis?

» What were the weaknesses and
vulnerable points that allowed
the crisis to occur?

» How effective were internal and
external communications?

» Were the right people on the
crisis team? Who excelled and
who failed?

» Is additional training required
to bolster effectiveness?

» What was done well and what
could have been done better?

All levels of management should
receive the results of these postmor-
tems. The board, in particular the
audit committee, should also be
involved, ensuring any necessary cor-
rective action is taken.

ROAD TO RECOVERY

For an organization to have the resil-
ience to bounce back from a crisis, it
must be prepared. And as a key steward
of organizational well-being, internal
audit can maintain both active and
proactive roles. Being involved in crisis
analysis, plan development, training,
and plan execution, internal audit can
help ensure the organization does crisis
management right. And in the process,
it can help make organizational resil-
iency a part of all operations.

J. MICHAEL JACKA, CIA, CPCU, CFE,
CPA, is cofounder and chief creative pilot
for Flying Pig Audit, Consulting, and Train-
ing Services in Phoenix.
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ollege interns have become a key source of new employee
hiring in Fortune 500 companies, according to Jeffery
Selingo, author of There Is Life After College. Data from the
Collegiate Employment Research Institute at Michigan State University presents
compelling evidence supporting Selingo’s claim. Based on the Institute’s 2015-16
Recruiting Trends, companies with more than 10,000 employees now convert
about half of their interns to full-time employees.

The trend in hiring interns and retaining them as full-time employees has
impacted many major internal audit departments. Nestlé Purina not only adver-
tises its internship program, but empowers its interns to join the company full-
time immediately upon graduation. Interns travel up to 50 percent of the time
auditing Nestlé business units in Canada, Mexico, and the U.S., working within
operational audit teams of the Nestle Market Audit group. Through this experi-
ence, interns “accrue a deep knowledge of the business very quickly,” the company
reports. As such, interns are viewed as a rich source of new audit talent.

“Internships have changed the dynamic of recruiting on a national scale,”
says Jon Gonzalez, a recruitment partner for Deloitte. “Most CPA firms are
making their intern hiring decisions much earlier in the process to compete for
top talent.”

Because employers are increasingly hiring from their intern pools rather than
through traditional college campus recruitment, many college career service orga-
nizations have had to change their on-campus internship recruiting schedules to
stay in sync with recruiting practices. For example, the University of Pennsylvania’s
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Career Services moved its intern-
ship recruiting from February 2017
to October 2016 to stay in sync with
employer recruiting practices.

TRADITIONAL STAFFING SOURCES
Historically, many companies filled
their vacant internal audit positions
from within the company, selecting
employees with broad financial or
operational knowledge or with solid
management experience. Looking
inward to fill open positions stems, in
part, from the idea that internal audi-
tors must have experience in the com-
plexities of a company and its processes
and procedures to successfully accom-
plish professional audit work. Indeed,
some chief audit executives (CAEs)
have recruited existing managers from
within their organizations not only for
those reasons, but also for their ability
to connect, given their background,
with client management.

However, in recent years, intern-
ships have increasingly become an
important source of internal audit hir-
ing given the technical training that
interns receive and the performance
capability that they have already dem-
onstrated. Equally as important, skilled
interns learn how to interact profes-
sionally with the company workforce
and client management during their
internships. These soft skills vary
depending on the industry and corpo-
rate culture. But such skills give certain
interns a performance advantage, if
hired, because they already know the
corporate behavior expected. Because of
the reduction in hiring risk, the strategy
of some firms is to always select internal
audit interns with the goal of offering
them full-time employment.

CAE SUPPORT

CAEs rarely hesitate to hire an intern
whose work performance comports
with expectations. Robert Thieling,
former executive director of Audit

Services at Group Health Cooperative,
a large health maintenance organization
covering the Pacific Northwest, and
new vice president of internal audit for
MedImpact Healthcare Systems in San
Diego, began an internship program
immediately upon assuming his CAE
responsibilities at Group Health 11
years ago. “There was not an intern

we wouldn’t have hired full-time,” he
says. “Some we lost to CPA firms doing
internal audit consulting, but that only
proved the value of the program and
the quality of our interns.”

Similarly, Expedia has leveraged
its internship programs to supplement
the company’s internal audit team
during peak periods, viewing intern-
ships as a less costly staffing alternative.
Jeff Davis, Expedia’s vice president
of Corporate Audit Services, is using
the company’s human resources (HR)
department to standardize intern hiring
and leverage the other HR disciplines
to actualize even more of the intern-
ship program’s cost-saving benefits. The
number of audit interns at Expedia has
averaged two to three per year, accord-
ing to Davis. “Based on the needs of
the department, we may offer qualified
interns the opportunity to transition to
part-time positions for further profes-
sional development.”

Scott Howe, vice president and
CAE at Costco, also relies on a corpo-
ratewide internship program for most
intern staffing, though he will hire
directly if a prospective intern reaches
out to him with a special interest in
internal auditing. Since becoming
CAE for Costco nine years ago, Howe
has hired several interns into perma-
nent positions.

“If positions had been available,

I would have hired more. Overall,
one out of every two interns meets
my expectations,” Howe says, a fig-
ure consistent with the industrywide
conversion rate of interns to full-time
employees. “As a relatively small
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2017, according to Recruiting Trends 2016-2017 from the Collegiate Employment Research Institute.

department of 26 staff members, I have
to set high expectations for interns.”
These and other CAE:s see intern-
ship programs as providing great
opportunities for early-career employ-
ees to observe many company functions
and locations, leading to a thoughtful
consideration of different career paths.

INVESTMENT IN INTERNS
Some internal audit departments may
lack the management breadth to sup-
port another professional development
program. Some CAEs have noted that
upwards of one-third of their internal
audit staff members are rotational in
nature, participating in companywide
professional development programs
supported by internal audit. While such
programs have tremendous potential
for developing future corporate leaders,
they can also strain the department’s
infrastructure. To be successful, an
internship program requires a signifi-
cant investment of time.

Brooke Vatheuer, CAE for Alaska
Air Group, has taken the planning
and organizing of her internship pro-
gram to a whole new level. “By the
time the internship commences, we
have planned out their activities for
a 12-week period —everything from
facility tours to audit assignments to
happy hours with other interns and
leaders,” Vatheuer says. “We recognize
that an intern’s primary job is to learn,
so we build plenty of coaching and
development time into their schedule.”

One note of caution: Training and
indoctrinating internal audit interns
may entail substantial cost given their
potential lack of professional business
experience. Moreover, closer supervi-
sion of interns is often necessary to
ensure continuity of audit work prod-
uct quality. Nonethess, many firms
have determined that the benefits
derived from identifying and hiring
talent from their intern pools offset
the added indoctrination training and
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oldman Sachs Internal Audit interns shadow and assist audit
Gteams, attend seminars and presentations, and participate in net-

working events. This experience is designed to provide the intern
“with a real sense of what you would be doing day-to-day as a full-time
employee,” according to the description published in the firm's intern job
announcement, indicative of the rationale for such an investment.

Lithia Motors, which broke into the Fortune 500 at No. 482 in 2015, not
only encourages, but prefers, that its internal audit interns join the com-
pany as full-time auditors upon graduation, which is stated as an explicit
goal of Lithia's internal audit department on the company’s website.

At retailer Nordstrom, all of the interns working on compliance with
the U.S. Sarbanes-Oxley Act of 2002 have landed full-time positions at
Nordstrom, a major CPA firm, or another Fortune 500 company. More-
over, half of all Nordstrom interns are hired into the company, including
internal audit —a figure consistent with Collegiate Employment Research

Institute data.

supervision cost, justifying their invest-
ment in an internship program.

BEST PRACTICES

Many of the CAEs interviewed for

this article have taken a traditional
approach to managing their intern pro-
grams— planning, organizing, control-
ling, and directing them to a successful
outcome. The following key attributes
of a well-designed internal audit intern
program, including selected outcomes
or processes for each management func-
tion, originate from a working group
of internal audit management profes-
sionals who serve on Seattle University’s
Internal Audit Advisory Board. Com-
panies such as Amazon, Boeing, Expe-
dia, and Nordstrom are represented on
the board, along with Deloitte, Price-
waterhouseCoopers, and EY.

Planning— preparing job descrip-
tions, program budgets, and a hiring
plan and schedule.

What the intern will do and is
expected to accomplish is explained in
the job description. Many firms state
the goal of their intern program in the

g
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description, such as identifying future
internal auditors or augmenting exist-
ing staff. In either case, it is important
to emphasize not just the meaningful
nature of the work experience, but the
availability of mentors, career guidance,
and specialized professional training,
such as data analytics or certain pro-
gram applications.

To capture the true financial
impact of an intern program, most
companies prepare an operating budget
containing not just the direct costs, but
also the indirect costs, including audit
supervision and intern training. Pre-
determined start and end dates for the
annual intern program drive the bud-
get. Because it is discretionary, many
companies will address it annually
based on audit plans and hiring needs.

Working with internal audit man-
agement and hiring support organiza-
tions—such as HR, recruiting, and
leadership and development— helps
create a plan and schedule that include
enhanced coordination and commu-
nication in the hiring process while
mitigating the risk of selecting the
wrong candidate.

Organizing—assigning audit manage-
ment, appointing mentors, and orient-
ing new interns.

The assigned audit manager must
arrange intern work space, training, and
building and system access, and remain
available on site to give help or serve as a
sounding board until the intern is inte-
grated into the organization. To ensure
adequate communication, weekly one-
on-one meetings between manager and
intern are a best practice. Most manag-
ers will routinely invite interns to all-
team meetings and functions as soon as
they are on board. Given the demands
of intern management, most companies
require the assigned manager to have
substantial audit management experi-
ence before giving them internship
oversight responsibility.

Mentors provide audit coaching
and career guidance. Some companies
appoint a mentor within the internal
audit department to provide hands-on
audit guidance and another mentor
outside the department to guide and
develop the intern professionally.
Often, the latter mentor is at the
senior management level.

A formal orientation normally
defines company expectations for
an internship; identifies internship
program management (where to get
help); overviews the company busi-
ness and corporate functions; explains
the internal audit organization and its
policies/procedures; and emphasizes
professional standards for timeliness,
customer service, and due diligence.
Most companies stress that interns
must take responsibility for their own
work performance and professional
development, so they are encouraged
to document their work activity and
accomplishments and seek feedback
from their immediate management
and company mentors.

Controlling— establishing intern work
objectives/schedules, performance feed-
back, and remedial action.

To ensure a positive work experi-
ence, audit management establishes
intern objectives and sets professional
expectations early on as a performance
evaluation tool. Most firms permit
work schedules to be negotiated dur-
ing the school year provided that the
requirements of the master audit sched-
ule are met.

Periodic performance reviews
typically are conducted based on
mutually agreed-to performance cri-
teria, including leadership, ethical, or
behavioral principles adopted by the
company. Specific feedback is ren-
dered, incorporating the observations
of relevant auditors, project managers,
and audit client management where
appropriate. Most firms summarize
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strengths and weaknesses of the intern
being evaluated, and nearly all identify
improvement opportunities.

Remedial action where needed
is critical for professional growth.
Improvement plans are normally
developed consistent with company
HR practices and with an eye toward
enhancing intern performance as an
eventual full-time auditor.

Directing—assigning intern training
and audit projects and communicating
and coordinating internship activities.
Intern training generally focuses
on audit tools and techniques for data
analytics, enterprise resource planning
for audits of business functions, and
audit sampling for testing a popula-
tion. Linking the prescribed training
to the initial audit assignment is con-
sidered a best practice, which prepares
interns to hit the ground running.
Guidelines should be established
before assigning audits to interns.
Above all, the audit project must
be interesting and challenging and
provide some fun along the way. Key
criteria to consider include the extent
of exposure to a variety of company
locations, processes, and systems, and
whether the audit can be scoped to the
intern’s employment period while still
allowing participation on other audit
projects. While their assigned audits
are certainly contained in the master
audit plan, interns are rarely assigned
a project ranked critical on the risk
assessment heat map.

SKILLS IN DEMAND

Some internal audit departments
remain resistant to internships
because the educational system has
not always taught the skills that
internal auditing and similar profes-
sions demand. Many colleges and
universities today recognize that defi-
ciency and are preparing students for
knowledge transfer to the workplace
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by combining education with relevant
work experience. Some schools even
offer college credit for internships.

As for internal auditing, some
schools administer certificate and
post-graduate programs specifically
designed to teach students not just
internal audit concepts and tech-
niques, but how to apply them to
actual audit projects. For example,
students enrolled in Seattle Univer-
sity’s internal audit program support
campus administration by routinely
auditing functions such as finance,
facilities, HR, and IT as part of the
internal audit curriculum. The master
audit schedule and project findings
are coordinated through the uni-
versity’s chief financial officer and
presented to the audit committee of
the board of trustees, giving students
hands-on audit experience. CAEs will-
ing to undertake the challenge of an
internal audit internship program may
be pleasantly surprised by students
who are well-prepared for the profes-
sional challenge.

Based on lessons learned from
her oversight of internships during
the past several years, Mindi Work,
vice president of finance for Symetra
Financial, offers this advice: “Stretch
them, give them real assignments, and
let them be a little uncomfortable.
They are not there to job shadow. It
will truly be a valuable experience if
they contribute meaningful work to
the audit department.”

DENNIS APPLEGATE, CIA, CPA, CMA,
CFE, is a lecturer and adjunct professor
of internal auditing and accounting at
Seattle University.

SARAH BEE, CIA, is director of internal
audit programs and a senior instructor at
Seattle University.

DOMINIQUE VINCENTI, CIA, CRMA, is
vice president, internal audit, at Nord-
strom, and chair of the Seattle University
Internal Audit Advisory Board.

Stretch them,
give them real
assignments,
and let them
be a little
uncomfort-
able. They are
not there to
job shadow.”

Mindi Work
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ometimes, a binary answer isn’t enough.
At least, that is the belief of the thou-
sands of organizations that have used a
maturity model to assess their progress
in achieving certain goals since maturity
model concepts were introduced in the
1970s. They have found the model’s
reliance on a scale—often 1 (initial) to
5 (optimized) — to assess their perfor-
mance in specific areas a useful guide
for accomplishing two important objec-

tives: understanding where the organi-
zation stands currently and coming to
agreement on where it should be.
Inidally focused on the IT func-
tion within an organization, maturity
models have expanded into many
distinct disciplines, such as project
management, quality management,
business process management, learn-
ing, human resources, supply chain,
sustainability, social media, and secu-
rity assurance (see “Maturity Model
Examples” on page 41). Regardless of
their niche area, effectively configured
models tend to encourage in-depth
conversations among a range of
stakeholders and enable nuanced and
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goal-driven thinking about targeted
areas. As such, they are a valuable tool
for internal auditors who have come
to realize, over time, the benefits of
moving beyond a “black and white”
approach to audit findings and the
support that the range of levels pro-
vides in helping auditors discover

the gaps between current and desired
states. Once auditors have identified
and quantified the gap, they can begin
searching for the root causes that hin-
der achievement of the desired state
and zero in on appropriate recommen-
dations to bridge the gap.

“Maturity models can be a much
more engaging experience for the audit
client/management as compared to a
pass/fail assessment or other opinions,”
says James Rose, chief financial officer
of Aperture Credentialing in Louisville,
Ky., and author of the ITA Practice
Guide, “Selecting, Using, and Creating
Maturity Models: A Tool for Assurance
and Consulting Engagements.”

Some of the “engaging experi-
ence” may arise from the availability
of a broad spectrum of labels. Alyssa
Martin, executive partner, Advisory Ser-
vices, for Weaver in Dallas, notes that
internal auditors often are confined to
using black or white answers: compli-
ant/noncompliant, effective/ineffective.
In her view, maturity models are exactly
the “right paradigm” to evaluate the
effectiveness of management systems
such as governance that require many
judgment calls. That is because those
who work regularly with judgment calls
may be more comfortable with a more
subtly defined range of evaluations,
rather than a simple yes/no, right/
wrong finding.

CHANGING THE CONVERSATION
Use of a maturity model changes the
nature of the conversation about the
audit. The levels of incremental maturity
lend themselves to acknowledging the
organization’s advances to date, creating

a positive, collaborative tone. Recogniz-
ing these successes creates a more recep-
tive audience when internal auditors
present the verbal and written reports
outlining the path to improvement.

Before the full benefits of maturity
models can be realized, the ground-
work has to be laid via pre-audit
planning discussions among internal
auditors, process owners, and man-
agement. “The discussion defines the
different levels of maturity and estab-
lishes up front with the client what the
expectations are within the maturity
spectrum,” says Kayla Flanders, senior
audit manager with Pella Corp. in
Pella, Iowa. “It takes more effort before
the audit, but it helps significantly
throughout the audit and at the end of
the engagement when discussing issues
and the overall report rating based on
that upfront alignment.”

She offers this example, related
to financial reporting. Confer with
the audit client to decide what
attributes fit into each maturity cat-
egory — mature, baseline, etc., reflect-
ing both where the client is and where
the organization expects the client
to be—and then test to those attri-
butes. In the mature space, an audit
client may be using data analytics to
identify specific anomalies or gaps in
a process to review. This more effec-
tively manages the risk by identifying
anomalies based on outlined criteria
and reviewing, typically, all transac-
tions. At the baseline level, the client
may be reviewing only individual
significant transactions over a speci-
fied dollar value. This clearly manages
the risk at a different level. Controls
typically build on one another, so
the client may still be doing the
baseline activity or, as it moves into
the mature category, it may find a
need to focus less on some of the
lower-level controls or eliminate them
altogether. If the client is not yet
where the organization expects it to
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MATURITY MODEL EXAMPLES

functions to be measured. Here are a few models that may be useful

There are nearly as many maturity models as there are business

for internal auditors:

» Capability Maturity Model Integration (CMMI), from the CMMI Institute
(available in formats tailored for development [CMMI-Dev], service
establishment and management [CMMI-SC], and product and service

acquisition [CMMI-ACQI).

» Cybersecurity Capability Maturity Model (C2M2), from the U.S. Depart-
ment of Energy (also available in formats tailored for the electricity
[E-C2M2] and downstream natural gas [DNG-C2M2] subsectors).

» COBIT 4.0 and COBIT 4.1, from ISACA.

» Portfolio, Programme, and Project Management Maturity Model

(P3M3), from Axelos.

» Risk Maturity Model (RMM), from The Risk Management Society.
» Test Maturity Model integration (TMMi), from TMMi Foundation.

be, the internal auditor can reflect in
the report the existing level, the level
expected by the organization, and
the work the client is doing to get to
the desired stage. The report also can
clearly communicate what attributes
are missing (typically already known
by management) to move the client
into the next defined level of maturity.
Communication is also high
on the list of benefits for Carmen
Ozores, internal audit manager at
HUCAM-Ufes, Ebserh (Empresa
Brasileira de Servigos Hospitalares)
in Brazil. “The common language
helps in communicating assessment
results, which makes the information
clearer to support decision-making,”
she says. “For example, a maturity
model provides the audit client a
clear understanding of risk levels and
which controls fit the situation to cre-
ate a better control environment.”
Not only is a common language
fostered by the use of maturity models, it
is a language that tends to be less inflam-
matory than many binary options, such
as “ineffective” and “unsatisfactory,” and
more focused on process than on people.
It ensures, in a non-threatening way, that
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stakeholders understand precisely what
internal auditors mean when they rec-
ommend actions to move from one level
to the next.

ASSURANCE AND INSIGHT

The work internal auditors do with the
client to develop an understanding of
what the model contains and how it is
used ultimately helps progress the audit
and enables the auditors to leverage
the efficiencies the model offers. Brian
Selby, director, Internal Audit-IT, at
Discover in Riverwoods, Ill., notes,
“Good tools, such as maturity models,
help staff be more productive in their
endeavors and deliver a better-quality
product and service by acting as a
source of improvement ideas.” For
example, although an organization
might be performing risk assessments,
the auditor may find that new risks
keep materializing and destroying
value. “By looking at higher-level
maturity model practices for risk
management process areas, the auditor
can identify dynamic risk assessment
approaches as a way to increase the
likelihood of identifying new risks
more timely,” he explains.

In that sense, leveraging maturity
models aligns with the use of appropri-
ate tools called for in the International
Standards for the Professional Practice of
Internal Auditing, specifically, Standard
2210.A3: Engagement Objectives:

“Adequate criteria are needed to
evaluate governance, risk management,
and controls. Internal auditors must
ascertain the extent to which manage-
ment and/or the board has established
adequate criteria to determine whether
objectives and goals have been accom-
plished. If adequate, internal auditors
must use such criteria in their evalua-
tion. If inadequate, internal auditors
must identify appropriate evaluation
criteria through discussion with man-
agement and/or the board.”

For Martin, the benefits of
using maturity models are even more
straightforward. They help internal
auditors perform two of their most
critical functions: providing assurance
and insight. “Assurance is advising
the client that the area is achieving
the expected level of maturity,” she
explains. “Insight is identifying the
root of the differences between the cur-
rent and the desired state and defining
the barriers to achieving expected per-
formance levels.”

Using maturity models in this
way may be particularly effective
for business areas that have a docu-
mented, internationally recognized
framework such as The Committee
of Sponsoring Organizations of the
Treadway Commission’s updated
Internal Control—Integrated Frame-
work, ISACA’s COBIT, and the
International Organization for Stan-
dardization’s ISO 27001 and 22301
standards, says Anthony Noble, vice
president of IT audit at Viacom Inc.
in New York. He explains, “Hav-
ing the structure of an internation-
ally recognized framework to assess
against enables us to use the literature
generally available to easily partition
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areas to review and then evaluate their
maturity level.”

USE CAUTION

Despite their benefits, maturity mod-
els are not always the right solution.
Like any approach an internal audi-
tor may take, use of maturity models
needs to be thought through carefully
to optimize the benefits and minimize
downside aspects as they relate to the
organization and the intended out-
comes of the work.

One potential drawback to matu-
rity models is the temptation they may
provide auditors to push the organiza-
tion to higher maturity levels of per-
formance than it is willing or able to
adopt. This situation requires internal
auditors to be seasoned enough in
their thinking to accept that not every
aspect of the audit needs to be at the
highest level of maturity. Each organi-
zation must determine, based on a risk
assessment, the appropriate amount
of investment to make in achieving
a degree of maturity for a process or
procedure. Although the automatic
assumption may be that every process
should be at the highest level of matu-
rity (level 5), that may not be the case,
depending on the organization’s core
business, environment, and risk toler-
ance. If the consensus is that a level 3
or 4, rather than a 5, is appropriate for
the process, then being assessed at that
level is not a failure. Indeed, the range
of acceptable options is one of the
strengths of using maturity models.

“If, per a risk-based assessment, a
given activity is appropriate at a lower
level of maturity, auditors ought not
recommend additional resources be
spent for the sole sake of advancing to
the next level,” notes Debbie Shelton,
director, IT Security & Compliance
with LG&E and KU Energy, in Louis-
ville, Ky. “Rather, auditors should work
to understand management’s process
for determining the risk involved, the
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appropriate level of maturity, and the
matching of the two.” Based on this
understanding, auditors can determine
whether the assessment assumptions
are sound, decide whether management
adhered to its processes, and consider
whether recommending something
additional is needed to help the client
meet functional objectives.

A concern sometimes expressed
about maturity models is their inherently
subjective nature, which can manifest
itself in inconsistency. That inconsis-
tency, in turn, is likely to result in lim-
ited assurance of reliability regarding the
assessor, the assessment’s quality, and the
usefulness of market benchmarking. The
Capability Maturity Model Integration
(CMMI) Institute has created a for-
mal certification, the Standard CMMI
Appraisal Model for Process Improve-
ment program, to address the subjectiv-
ity/consistency issue.

Assessing compliance may be an
area where maturity models should be
used with caution, if at all. “The expec-
tation today is that the organization
is 100 percent compliant,” Rose says.
“However, practically speaking, there
are always things that can be improved,
including compliance.” Therefore, if
the organization’s assessment reflects
anything less than the top level of
maturity in compliance, legal issues
may arise if a major compliance issue
occurs. This doesn’t necessarily preclude
use of a maturity model, but Rose
suggests taking great care in defining
the model’s categories and wording so
there is no inference of a lower degree
of commitment to compliance on the
organization’s part.

Other areas that may not be
entirely conducive to using maturity
models include those that lack a widely
published international standard for
the function, Noble says, citing human
resources, accounts payable, and
accounts receivable as examples. “For
areas such as accounts payable, there

are many ways to perform the task at
hand and no internationally recognized
standards to measure the area against,”
he explains. “We can evaluate the capa-
bility maturity model level from 0 to 5,
but it is harder to determine what addi-
tional processes would move the area
from a level 3 to a 4, for example.”

Ultimately, maturity models rep-
resent a judgment of sorts. So, despite
efforts to get everyone on board during
pre-audit discussions and the use of less
inflammatory language, there is no guar-
antee that difficult conversations will
not arise after the audit. Flanders recom-
mends auditors keep in mind that with
maturity models, as with other, more
traditional rating systems, “there is still a
bottom and a top end of the scale, and
no one likes to be at the bottom.”

TIPS FOR SUCCESS

As internal auditors increasingly adopt
the use of maturity models, their expe-
rience with them grows and lessons are
learned, making each new audit run
more smoothly and effectively. Internal
auditors who have experience with
maturity models provide several tips to
get the most out of them.

Choose Wisely Selby notes that not all
of the published maturity models con-
tain the rigor of the most commonly
used and widely available models,
citing as an example the CMMI-Dev
v1.3 report, which dedicates 300-plus
pages to defining in detail the model
levels for the generic and process area
goals and practices related solely to
software development activities. Choos-
ing a model that reflects the collec-

tive wisdom and experience of many
professionals and practitioners and is
subjected to peer review and testing can
help increase the internal auditor’s con-
sistency and credibility.

Be Flexible It may be advisable to
embrace more than one model, using
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VISIT InternalAuditor.org for tips about
how to select a maturity model.

If metrics for
theareaare
well-defined,
you can make
actionable

recommen-
dations for
change.”

Alyssa Martin
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Anthony Noble

different models for specific func-
tions under review. Shelton suggests
starting by determining whether a
maturity model is already being used
by management of the function under
review. If so, determine whether the
model is suitable; if it is, use it for the
audit. In this way, the client already
understands the model, and perhaps
already has completed his or her own
assessment. This gives the internal
auditor more time to review the evi-
dence of maturity and recommend
next steps, if needed, within the given

risk profile.

Build the Best Model Ozores is a
strong proponent of building a cus-
tomized model, using an understand-
ing of the audit client’s environment to
tailor standard frameworks. She sug-
gests adding examples or making fine
adjustments to the published models
language, so the result accurately
reflects the environment under review.
She counsels, “Depending on the field,
there can be slight differences in lan-
guage that make a great difference in
final understanding.”

Find a Champion In some of his previ-
ous organizations, Rose reports that the
internal audit departments designated
a methodology champion. That indi-
vidual reviewed reports from a con-
sistency standpoint, trained staff, and
maintained the policies and procedures
of the department. Given the rotation
of audit team members, the champion
improved consistency, thus mitigating
risk and ensuring a quality assessment.

Mind the Gap Noble suggests baselin-
ing the maturity of various I'T areas
against desired maturity levels to
build a useful gap analysis identifying
improvement opportunities. He and
his team use the published control
framework literature when possible to
provide a list of needed procedures for

each area’s level of maturity to facilitate
identifying the gaps. He further sug-
gests creating a graphic representation
of the maturity model gap analysis,
which he considers useful to aid senior
management in understanding how
close it is to achieving the desired matu-
rity in several areas at once.

Be Prepared for High Ratings An
area’s maturity level is not always lower
than its target state. In some cases, the
area may be performing at a higher level
of maturity than that agreed on in the
planning discussions. This represents

an opportunity to reallocate resources.
Martin suggests, “If metrics for the area
are well-defined, you can make action-
able recommendations for change.”

BEYOND BLACK AND
WHITE ASSESSMENTS
When the appropriate maturity model
is selected, tailored, or built from
scratch, and agreed on in advance with
the process owners and management,
its use can enable internal auditors to
provide nuanced indications of maturity
levels. If a level is lower than expected,
the auditors can uncover the root causes
barring the path from the current state
to the desired state and offer recommen-
dations for continued improvement.
And these functions can be
communicated using language that
enables internal auditors to avoid the
traditional perception of being criti-
cal or judgmental, seeing only black
and white. Flanders notes, “Think
about how we talk about ourselves. We
assess internal audit departments as to
their level of maturity using terms like
‘assurance provider,” ‘problem solver,’
and ‘insight generator.” We certainly
don’t call ourselves ‘ineffective.” Why
wouldn’t we use a similar process for
our clients?”

JANE SEAGO is a business and technical
writer in Tulsa, Okla.
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BUSINESS ALIGNMENT

redicting the biggest potential risks
businesses face has become some-
thing of an industry. Consultancies,
think tanks, and others produce
surveys, reports, and ranked list-
ings of what they consider to be the greatest threats to the
success of governmental and corporate strategies. In 2017,
geopolitical risk featured heavily, as did the threat from
environmental disaster, terrorism, disruptive technologies,
and demographic change—see, for example, the highly
respected Global Risks Report 2017 published by the World
Economic Forum.

But do these tectonic shifts of the global risk landscape,
which threaten to derail an organization’s strategic objectives,
ever make it onto a chief audit executive’s (CAE’s) annual
audit plan? And should they? Does the magnitude of the
new challenges mean that the role of internal audit needs
to evolve to address them? Opinions are split about internal
audit’s role in providing assurance around the risks affecting
company strategy. Some boards want internal audit involved,
some do not. Some internal auditors want to contribute to
strategic assurance, others are led to prioritize compliance-
related auditing.

“There is a sense today that in an innovative, disruptive,
and fast-paced environment, someone needs to start provid-
ing assurance around risks affecting company strategy,” Paul
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From

the Same

Playbook

Arthur Piper

Illustration by Sandra Dionisi

By aligning its work
with the organization’s
strategy, internal audit
can help assure that
the business is on the
right track.
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FROM THE SAME PLAYBOOK

Walker, the Zurich Chair in Enterprise
Risk Management at St. John’s Uni-
versity in New York, says. “If the CAE
is willing to step up and demonstrate
that he or she can add value, that’s a
win for everybody.”

Walker says some CAEs are well
placed to execute this role. “Some
CAEs I've met are brilliant people
with amazing business acumen, and
the executives and the board in their
organizations want them involved,”
Walker says. “They recognize the
value of having that person involved
and may not even see them as an audit
executive— but instead as a trusted
business advisor.”

AN AUDIT DISCONNECT
It is unclear how many auditors are
already fulfilling this role. In 2015, The
IIA’s Global Internal Audit Common
Body of Knowledge (CBOK) survey
found that 57 percent of practitioners
say internal audit is fully, or almost
fully, aligned to their organization’s
strategic plans. Another 35 percent
answered that they were somewhat
aligned, underscoring the subjective
nature of such assessments. In addition,
being aligned with strategic plans and
objectives does not necessarily mean
that internal auditors are involved in
auditing them. Anecdotally, most CAEs
admit that there can be a disconnect
between what auditors report and what
their clients are most interested in.
“When I go to managers’ associa-
tion meetings, they tend to be engaged
and passionate about new digital
developments, business transformation
programs, and research and develop-
ment projects,” Polona Pergar Gujaz,
internal audit consultant at 4E and
president of IIA-Slovenia, says. “Inter-
nal auditors seldom talk about audit-
ing these areas, which suggests we are
not actually aligned with the kinds of
managerial interests that work them-
selves into the business strategy.”

46 INTERNAL AUDITOR

DPergar agrees that auditors often
prefer to audit the areas they know
well, especially in compliance-based
areas, and shy away from areas that
could have a bigger impact on the
organization achieving its strategic
objectives—and where internal audit
could potentially add more value.
Admittedly, the size and maturity of
audit functions can be a problem. She
says the situation is better in larger
departments and in the financial ser-
vices sector. Yet in Slovenia, and in
many other parts of Europe where
Pergar works, audit functions are small,
compliance related, and often have
relatively low corporate profiles. Even
when boards do agree in principle that
internal audit should be involved in
strategic work, it can be a fight to get
them to speak to the CAE about the

big issues, she says.

WHERE TO BEGIN
Become a Strategic Internal Auditor, a
2014 qualitative study by Walker pub-
lished by The IIA, illustrates that those
auditors who grasp the strategic audit
nettle see tangible benefits for the orga-
nizations and departments in which
they work (see “The Benefits of Get-
ting Involved” on page 47). Getting to
know the company’s broad strategy can
be relatively straightforward —auditors
simply need to read the corporate lit-
erature and follow the relevant industry
or sector in the press. Internal auditors
shouldn’t be put off if they find the
strategy task difficult because it is a pro-
cess that many organizations struggle
to get right— underlining the need for
better challenge and sounder assurance.
“There is a lack of definition and
best practice for strategy and business
planning processes, and that means a
lot of companies may not know how
to develop those effectively,” Steven
Barlow says. Barlow has been a chief
risk officer in the United Arab Emirates
for almost seven years and is former

If the CAE

is willing to
stepupand
demonstrate
that he or she
can add value,
that's a win for
everybody.”

Paul Walker

|

Even when
boards agree
in principle
that internal
audit should
be involved

in strategic
work, it can be
afight to get
them to speak
to the CAE
about the big
issues.”

Polona Pergar Gujaz
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alignment, according to PricewaterhouseCoopers’ 2016 State of the Internal Audit Profession Study.

CAE of Novartis, Prudential, Pearson
and the U.K. Department of Energy.
“Similarly, there is a lack of internal
audit expertise and experience in
reviewing those areas.”

Barlow says internal auditors need
to understand that the two biggest risks
many companies face are not having an
effective strategy and not executing that
strategy appropriately. “Often, these
two interrelated risks are not being
identified or reported to the board
by management, risk and compliance
functions, or internal audit,” he adds.

In terms of effective strategy, com-
mon pitfalls include developing aspi-
rational strategies where the downside
risks have been ignored by optimistic
managers, or new product launches and
initiatives into markets where the com-
pany has little knowledge and expertise.
“As a result, there is often no strategic
response to new entrants or to disrup-
tive technologies that affect the dynam-
ics of the market,” Barlow says. “When
those risks materialize, they can have a
dramatic impact on shareholder value.”

On the implementation side, he
says, businesses often have only sketchy
roadmaps with few milestones to
show how well plans are being carried
out, and can have almost no effective
monitoring and follow up. If strategic
objectives are not correctly linked to
individual performances and incentives,
the workforce is unlikely to understand
how they can contribute to the business’
overall strategic performance, he says.

Barlow says the CAE needs to have
a dialogue with the board agreeing to a
change program for the audit function
to help address these issues. The new
mandate should specifically align audit
with the company strategy and objec-
tives and focus its work on long-term,
sustainable value related to those objec-
tives, and the key risks and processes for
managing them. Finally, that mandate
should clearly position internal audit
as the third line of defense so that the
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THE BENEFITS OF
GETTING INVOLVED

qualitative llA study, Become a Strategic Inter-
Anal Auditor, found that businesses in which

internal audit engaged at a strategic level
enjoyed a range of benefits:

» Internal audit stays connected to the business and
becomes a business advisor or risk partner when
it's involved in more strategic initiatives.

» Internal audit can be more proactive and get
involved earlier in the life cycle of the project or
strategic initiative, adding greater value.

» Enterprise risk management can be used to
raise risk and strategy questions, either directly
or indirectly.

» Internal audit gains valuable knowledge for the
organization's future strateqic initiatives when
it is involved in leading-edge risk assessments in
areas such as culture, the control environment,
social media, or mergers.

g

» Internal auditors may find that new skills and T0 C,OMM'::NT
dditi | st t i on this article,
additional training are necessary to engage in the EMAIL the

increased emphasis on strategic planning.

author at arthur.
piper@theiia.org

function can pull away from too much
compliance checking—leaving that to
management and the risk functions in
the business.

A SEAT AT THE TABLE

Internal auditors have traditionally
aligned themselves with the business’
risk objectives, but that is different
from being aligned with the business’
strategic objectives, Greg Grocholski,
vice president and CAE at the global ~ |¥%
manufacturer SABIC in Riyadh, Saudi §
Arabia, says. The distinction is subtle
but important. It’s one thing auditing
perceived risks #o strategy, it’s another to
truly grasp the risks of the strategy and
processes in a broader sense.

“I've tried to align our function
with the general business strategy and
objectives, which means having a seat
at the top table,” Grocholski says.
“Internal auditors have talked about
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FROM THE SAME PLAYBOOK

this for years, and it’s a challenge
because it is a cultural issue, a credibil-
ity issue, and a perception issue.”

Grocholski’s view is that CAEs
need to accept the perception
problem as a fact of life and move
on. He advises CAEs to act like
CEOs—which implies a broader
knowledge of the business than would
be expected from a traditional internal
auditor. Professional internal audit
knowledge, adherence to The 1A’
International Standards for the Profes-
stonal Practice of Internal Auditing, and
professional assurance acumen should
be regarded as the minimum today, he
says. Being able to think through chal-
lenges from different perspectives, hav-
ing a thorough understanding of what
it costs to get each product to market,
and whether the business is going to
achieve the right shareholder value
from its initiatives is critical if internal
audit is to be taken seriously.

At SABIC, Grocholski says he
has been focusing on areas such as
profit leakage and gross profit mar-
gin analysis. The first is designed to
compare the product value margins of
old and new business lines. That can
reveal what added value the company
derives from the billions of dollars it
spends on researching new products
compared to its existing lines. The
second aims at getting a fine-grained
understanding of the challenges of the
production cycle— how fixed costs,
plant depreciation and efficiency, feed
stock and supply chains, energy costs,
and potential liabilities affect the gross
margins— and what can be done to
improve the value added to the busi-
ness. He says recent events at other
manufacturers over emissions proce-
dures show the need for internal audit
to focus more on what happens in the
production process.

To be successful, he says, CAEs
need to develop the right level of what
he calls intuitive analytics— the speed
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at which one grasps the significance
of how broader business issues con-
nect. “Imagine you're in the C-suite,
where you've earned a spot, and you
are in discussions with executive vice
presidents, chief financial officers, and
CEOs,” Grocholski says. “You have to
demonstrate that you can contribute
to the conversation in a meaningful
and substantive way that engages with
them from a strategic business per-
spective, not from a technical, audit
perspective—it’s a given you can nail
the audit issues when they arise. That’s
what it means to be a fully paid-up
member of the team and deserve that
seat at the table.”

A LIGHTER TOUCH

On a practical level, CAEs need to
re-examine their audit plans to deter-
mine how much of their focus is on
strategic-level work in comparison

to compliance-based audits. Striking
the right balance is important. Benito
Ybarra, chief audit and compliance
officer at the Texas Department of
Transportation in Austin, acknowl-
edges that not all CAEs are comfort-
able moving into more strategic and
consulting-style projects, especially
after corporate disasters such as Enron
and WorldCom showed how such
cozy relationships can go wrong. Yet,
despite the tougher regime for inter-
nal auditors brought in by the U.S.
Sarbanes-Oxley Act of 2002, the Stan-
dards specifically allow for consulting
assignments, provided everyone knows
where the red lines are.

For example, the CAE may
invite executives from different parts
of the organization together for a
workshop to discuss how the strategy
implementation can be strengthened
in an area where it has been found
to be weak or disconnected. More
detailed audit work could be needed
in areas such as the quality of the
decision-making processes, which can

Truly
understand
what the
organization’s
strategy is
and where
each executive
plays into the
advancement
of those
strategies.”

Benito Ybarra

I've tried to
align our
function with
the general
business
strategy and
objectives,
which means
having a seat
at the table.”

i Greg Grocholski
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of definition
and best
practice for
strategy and
business
planning
processes.”

Steven Barlow

We added
value by
bringing
awareness
into the mix—
thinking
about risk
and control
in relation
to speed of
delivery.”

Leen van der Plas

be done effectively by looking at how
authority has been delegated among
individual executives, Ybarra says.
When strategy changes, those delega-
tions often are not updated, causing
potential friction and wasted effort.
Furthermore, it helps clarify the
organization’s appetite for risk and
identify areas where added controls
are required in lieu of additional flex-
ibility and authority.

“Truly understand what the orga-
nization’s strategy is and where each
executive plays into the advancement
of those strategies— then engage
them with your recommendations
based on the reviews you've done on
the business’ objectives and call out
the gaps and challenges and have a
discussion,” Ybarra says. “Accept that
you may not always have the best per-
spective, but if you don’t take a risk,
you'll never get there.”

TAKING A RISK

Internal audit at ING Bank started
realigning its work a couple of years
ago, with dedicated teams working
across the global business in response
to new digital distribution channels
and customer expectations stemming
from the business strategy in the data
analytics and digital audit teams.
Leen van der Plas, Global Audit Divi-
sion head for ING’s Corporate Audit
Services in the Netherlands, is part of
the global leadership team that comes
together at least twice a year for a
strategic planning session with the
CEOQO, audit committee, external audi-
tors, regulators, and others to explain
what is on their radars. Periodic meet-
ings with board members and audit
committee members are also on the
agenda, as are a lot of interaction with
top management.

“It’s vital to hear things straight
from the source, even if the strategy is
in an early phase,” van der Plas says. He
builds a strategic audit program from

these meetings with dedicated scopes,
timelines, and resources.

“While addressing company strat-
egy and related business objectives in
the audits, we issue our audit findings
with a risk rating in an overall report
for each audit with an audit opinion.
Dedicated project audits relate specifi-
cally to the implementation of the strat-
egy,” he says. “You have to be tough
asking questions, and you need to dare
to challenge, even if people find it dif-
ficult to take.”

Like many in the banking sector,
ING has been looking for ways to
serve clients better through, for exam-
ple, centralized call centers. One of
ING’s strategic objectives is to make
its services client-centric— making
the call center a one-stop shop for
customers who call in and need help.
Van der Plas’ team highlighted, at
that time, the risk that individual
employees may have access to too
many systems.

“This piece of work took into
account both strategic objectives and
controls, and our recommendations
reflected that,” van der Plas says. “We
added value by bringing awareness into
the mix— thinking about risk and con-
trol in relation to speed of delivery.”

Given the obvious difficulties of
businesses devising and implement-
ing their strategies in a fast-changing
world, it makes sense for someone to
provide assurance that organizations
are on the right track. And internal
auditors are in a position to play such
an important role—if they are willing
to come out of their compliance com-
fort zones and take a risk. It is time for
internal audit to rise to the challenge,
before the board turns to someone else

for help.

ARTHUR PIPER is a U.K.-based writer
who specializes in corporate gover-
nance, internal auditing, risk manage-
ment, and technology.
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THREE LINES OF DEFENSE

Three Lines

A centralized
testing model can
enable the lines of
defense to rely on
each other’'s work
and make audits
more efficient.

Susan Burch

IN Harmony

any organizations have
implemented a three lines of
defense model with each line
performing risk monitor-
ing and testing activities. As
described in The I1A’s Posi-
tion Paper: The Three Lines
of Defense in Effective Risk
Management and Control,
front-line unit management
is the first line of defense, risk and compliance functions are
the second line of defense, and internal audit is the third
line of defense. In many cases those monitoring and testing
activities overlap, which can cause audit fatigue within the
business units. It also takes time away from serving custom-
ers. Or in some cases, there could be gaps in coverage that
expose the organization to unnecessary risks.

Each line of defense has its own monitoring and over-
sight responsibilities, but in many cases there are areas where
the testing activities to achieve these responsibilities overlap.
In these instances, organizations can benefit from ensuring
each line of defense coordinates with the others to avoid
performing duplicate testing or monitoring activities. Coor-
dinating the three lines of defense can minimize audit fatigue
and maximize efficiency.

MUTUAL RELIANCE

If the testing or monitoring activities performed by the
first line are well-designed and executed, the second and
third lines can validate and rely on what the first line does.
Similarly, if the testing performed by the second line is
well-designed and executed, the third line can validate and
rely on the second-line testing. Benefits an organization
can realize from ensuring its three lines of defense are well-
coordinated include greater efficiency, cost savings, align-
ment with best practices, enhanced productivity, improved
consistency and quality, standardized testing methodolo-
gies, and leveraging the “right” skills for specific products or

INTERNAL AUDITOR 51



THREE LINES IN HARMONY

lines of business. Moreover, all three
lines can use software to automate the
monitoring and testing of key controls
and risks.

Organizations also need to be
aware of challenges they may encoun-
ter when coordinating testing across
the three lines. Bringing together
people with the right skills, providing
necessary training, and identifying
technical solutions are challenges, as is
ensuring the process has appropriate
quality controls. Another challenge is
ensuring the appropriate service-level
agreements are in place so each group
is clear about its roles and responsibili-
ties, particularly with respect to a cen-
tralized testing unit.

CENTRALIZED TESTING
Coordination among the three lines

of defense should enable the organiza-
tion to design testing activities so that
controls can be tested once and relied
on by other groups to meet various
regulatory requirements and needs.
Organizations can leverage a shared ser-
vice model to perform testing activities
based on detailed test scripts. A central-
ized testing approach needs to reflect
the roles, responsibilities, and account-
abilities for each line of defense.

The “Centralized Testing Model”
on this page can be used as a framework
to implement more effective testing
activities. Subject matter experts in each
line of defense would be responsible

for the more complex activities and
designing the test scripts. Centralized
testing groups would be responsible for
conducting the detailed testing in accor-
dance with the test scripts designed by
the subject matter experts.

This model emphasizes commu-
nication, collaboration, and reliance
among all three lines of defense. Organi-
zations also should consider automating
testing as much as possible and provid-
ing integrated reporting of test results.
Senior management should receive con-
sistent reporting regarding the strength
of the control environment.

When considering a centralized
testing model, maintaining the inde-
pendence of the third line of defense

I
CENTRALIZED TESTING MODEL

Centralized Testing »

First-line Subject Matter Experts

» Document processes and controls.

» Migrate some testing to second line so first
line may focus on monitoring activities.

» Design quality monitoring systems.

» Conduct self-assessments.

» Build in quality control to reduce defects.

Monitor compliance.

Conduct testing for

first and second
lines of defense
based on detailed

test scripts.

Second-line Subject Matter Experts

» Challenge risk assessments.

» Evaluate process documentation.

» Perform walk-throughs.

» Assess and validate control design.

» Design and develop test scripts.

» Centralize standard testing programs such as fraud.
» Assess quality of first-line monitoring.

» Improve efficiency through shared service concepts.

Third-line Subject Matter Experts
Centralized Testing »

Maintain independence.

Conduct testing for »  Assess risks.

third line of defense »
to ensure internal

Plan/scope audits.
» Write audit programs.

audit's independence. » Assess control design.

» Perform walk-throughs.

Communication, Collaboration, Reliance
Integrated Reporting

» Reperform tests/quality assurance test results.
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THREE LINES IMPLEMENTATION METHODOLOGY

Develop risk Map testing to Identify gaps
framework framework and overlaps

Identify opportuni-

ties for efficiencies

» ldentify requlatory » Obtain test scripts » Analyze test script » Analyze duplication of
requirements, best from lines of defense. mapping. testing efforts, includ-
practices, stan- » Review testing policies » Analyze frequency of ing frequency.
dards, and guidance. and procedures, guide- testing. » Determine whether

» Document risks to lines, and job aides. »

Identify gaps (i.e., attri-

duplicate testing can be

be addressed. »
» Document attri-

Conduct walk-
throughs to under-

streamlined.
Analyze whether test-

butes not being tested
by any line of defense). »

butes to be tested. stand testing » ldentify overlaps (i.e., ing in first or second
processes. duplication of testing lines could be tweaked
» Map test scripts to risk efforts). so it can be leveraged
framework. » Analyze whether test- by the third line.

ing overlaps can be
optimized.

is critical. Depending on the organiza-
tion’s structure, it may make sense to
have one testing team for the first two
lines, as depicted in the model, and a
separate team for internal audit.

Finally, cultural maturity should
be considered because organizations
with more mature cultures tend to
have better collaboration among busi-
ness units, be proactive rather than
reactive, think more strategically, and
have increased consistency.

IMPLEMENTING INCREMENTALLY
An incremental approach to imple-
menting centralized testing across

the three lines of defense may allow
the organization to see benefits more
quickly. Standardizing processes can
lead to lower organizational costs and
greater predictability.

Starting with cross-functional
areas, such as third-party risk, com-
plaint handling, credit quality, pay-
ment systems, or data quality can yield
quick wins and demonstrate the value
of a centralized testing function. As
the approach is implemented in the
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various risk domains, it is important
to use a consistent methodology. The
“Three Lines Implementation Meth-

g

TO COMMENT
odology” on this page can be applied on this article,
to any risk domain to evaluate testing EMAIL the

author at susan.
burch@theiia.org

across the three lines of defense. This
evaluation can identify areas where
testing can be streamlined and made
more efficient as well as reveal any
gaps in testing.

The first step is to develop and
document the risk framework based on
regulatory requirements and guidance,
as well as best practices. From there,
the testing performed in each line of
defense can be mapped to the risk
framework, which can enable the orga-
nization to identify gaps and overlaps
in testing.

Once the gaps are identified, the
organization can determine where the
testing should take place and implement
the appropriate testing or monitoring,.
In addition, the analysis will show areas
where multiple lines of defense are per-
forming testing or monitoring activities.
These are areas where the organiza-
tion can focus to optimize testing and
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N\ Crowe Horwath.

Recognizing the need to go beyond defense to a more proactive approach to
predict and anticipate cybersecurity threats, the Institute of Internal Auditors’
Audit Executive Center, with the Internal Audit Foundation, conducted a
Quick Poll survey of CAEs to ask about their cybersecurity strategies.

Crowe Horwath researchers conducted follow-up interviews with
information security executives, and all three organizations contributed
to the resulting joint research report, “The Security Intelligence Center,
Next Steps: Beyond Response to Anticipation.”

“Activities such as those outlined in this report can help internal
auditors improve cybersecurity operations activities and accelerate
the transition to a fully functioning cybersecurity intelligence center.”

Raj Chaudhary, Principal and Contributor Dave McKnight, Contributor

Crowe Horwath Crowe Horwath

+1 312 899 7008 +1 630 575 4399
raj.chaudhary@crowehorwath.com dave.mcknight@crowehorwath.com

To read the summary research of current best practices,
visit CroweHorwath.com/llIACyber

Audit / Tax / Advisory / Risk / Performance Smart decisions. Lasting value.™

In accordance with applicable professional standards, some firm services may not be available to attest clients.
© 2017 Crowe Horwath LLP, an independent member of Crowe Horwath International crowehorwath.com/disclosure RISK-17010-015D
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450/0 of respondents say they follow the th I’ee | | n eS of defense model, with internal audit as

the third line, but 10% say the lines are blurred, the Global Internal Audit CBOK Practitioner Survey notes.

improve efficiencies to minimize audit
fatigue. The organization should analyze
whether testing conducted by the first

or second line can be refined so it can be
relied on by the second or third line of
defense. Using a consistent methodology
can help ensure the implementation pro-
cess is repeatable.

BEST TESTING PRACTICES
Organizations that are thinking about
implementing a centralized testing
model should leverage lessons learned
by others who have gone down this
path. Some of the leading practices for
coordinating or centralizing testing in
the three lines of defense include:

» Use subject-matter experts to
support risk identification,
assessment of control design,
and development of test scripts.

»

»

»

»

»

»

Leverage automation through
continuous monitoring rou-
tines that run regularly.

Use advanced data analytics to
identify patterns and trends.
Empower small, nimble teams
with advanced testing capabili-
ties and tools to perform tar-
geted reviews in high-risk areas
in off-cycle periods.
Coordinate acquisition of
data among the three lines of
defense to reduce the impact
on internal resources within the
business lines.

Leverage the organization’s
off-shore resources to perform
routine, high-volume testing,
subject to appropriate oversight.
Leverage contingent staff and
consultants to supplement the

testing staff when special reviews

or seasonal spikes demand

increased testing efforts.
Although adopting these practices to
coordinate testing activities across the
three lines of defense may take consider-
able effort, they may yield great rewards.
This effort can help the organization
validate that key controls are being tested
and streamline testing across the three
lines. Such gains can reduce audit fatigue
on the front-line units so they can focus
on serving customers and improve effi-
ciencies in second- and third-line units.
This can allow internal audit to provide
broader, more in-depth, and complete
coverage of risks and controls.

SUSAN BURCH, CIA, CRMA, CFE, CISA,
is @ manager at Grant Thornton LLP in
Raleigh, N.C.
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AUDIT

udit client
expectations
have risen
steadily over
the past several
years, requir-
ing internal

audit to
increase its value delivery and become
more relevant to day-to-day business.
Yet practitioners often struggle to
meet these expectations, as reported
in 2 2016 KPMG report, Seeking
Value Through Internal Audit. Only
10 percent of the financial executives

and audit committee chairs surveyed

Signature JaUleie

Hans Buehler agreed that internal audit adequately

and Arnaud Ruiz identified and responded to emerging
risks. Respondents indicated that audit
results too often confirm concerns
already identified by management
instead of identifying new issues and
emerging risks. Some chief audit execu-
tives have been quick to explore new
service and delivery models that can
provide value to stakeholders beyond
assurance, leading to the development
of advisory services and consultative
reviews. But these efforts have not
always considered how to improve
existing audits.

To address this challenge, internal
audit teams at German automaker
Daimler have looked for ways to
improve assurance services and tap
into the unrealized value of its process
audits. Although the annual audit plan
offered numerous ways to increase

MERCEDES-BENZ USA

value to the organization, internal
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Daimler’s audit
function adds
significant value
to engagements
by incorporating
a unique
methodology
focused on
innovation.

audit sought to explore new ways to
add value within the framework of
existing audits. To identify and exploit
new opportunities, the team launched
a program called Signature Audits,
aimed at increasing internal audit’s
contributions during regularly sched-
uled client engagements.

The audit team introduced its Sig-
nature Audit methodology by first
selecting an engagement that offered a
suitable environment to pilot the con-
cept. Daimler was poised to launch new
technologies and services considered
strategically important to the organiza-
tion and monitored by top manage-
ment. To identify unknown risks and
potential workarounds to processes
being implemented, an unconventional
audit approach was required. The audit
team needed to look beyond existing
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SIGNATURE AUDITS
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client policies and procedures to capture
emerging risks and resolved to deploy
audit techniques that are typically used
less frequently during traditional pro-
cesses. Practitioners used a hands-on
approach that involved re-performance
of controls or simulations such as mys-
tery shopping— where the identity and
purpose of the customer is not known
by the group being evaluated.

In another type of simulation,
two of the auditors created a fictitious
account consisting of customer infor-
mation from one auditor and bank
account information from the other.
The practitioners used this technique to
determine whether the controls to vali-
date customer identities would pick up
the mismatched personal information
(whereas in a regular, non-signature
engagement, auditors might just verify
that the customer’s personal informa-
tion was appropriately captured).
Internal audit’s objective was to assess
real-life scenarios as opposed to con-
ducting paper-based assessments that
often rely solely on the audit of existing
policies and their implementation.

The results of the Signature Audit
pilot exceeded expectations. Findings
captured critical risks that weren't identi-
fied by existing processes and required
senior management to rethink certain
aspects of the service to be deployed.
The added value from the assessment
became obvious as senior management
immediately deployed corrective actions.

A DIFFERENT KIND OF AUDIT
Although Signature Audits resemble
traditional process audits in many
respects, fundamental differences exist
between the two approaches. Signature
Audits usually require more preparation,
more resources, additional training,

and a unique mind-set— to implement
them, auditors need to be innovative,
curious, and creative. For example,
when Daimler auditors assessed controls
around cargo access security within the

company’s supply chain, they knew

that a review of delivery slips would

not suffice. On paper, controls seemed
to be in order—all inspection forms
were completed and signed, without
any deviation from normal procedure.
But when the auditors decided to follow
delivery trucks, track their routes, and
conduct random checks on cargo secu-
rity, different results came to light. Asset
counts differed from what was docu-
mented, and cargos were discovered
unlocked. The auditors found that key
aspects of the process had been circum-
vented— something a traditional audit
may not have captured.

SELECTION AND PREPARATION
Not all process audits are appropri-

ate candidates for the Signature Audit
approach. Signature Audits have a
better chance of success, and a more
significant impact, when applied to
strategic areas with a significant level of
complexity. Moreover, the approach is
often particularly effective if the stra-
tegic area involves new processes, such
as the deployment of a new service or a
new technology.

Signature Audits often require
unique preparation, including the
consultation of experts in the audited
area who can help design creative test
scenarios. Auditors may also need to
improve their knowledge of the process,
product, or service under review. They
should be prepared, as well, to take a
certain amount of risk. Creative audit
techniques, such as the use of penetra-
tion testing tools or social engineering
techniques, may involve a degree of
deception. Senior management and
the legal department should authorize
internal auditors to perform these types
of procedures, and the auditors should
immediately inform these groups of any
critical findings. For example, if audi-
tors successfully manage to compromise
a systemn’s security, senior management
must be made aware of the activities
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to be one of their top five strategic priorities; more than 20% consider it their No. 1 priority.

so they can initiate corrective actions
without delay.

Extensive reconnaissance efforts
may be conducted that require addi-
tional resources, such as laptops and
penetration-testing software. Bench-
marking research and market analysis
may also be required, and travel could
involve visits to multiple locations out-
side the audit client’s office. Significant
travel may be necessary, for example,
if auditors visit similar plants in dif-
ferent countries to compare processes
and identify best practices before audit
fieldwork begins.

FIELDWORK

The performance of fieldwork in
real-life conditions, as opposed to a
paper-based assessment, is an essen-
tial component of Signature Audits.
When reviewing a three-way match,
for example, Daimler’s auditors will
consider the end-to-end accounts pay-
able process and physically observe the
receipt of goods instead of solely relying
on the system data. Or, when assess-
ing a warranty claim process, auditors
will actively generate warranty claims
in production and simulate real-life
scenarios. Auditors can engage guest
auditors with expert knowledge to help
create these simulations, or hire con-
sulting or other specialized expertise to
accompany them during audit prepara-
tion and fieldwork.

Daimler’s auditors are encouraged
to identify creative ways to complete
test work, using innovative tools and
resources. Examples include unan-
nounced site inspections, simulations
of real-life conditions, social engineer-
ing, exploiting system vulnerabilities,
and data analytics. In one instance,
the auditors exposed a security flaw
by creating a fake employee with full
administrative rights. Using these cre-
dentials, they were able to add, delete,
and manipulate data, as well as delete
records of certain inventory entirely
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from existence. Although such tech-
niques are occasionally used during
regular process audits, Signature Audits
rely on them extensively.

During Signature Audit fieldwork,
practitioners often seek to circumvent
processes as opposed to testing process
effectiveness. For example, while audit-
ing a new mobile application, internal
audit decided to test a phone hotline
established for customers experiencing
difficulties. Signature Audit techniques
applied to the call center in charge of the
hotline revealed that the app’s authentica-
tion controls could be easily bypassed by
calling the center. Similarly, penetration
tests on the call center systems revealed

Daimler’s auditors are encouraged to
identify creative ways to do test work,
using innovative tools and resources.

additional vulnerabilities and severe con-
trol weaknesses, leading to a significant
change in the design of the service.

REPORTING
The reporting phase of a Signature
Audit also features key differences from
a regular engagement. Presentation of
results, for example, is rarely done using
standard PowerPoint presentations or
Excel templates. Instead, communica-
tion relies on real-world demonstration
of the concerns identified. The process
may entail a field visit with the client
and senior management to observe
certain issues in person. Or it can be
done through the use of audiovisual
resources, such as playing video or
audio recordings, performing live simu-
lations (which are often effective when
auditing I'T and engineering), or dis-
playing pictures of audit evidence.
Offering tangible evidence is
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an effective way to engage the client
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and communicate value to stake-
holders — something that Daimler
internal audit has confirmed with cli-
ent feedback on its Signature Audits.
Concrete audit results pointing to
proven deficiencies and impact, as
opposed to identification of control
gaps that present a hypothetical risk,
can lead to significant improvements
in the acceptance of audit results and
remediation efforts. Daimler’s audi-
tors observed this effect when they
reported on information security
vulnerabilities found in an online ser-
vice—instead of simply reporting on
control gaps in the vulnerability man-
agement process, the team showed
senior management a 30-minute
demo highlighting the damage that
could occur. After seeing the ease
with which vulnerabilities could be
exploited, management took correc-
tive actions immediately.

Management’s reaction to the
Signature Audit experience was
typical — surprise at first and then ulti-
mately, appreciation. Showing clients
actual risk instead of simply telling
them about risk potential elicits a much
higher degree of engagement and helps
increase the likelihood that corrective
actions will be taken.

A CULTURE OF INNOVATION
Implementing Signature Audits
provides an effective vehicle to com-
municate the value of internal audit

to the organization, including senior
management and the audit committee.
It provides an opportunity to showcase
the audit team’s ability to advance the
organization’s strategic goals and con-
tribute to the identification and assess-
ment of emerging risks. The focus on
exploiting control gaps to illustrate the
impact of deficiencies creates stronger
buy-in from audit clients, improved
remediation results, and increased trust
from internal audit stakeholders. It
can also lead to additional demand for
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audit services as stakeholders realize the
value of this approach and decide to
engage the audit department in other
similar audits.

The Signature Audit concept
also provides an opportunity to cre-
ate a culture of innovation within the
audit team. The explorative nature of
Signature Audits offers a significant
learning experience for practitioners
as well as the ability to unleash their
creative potential —it gives them a
chance to ask what they would do dif-
ferently to improve a product or ser-
vice. As a result, auditors gain a more
direct connection to organizational
performance, which can increase their

Showing clients actual risk instead of

telling them about risk potential elicits
a much higher degree of engagement.

commitment and ability to deliver
results. It can also improve the rela-
tionship between the internal audit
function and other departments in
the organization, due to the collabora-
tive use of guest auditors during the
preparation and fieldwork phase, and
it helps increase internal audit’s ability
to retain and recruit talent by foster-
ing a positive image of the function.
The methodology can lead to numer-
ous enhancements that benefit the
audit department, promote business
improvement, and enhance internal
audit’s stakeholder value proposition
throughout the business.

HANS BUEHLER, CIA, is senior man-
ager, Audit, North America, at Mercedes-
Benz Financial Services in Farmington
Hills, Mich.

ARNAUD RUIZ, CISA, is manager, Audit,
IT, North America, for Mercedes-Benz
Financial Services.

g

TO COMMENT
on this article,
EMAIL the
authors at hans.
buehler@theiia.org

INTERNAL AUDITOR

61


http://theiia.texterity.com/ia/april_2017_internal_auditor/TrackLink.action?pageName=61&exitLink=mailto%3Ahans.buehler%40theiia.org
http://theiia.texterity.com/ia/april_2017_internal_auditor/TrackLink.action?pageName=61&exitLink=mailto%3Ahans.buehler%40theiia.org

Governance Perspectives

BY DAN CLEMENS & RICK NEISSER

EDITED BY MARK BRINKLEY

LEVERAGING RELATIONSHIPS

Internal audit
implemented a four-
step cycle to help
ensure a healthy
corporate culture.

oday, whenever cor-

porate fraud or scan-

dal hits the headlines,

no player is held
harmless. Along with every-
one else involved, internal
auditors will be asked, “What
did you know, and when did
you know it?” Internal audit
departments must continue
to ask themselves how they
can better help the organiza-
tion maintain a healthy, ethi-
cal culture.

Several years ago,
Farmers Insurance Internal
Audit addressed that ques-
tion by putting in place its
Relationship Management
process. This four-step cycle
has enabled us to keep our
fingers on the pulse of the
company’s culture by sitting
down at regular intervals
with the top leaders to
review their visions, values,
and strategies. The process
has afforded the means of
reassessing company risk and
adjusting our audit plan to
cover those risks timely.

Our relationship man-
agement cycle has played a

big role in conforming to

IIA Standard 2010: Plan-

ning, which states: “The

chief audit executive must
establish a risk-based plan

to determine the priorities

of the internal audit activity,

consistent with the organiza-
tion’s goals.”
As the diagram on page

63 shows, the relationship

management cycle consists of:

1. Conducting periodic
meetings with the top
150 leaders.

2. Reassessing risks based on
those meetings.

3. Adjusting the audit sched-
ule to meet the changing
risk environment.

4. Updating the audit uni-
verse to ensure adequate
coverage in all key areas.

Step one of the cycle—the

relationship management

meetings—is the engine that
drives the other three steps in
the process and is the focus
of this article. The benefits of
the meetings are multifold, as
they enable us to:

© Promote a relationship

of trust, mutual respect,

and partnering between
company leaders and
internal audit.
© Systematically identify
business strategies,
objectives, initiatives,
risks, and controls.
© Update our audit uni-
verse and schedules to
reflect emerging risks
and business needs.
© Grow our talent by
having audit managers,
and often auditors, par-
ticipate in the meetings.
© Provide value and
insight to our custom-
ers through these meet-
ings and the projects
that result from them.
For this process to work, rela-
tionship management owners
must be adroit and capable.
The owners are audit staff
who are matched to company
leaders based on their exper-
tise, areas of specialty, and
interests. Take, for example,
an audit manager who spe-
cializes in underwriting. It
makes sense to assign him
as relationship management
owner to the Underwriting

READ MORE ON GOVERNANCE visit the “Marks on Governance” blog at InternalAuditor.org/norman-marks
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Audit Universe

» The Farmers audit universe maps all key »
areas of the business, related risks, and
prior/planned audits.

» The universe is continually
updated based on changes to
company organization, audit
risk assessments, and audit
schedule.

» RM often triggers changes
to the universe.

N"m Uni ve,se

» The audit schedule is reviewed
quarterly to reassess proposed
and planned audits.

» Scheduled audits may be moved or »
pushed back.

» New audits may be scheduled, as well as
advisory projects requested by Farmers »
management. The audit plan is revised.

)I_ AUDIT RELATIONSHIP

Relationship Management

Internal Audit periodically meets with
executives and heads of business units.

» Topics include business strategy,
A KPIs, initiatives, emerging risks, and
getationsy,, audit schedule.

\‘\a“aqeme,]f

» Meetings are documented in
an RM database, and results
shared with the senior audit
leadership team.

Risk Assessment

» Following RM meetings,
Internal Audit revisits and updates

its companywide risk assessment.
Business strategies, emerging risks,
and initiatives can all impact the risk
assessment.
Key risks include financial, strategic,
compliance, and operational.

2, >
OWssassy o

three or four times a year.
Meeting once a year may be
sufficient for smaller depart-
ments or those with a slower
pace of change. Relationship
management owners confirm
the meeting frequency with
senior audit leadership.
Before the meetings,
relationship management
owners will email the agenda
to the leaders, inviting their
input on areas to discuss. The
email will often include the
ongoing and planned audit
schedule for the leaders to
review. Whenever possible,
the relationship management
meetings will be held on site.
Relationship management

head. The commonalities between staff and leader can go a
long way toward creating mutual relationships of trust, rap-
port, and respect. Without that, the cycle will fall short.

Relationship management owners are responsible for all
aspects of the meetings. Planning and scheduling the meetings
may require tenacity and persistence in tracking down leaders
who are often on the road. Conducting the meetings requires
the use of effective soft skills to draw the leaders out so they
are forthcoming and frank. They should feel comfortable
enough not only to share their strategies, but also to reveal
the obstacles and threats to achieving them. Relationship
management owners' notes of the meetings must be accurate
and complete, as they will often provide the springboard for
discussions with senior audit leadership on what was learned.

The relationship management owner sets the agenda for
the meeting. Agendas will cover strategy, objectives, and busi-
ness plans and the risks that threaten them. If warranted, past
audit results also will be covered. The audit schedule will be
reviewed to verify content and timing of planned audits. If the
leader is new or unfamiliar with the audit process, we will add
our charter to the agenda so we can cover our principles.

The frequency with which relationship management
owners meet with company leaders depends on several factors,
including; leader experience, size and complexity of the opera-
tion, ongoing changes or initiatives, and past audit results. For
example, Claims is Farmer’s largest department and the pace
of change within it may warrant meeting with its leaders
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owners will often include
other auditors who have an
interest or are specializing
in that area of the company. This provides an opportunity to
grow our talent, as these auditors observe and learn from par-
ticipating. One of those auditors will usually be the scribe, and
after the meeting send the notes to the relationship manage-
ment owner for review and distribution. Meetings usually run
about one hour. All meeting records are stored in a database.
Each quarter, our senior audit leadership team meets to
review and adjust the audit plan. This is when our relation-
ship management meetings pay off. The relationship man-
agement owners will share results of those meetings, and, in
particular, focus on changes that have occurred to the risk
landscape of the department in question. Reassessing risks,
the leadership team will adjust the audit plan, moving up
some audits, pushing back others, and, in some cases, setting
up new audits. This is also the time when the leadership team
will consider requests made by leaders during relationship
management meetings for us to provide consulting services.
While we may attribute organizational failures to things
like fraud and poor leadership decisions, culture is really at
the crux. Bad decisions stem from an unhealthy culture. Our
relationship management cycle puts us in a unique position
to help ensure our company’s culture remains healthy.

DAN CLEMENS, CIA, is head of Internal Audit Planning and
Operations at Farmers Insurance in Phoenix.

RICK NEISSER, CIA, CISA, CPCU, CLU, recently retired as an
audit consultant at Farmers Insurance in Woodland Hills, Calif.
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Brief interactions
sometimes provide a
perfect opportunity
to extol the virtues
of internal audit.

BY J. MICHAEL JACKA

A REAL ELEVATOR SPEECH

hen we are hon-

est, we have

to admit that

internal audi-
tors don’t always enjoy a
positive reputation. Partly,
unfavorable perceptions
exist because people don’t
know what we do. And
unfortunately, they also
stem from people who think
they do know what we do.
So we always have to be
ready to share our side of
the story— sometimes at a
moment’s notice.

On my way to speak
at a recent [IA-Fort Worth
chapter meeting, I struck up
a conversation with some-
one in an elevator. When
I mentioned I was giving a
presentation, he asked what
I was speaking about. Fear-
ful of the response I was
sure to receive, | told him,
“Internal audit.” He did
not disappoint, forming a
cross with his fingers and
jokingly—1I hope—saying,
“Keep away!”

I laughed. “Don’t
worry, 'm not one of those
auditors,” I said. “I don’t try
to find people doing things
wrong; I try to help people
do their jobs better.”

I could tell he didn’t

believe me, but he also

seemed willing to give me
the benefit of the doubt (if
for no other reason than
hoping this might free

him from being audited
while on the elevator).
And at that point I had a
sudden realization. “You
know,” I said, “they always
say you're supposed to
have an elevator speech. I
guess I just gave mine. Did
it work?”

He laughed. “Well, at
least it was short.”

Yes, I actually got a
chance to give an elevator
speech. And I got to give it
on an elevator. Did I make a
difference? Did this person
come away with a new per-
spective on internal audit?
really can’t say, but I learned
three things.

First, elevator speeches
really happen. Our days
are filled with brief inter-
actions and, sometimes,
those interactions can
provide an opportunity
to talk about the value of
internal audit.

Second, elevator
speeches need to be short.
That means we must be
able to express the value of
internal audit in a succinct
way that resonates with
the listener.

And third, even a few
seconds can spark a change
in someone’s perceptions.
My hope is that this gentle-
man remembers his
conversation with an inter-
nal auditor (if he remem-
bers it at all) as a quick
interaction that gave him
new information — per-
haps enough to keep his
fingers from forming a
cross next time.

I like to think of this
experience as a little nudge.
A little nudge can make
a difference, and enough
little nudges can start a
groundswell. In turn, that
groundswell can lead to
better understanding of
internal audit’s value among
people everywhere.

So, in Fort Worth,
Texas, because of an eleva-
tor speech delivered in
an actual elevator, one
person’s perspectives about
internal auditing may
have been nudged just
a little. Who have you
nudged today?

J. MICHAEL JACKA, CIA,
CPCU, CFE, CPA,is
cofounder and chief creative
pilot for Flying Pig Audit,
Consulting, and Training
Services in Phoenix.

READ MIKE JACKA'S BLOG visit InternalAuditor.org/mike-jacka
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IN THE FACE OF NATURE

Comprehensive recovery strategies enable
organizations to respond more quickly
and cohesively following a disaster.

DAMIAN WALCH
Managing Director, Risk
and Financial Advisory
Deloitte

ROBERT W.
KASTENSCHMIDT
National Leader, Risk
Advisory Services
RSM US LLP

When considering natu-
ral disasters, what are
the biggest risks to
organizations?
KASTENSCHMIDT Unlike
events that impact only the
organization, natural disas-
ters can affect an entire local
area or even a region. As a
result, natural disasters have
the potential to impact a
large portion of the organi-
zation’s staff, making them
unavailable to participate
in the recovery effort. Such
events also often impact
the organization’s vendors,
business partners, custom-
ers, etc.—all of which are
factors that may signifi-
cantly increase the impact
of a business disruption
event and the nature of the
required response.

WALCH Generally speak-
ing, the biggest natural
disaster risks in the U.S.
are tornadoes, hurricanes,
and floods. While the U.S.
hasn’t seen a significant
earthquake in many years,
Ecuador, Italy, and Taiwan
all experienced catastrophic

earthquakes resulting in
major loss of life and busi-
ness disruptions with global
impact. No matter the form
of the natural disaster, they
all pose possible major dis-
ruption to employee health,
safety, and housing— not
to mention disruption to
business partners and supply
chain participants.

What are the greatest
risks to organizations of
prolonged downtime?
WALCH Disruption of nor-
mal operations due to pro-
longed downtime can slow
communications, ultimately
resulting in brand and repu-
tation damage that leads to
customer loss, C-suite and
board involvement, negative
media coverage, and share-
holder value loss.
KASTENSCHMIDT Being
unable to adequately recover
key systems and business
functions timely can expose
an organization to any
number of unacceptable
consequences. Beyond the
more immediate impacts

the organization may incur
during downtime, such as
lost revenue and additional
expenses, one of the more
serious long-term concerns
is the potential erosion of
hard-earned market share.
After working for years or
even decades to develop

a solid market share, an
organization can see it
erode quickly if it is not
able to meet the needs of
its customers following a
disaster. To keep their own
businesses operational, even
the most loyal customers
may turn to a competitor to
obtain required products
or services—and once
they've departed, they may
never return.

What types of staff
protections should be

in place?
KASTENSCHMIDT A
comprehensive recovery plan
must consider situations that
substantially limit the avail-
ability of the organization’s
staff. To mitigate the risk
associated with a limitation
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of employee availability, organizations should factor contin-
gency staffing considerations into their recovery plans. Such
considerations may include staffing redundancy or overlap
for critical functions, formal cross-training of key activities,
thoroughly documented standard operating procedures, and
arrangements with third parties to provide required assistance
when needed.

WALCH Employee protections should include basic pro-
tections like the ability to shelter in place and evacuation
plans, training on how to respond in a crisis, and resources
available to them in the unlikely event of widespread disas-
ter. Companies should have simple playbooks to instruct
employees, notification systems, and training programs that
include simulations.

What safequards should organizations have to protect
against data loss?

WALCH Having a strategy for data backup, off-site storage,
and recovery is considered mature by many business lead-

ers. However, the exponential growth in data combined with
interdependencies between systems and applications has made
that more difficult. Companies of all sizes are struggling to
protect against storage corruption, data leakage, and ransom-
ware attacks. Special precautions some companies are leverag-
ing include taking frequent data snapshots to minimize data
loss, moving data off site or far from an incident location, and
creating isolated networks for data backups to protect against
malware attacks.

KASTENSCHMIDT Many organizations have adopted
system replication or similar technologies to minimize

Why is a coordinated response important?
KASTENSCHMIDT Following a disaster, time and
resources are both severely constrained. As a result, effi-
ciency is paramount in executing an effective response/
recovery effort. Without thorough coordination across

the response process, participating teams and individuals
may unnecessarily duplicate tasks, while other key activi-
ties may be overlooked. Furthermore, key elements of the
response process— including internal and external com-
munication— can be inconsistent or even contradictory, if
not coordinated across the organization. Coordination of
the response effort can not only allow the organization to
recover quicker and more successfully, but it can also help
to alleviate some of the impacts that can be encountered as
a result of the event.

WALCH We have seen strong coordinated response and
recovery efforts help decrease the financial and reputational
impact of prolonged outages, disasters, and incidents. A good
response requires consistent information synthesis during

the event. Information sharing among executives in com-
munication, legal, operations, and human resources is vital to
the success of response. Coordinated response is required for
transparency to shareholders, stakeholders, and customers in
the event of a natural disaster or negative event.

What lessons can organizations learn from past large-
scale disasters?

WALCH As with most things, having a plan in place is bet-
ter than not. Companies that analyze their critical business
processes and develop appropriate resiliency strategies to
protect them are often able to respond

in a more measured and cohesive man-
ner during the hours immediately fol-
lowing a disaster. Planning efforts can
include creating and thinking through
crisis response playbooks and strategies,

the data that would be lost if their primary systems were
destroyed and they were forced to restore the systems in
an alternate environment. However, despite these modern
technologies and the small window of potential lost data,
organizations still must consider how lost data and transac-
tions would be replaced, reconciled, etc., following a disas-
ter, through using a backup solution that considers various
factors such as potential data corruption, geographic
separation, and security threats. While the potential data
loss, or recovery point objective, may have decreased sub-
stantially in recent years, few backups are truly “real-time”
copies, and losing even a few minutes worth of data/trans-
actions can be devastating.

APRIL 2017

as well as war gaming or simulating
crisis events to train leaders, employees, and sometimes busi-
ness partners how to respond.

KASTENSCHMIDT In the aftermath of major events such
as Superstorm Sandy, many organizations determined that
the way they have traditionally approached disaster recovery
plan testing was simply not adequate. In particular, organi-
zations discovered that making assumptions—or cutting
corners—in their testing prevented them from uncovering
severe deficiencies in their recovery strategies and plans.
Although effective testing has always been an important part
of the recovery planning process, some previous large-scale
disasters have only increased awareness of the importance of
assuring that such testing is truly realistic.
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Internal audit
knowledge should
not become
subordinate to
methodological
demands.

BY DAVID O'REGAN

WE CAN’T CODIFY EVERYTHING

nternal audit’s profession-
alization is largely the
result of codified activi-
ties. Established, credible
paraphernalia of professional
practice, including compre-
hensive standards, practical
guidance, rigorous certifica-
tion requirements, and a code
of ethics, form the foundation
of internal auditing. Steadily
increasing public recogni-
tion and respect for internal
auditing surely exists in part
due to this robust structure.
Nonetheless, as the profession
continues to mature, we have
reason to be cautious. Once
a critical mass of standards
and advisory material has
been reached—and it may
pethaps already have been
reached—we should pause
to avoid being stifled by
instructions, bureaucracy,
and over-codification.

To a large extent,
unspoken assumptions bind
internal audit professionals
together in their common
endeavors. Arguably, a large
part of a profession’s wisdom
arises from experience and
knowledge that are too deep
to be articulated. Codified
guidance cannot capture the
full range of professional
activity that involves wisdom
and sensitivity.

Explicit instructions
and bureaucratic literal-
ism can create the illusion
that what really matters in
professional activity can be
captured entirely in written
form. Moreover, it implies
that professional practice
must be based solely on this
established guidance. The dis-
tinguishing features of many
professions—a physician’s
bedside manner, an architect’s
aesthetic sensitivity, and the
acerbic rhetoric of a court-
room lawyer—cannot be
codified in rational blueprints.

We may distinguish for
our purposes among three
types of knowledge: knowl-
edge that, knowledge how,
and knowledge what. The
auditor may know #hata
procurement process aims at
an optimal decision on expen-
diture, and he or she may
know how the details of the
process unfurl. The auditor’s
professionalism becomes truly
apparent, however, with the
third level of knowledge: he or
she knows (through observa-
tion, logic, and judgment)
what to conclude on the status
of the risks and risk-mitigat-
ing internal controls observed.
Attainment of this third type
of knowledge is easier to rec-
ognize than to define, and it is

founded on education, practi-
cal experience, and wisdom.

Sometimes the internal
audit profession, like a silk-
worm, appears to be spin-
ning around itself a cocoon
of instructions and codified
practices. If the focus of
internal auditing shifts further
from knowledge and experi-
ence to compliance with
instructions, the outcome
might be a subordination of
the search for truth to the
satisfaction of methodologi-
cal demands. Furthermore,
there is something eerie in the
notion that the accumulated
knowledge of internal audi-
tors can be adequately pre-
served in a code of established
practice. Creativity may be
dismissed as infidelity to codi-
fied instructions. Professional
guidance needs to set out the
essentials while providing
space for our practical judg-
ment to flourish. Otherwise,
we may be perceived as a pro-
fession characterized by box-
ticking compliance, rather
than by wisdom.

DAVID O'REGAN, CIA, FCA,
is auditor general in the Office
of Internal Oversight and
Evaluation Services at the Pan
American Health Organization
in Washington, D.C.
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