IT And Cybersecurity Auditor

Intermediate IT Auditing

COURSE DESCRIPTION

A data breach — whether caused by external bad actors or a trusted insider can be disastrous,
precipitating complex legal obligations, costly remediation, and long-lasting reputational damage.
Cyberattacks and accidental misconfigurations are top concerns among boards, executive
management, and other organizational stakeholders. Internal auditors are expected to assess an
organization’s defenses and its ability to recover should an event occur.

Participants of this course will examine the connection between cybersecurity and network security,
obtain greater insight into the pros and cons of technology insurance, and explore how to apply the
audit process to key areas, including operational resilience, identity access manage, cloud computing,
mobile computing, cloud environments, and social media. Finally, the course explores common
cyber-related frameworks, standards, and guidelines, and explains how to audit common
cybersecurity solutions.
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e Auditing the Cloud.
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