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COSO References

2 COSO frameworks do not replace each other, are distinct, & complimentary

2

Internal Control Framework - 2013 ERM Framework - 2017



COSO References

COSO ERM Framework – Integrating with Strategy and Performance
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ERM Framework -2017

Explores ERM and strategy from 3 different 
perspectives:
• The possibility of strategy and business 

objectives not aligning with mission, vision, 
and values

• The implications from  the strategy chosen
• Risk to executing the strategy
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COSO ERM Framework – Integrating with Strategy and Performance
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Focuses on 5 interrelated components

Plus, introduces 20 principles
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COSO ERM Framework – Integrating with Strategy and Performance
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1. Governance and Culture: Governance sets the organization’s tone, reinforcing the
importance of, and establishing oversight responsibilities for, enterprise risk
management. Culture pertains to ethical values, desired behaviors, and understanding
of risk in the entity.

2. Strategy and Objective-Setting: Enterprise risk management, strategy, and objective-
setting work together in the strategic-planning process. A risk appetite is established
and aligned with strategy; business objectives put strategy into practice while serving
as a basis for identifying, assessing, and responding to risk.
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COSO ERM Framework – Integrating with Strategy and Performance
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3. Performance: Risks that may impact the achievement of strategy and business
objectives need to be identified and assessed. Risks are prioritized by severity in the
context of risk appetite. The organization then selects risk responses and takes a
portfolio view of the amount of risk it has assumed. The results of this process are
reported to key risk stakeholders.

4. Review & Revision: By reviewing entity performance, an organization can con-sider
how well the enterprise risk management components are functioning over time and
in light of substantial changes, and what revisions are needed.

5. Information, Communication, & Reporting: Enterprise risk management requires a
continual process of obtaining and sharing necessary information, from both internal
and external sources, which flows up, down, and across the organization.



COSO ERM & ISO 31000

COSO ERM Framework
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1. Exercises Board Risk Oversight—The board of directors 
provides oversight of the strategy and carries out governance 
responsibilities to support management in achieving strategy 
and business objectives.

2. Establishes Operating Structures—The organization establishes 
operating structures in the pursuit of strategy and business 
objectives.

3. Defines Desired Culture—The organization defines the desired 
behaviors that characterize the entity’s desired culture.

4. Demonstrates Commitment to Core Values—The organization 
demonstrates a commitment to the entity’s core values.

5. Attracts, Develops, and Retains Capable Individuals—The 
organization is committed to building human capital in 
alignment with the strategy and business objectives.



COSO ERM & ISO 31000

COSO ERM in ISO 31000 perspective
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6. Analyzes Business Context—The organization considers 
potential effects of business context on risk profile.

7. Defines Risk Appetite—The organization defines risk appetite 
in the context of creating, preserving, and realizing value.

8. Evaluates Alternative Strategies—The organization evaluates 
alternative strategies and potential impact on risk profile.

9. Formulates Business Objectives—The organization considers 
risk while establishing the business objectives at various levels 
that align and support strategy.

COSO ERM & ISO 31000

COSO ERM Framework
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COSO ERM in ISO 31000 perspective
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COSO ERM Framework

10. Identifies Risk—The organization identifies risk that impacts 
the performance of strategy and business objectives.

11. Assesses Severity of Risk—The organization assesses the 
severity of risk.

12. Prioritizes Risks—The organization prioritizes risks as a basis for 
selecting responses to risks.

13. Implements Risk Responses—The organization identifies and 
selects risk responses.

14. Develops Portfolio View—The organization develops and 
evaluates a portfolio view of risk.

COSO ERM & ISO 31000
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COSO ERM & ISO 31000

COSO ERM in ISO 31000 perspective
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15. Assesses Substantial Change—The organization identifies and 
assesses changes that may substantially affect strategy and 
business objectives.

16. Reviews Risk and Performance—The organization reviews 
entity performance and considers risk.

17. Pursues Improvement in Enterprise Risk Management—The 
organization pursues improvement of enterprise risk 
management.

COSO ERM & ISO 31000

COSO ERM Framework
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COSO ERM in ISO 31000 perspective
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COSO ERM Framework

18. Leverages Information Systems—The organization leverages 
the entity’s information and technology systems to support 
enterprise risk management.

19. Communicates Risk Information—The organization uses 
communication channels to support enterprise risk 
management.

20. Reports on Risk, Culture, and Performance—The organization 
reports on risk, culture, and performance at multiple levels and 
across the entity.

COSO ERM & ISO 31000
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COSO ERM in ISO 31000 perspective
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Some Challenges with COSO ERM

• Understanding the scope
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Enterprise is not the only type of 
organization that needs risk management 
(public organizations, project mgt. office, 
program task force).
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Not every organization is aiming business-oriented objectives (public sector 
organizations, social institutions). As a matter of fact, business objectives are only 
applied to profit-oriented organizations.



Some Challenges with COSO ERM

• Prerequisite to effectiveness
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Not every organization has been matured enough and has a well-defined strategy 
in place. Moreover, there is a risk of defining a wrong strategy (which is 
acknowledged by COSO ERM).



Some Challenges with COSO ERM

• Prerequisite to effectiveness
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Having a sound risk management culture, and necessary capabilities to manage 
risk, integrated with strategy and execution will surely increase the effectiveness of 
risk management practices. It may not be a problem for (or to apply to) a mature 
organization with adequate resources, but it will in the context of organizations 
which don’t have such privilege.



Some Challenges with COSO ERM

• Practicing the definition
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Managing the risk, or by definition, managing “the possibility that events will occur 
and affect the achievement of …” might mislead the risk management to focusing 
only on the preventive actions, whilst in the real life a good risk management even 
might encourage us in taking more risks, in term of exploiting the opportunity. 



Some Challenges with COSO ERM

• Comments from independent parties
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Source: COSO
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Source: COSO

Source: IFAC, AIRMIC, ALARM, IRM
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Source: IFAC
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Source: AIRMIC, ALARM, IRM



Some Considerations in

Choosing ISO 31000 over COSO ERM

• Standard development process
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The Draft International Standard (DIS) is submitted to ISO Central Secretariat 
by the committee secretary. It is then circulated to all ISO members who then 
have 12 weeks to vote and comment on it. (The submission interface should 
be used to submit the draft).

The DIS is approved if a two-thirds of the P-members of the TC/SC are in favor 
and not more than one-quarter of the total number of votes cast are negative

If the DIS is approved and no technical changes are introduced in the draft, the 
project goes straight to publication. However, if technical changes are 
introduced, FDIS stage is mandatory. Source: ISO, TC 262
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Source: ISO
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ISO 31000
RISK MGT.

ISO 9001
Quality

Risk-based 
thinking

ISO 19600
Compliance

ISO 19011
Audit

Mgt Sys

ISO 21500
Project Mgt.

ISO 27001
IS

ISO 14001
Environment

ISO 22301
BCM

ISO 37001
Anti-Bribery

BIA

Bribery risk 
assessment

Risk-based 
approach

Risk 
assessment 

methodology

Environmental 
risk assessment

Risk-based 
audit

Project risk 
managementISO 45001

OSHAS
(future)



Some Considerations in

Choosing ISO 31000 over COSO ERM

29

• Integration with other ISO standards, and supports 

Malcolm Baldrige criteria (KPKU)

Source: KBUMN
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Choosing ISO 31000 over COSO ERM

• Compatible with and supports SPIP
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COSO Internal Control - Integrated Framework (ICIF)
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TARGET
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Some Considerations in

Choosing ISO 31000 over COSO ERM

• Participations & supports the endorsement of SNI
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Thank You
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"This document is intended only for recipients who are authorized to receive it. It may 

contains confidential and/ or legally privileged information belong to Center for Risk 

Management Studies Indonesia (CRMS Indonesia), therefore the authorized recipients 

shall protect this confidential information disclosed pursuant to provisions of CRMS 

Indonesia's policy. Please also be notified that any disclosure, copying, distribution or 

taking any action based on the contents of this document is prohibited and may be 

unlawful."


